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SECTION B - SUPPLIES OR SERVICES AND PRICES/COSTS

B.1  Supplies and Services Being Acquired.

1) The Contractor shall provide those services and supplies necessary to support the NS/EP
SETA effort, in accordance with individuat task orders under this Indefinite Delivery/Indefinite
Quantity (ID/1Q) contract. Task orders may be 1ssued on Cost Reimbursement, Firm Fixed Price
(FFP), Labor Hour, Performance-Based, or Time and Materials (T&M) basis in accordance with
Federal Acquisition Regulation (FAR) 16.505.

2) CLIN Structure. For purposes of the Base Contract, the CLINS are as follows:

CLIN 0001  Base Year

CLIN Q002  Option Year 1
CLIN 0003  Option Year 2
CLIN 0004  Option Year 3
CLIN 0005  Option Year 4

The contract line item number (CLIN) structure for each Task Order issued under the contract
will be set up at the time of issuance of the order. Task orders issued under this contract will be
awarded using various contract types depending upon the requirement.

3) Fixed Price, Labor Hour, and Time-and-Materials Task Orders. The contract will
include fixed hourly rates (fully burdened) for purposes of pricing fixed price, labor hour, and
time-and-materials {T&M) task orders in Section J - Fixed Labor Rate Tables.

4) Cost-reimbursement Task Orders. For cost reimbursement task orders, the Contractor will
be required to propose the estimated actual costs at the time of proposal submission, rather than
using the fixed hourly rates. Cost reimbursement task orders will be issued upon the basis of
actual costs, rather than fixed hourly rates.

B.2 Term of Contract,

The term of this ID/1Q contract will consist of a one-year base period, with four one-year
options. Task orders will be issued with periods of performance for up to one year, unless
otherwise authorized by the Contracting Officer (CO).

Task Order Requirements. Individual task orders awarded under this contract will contain
Statements of Work (SOW), Statements of Objectives (SOO) or Performance Work Statements
(PWS) that are within the general scope of the contract’s Statement of Work. Performance-
based acquisition is the prefetred contracting method and will be used, whenever possible.

B.3 Minimum Obligated Amount.

The basic contract includes an initial obligation of funds in the amount of $25,000.00 to cover
the minimum order guarantee for this ID/IQ contract. To the extent subsequent task orders are
1ssued that cover this minimum, the funding for the minimum guarantee under CLIN 0006 will
be de-obligated from the base.
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The minimum ordering limit can be satisfied at any time during the term of the contract (which
includes the base period and options, should they be exercised).

B4  Maximum Contract Ceiling.

This is one of several NS/EP SETA multiple-award 1D/IQ contracts. All have a combined
overall ceiling price of $388,854,230. The maximum aggregate dollar value of all task orders
awarded to all Contractors cannot exceed this ceiling amount. The Government shall not issue a
task order to a Contractor {or modification thereto) that, when added to the aggregate dollar
value of all prior task orders issued to all Contractors under this effort, allows the aggregate
value of all task orders placed under this effort to all Contractors to exceed the overall ceiling
price. This ceiling amount will not be subdivided among the number of awardees, nor will it be
multiplied by the number of awardees. The Government anticipates all task order awards to be
awarded competitively. Competition will be limited to those successful vendors receiving
awards resulting from RFP HSHQDC-08-R-00002,

B.5  Types of Task Orders.

a) Cost Reimbursement Task Orders.

All task orders issued on a cost reimbursement basis will be priced in accordance with approved
audit rates (Defense Contract Audit Agency (DCAA) or Defense Contract Management Agency
(DCMA). Direct and indirect cost rates will be established on a task order basis. For cost
reimbursement task orders, the Contractor will provide complete supporting schedules
identifying all applicable direct and indirect rate estimates building up to the task order cost. The
Contractor should submit their most recent provisional indirect billing and actual rates for both
direct and indirect rates. Contractors without audited rates shall propose indirect rates in
accordance with FAR 31. The fee will be negotiated for each task order consistent with statutory
limitations.

b) Firm Fixed Price (FFP) Task Orders.

For FFP type task orders, the quantity of each item or labor category ordered will be multiplied
against the rate listed in this schedule or as negotiated for the task order, and the cumulative
extended total of all items ordered will define the fixed price for the task order. Materials, if
applicable, may be estimated for each task order and burdened with applicable indirect costs in
accordance with the Contractor’s established accounting practices.

¢) Time and Material (T&M) or Labor Hour (LH) Task Orders.

For T&M or labor hour type task orders, the quantity of hours ordered from each labor category
will be specified as deliverable hours billable at the ceiling rates specified in Section B.8, Fixed
Labor Rates Tables, or as negotiated, if lower rates are proposed for the task order. Materials will
be estimated for each task order and may include applicable indirect costs computed in
accordance with the Contractor’s established accounting practices. Profit on materials is not
allowable. Consistent with the definition in FAR 52.232-7(b)(1)(i1), “materials™ include direct
materials (including supplies transferred between divisions, subsidiaries, or affiliates of the
Contractor under a common control); subcontracts for supplies and incidental services for which
there is not a labor category specified in the contract; other direct costs and travel.
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The cumulative extended total of all labor categories ordered plus materials/applicable indirect
costs will define the task order’s ceiling price. Task orders may authorize adjustments between
labor category quantities of up to 10%. Reimbursement under the contract shall be governed by
the FAR Clause 52.232-7, Payments Under Time and Materials and Labor Hour Contracts.

Materials. Materials are defined in FAR Clause 52.232-7, Payments Under Time and Materials
and Labor Hour Contracts. The cost of general-purpose items required for the conduct of the
Contractor’s normal business operations are not allowable materials in the performance of task
orders issued under this contract. (See Sections G and H for additional limitations on materials
and required support documentation.) Profit is not allowed on materials under a T&M type task
order.

B.6  Labor Hour (LH), Time and Material (T&M) or Firm Fixed Price (FFP) Rates.

All task orders issued on a Labor Hour, T&M or FFP basis will be priced in accordance with the
pricing set forth in Section J, Labor Hour Rates Tables. The labor rates will reflect the fully-
burdened rates for each labor category and will apply to all direct labor hours. The burdened
hourly rates are ceiling price rates and the Contractor may, at its discretion, elect to propose
lower hourly rates on a task by task basis. Indirect costs allocated to any materials (e.g., direct
materials and other direct costs) shall be proposed consistent with the payment requirements in
the clauses at FAR 52.232-7, Payments Under Time and Materials and Labor Hour Contracts and
FAR 52.216-7, Allowable Cost and Payment.

The fully-burdened labor rates include all direct, indirect, general and administrative costs and
profit or fee. All hourly rates are based on the Contractor’s Cost Accounting Standards (CAS)
disclosure statement; or if there is no disclosure statement, the Contractor’s established standard
accounting practices. Thus, the rates shown are based on the Contractor’s established accounting
practices for recording uncompensated overtime. These practices are reflected in the table. If
the table indicates that the rates were computed based on the recording of all hours, then the
Contractor will be permitted to bill at the hourly rate for all hours worked. If the table indicates
that the rates were computed based on recording only forty hours per week, then the Contractor
will be permitted to bill only on the basis of a forty-hour week.

a) Rates.
1) Government Site Rates. When performing at the Government site, the fully-burdened
labor rates reflect the appropriate reduction due to the use of Government facilities. The
Government will provide office space, furniture, and office equipment.
2) Contractor Site Rates. When performing at the Contractor site, the fully-burdened
labor rates include applicable indirect costs for office space and all normal supplies and
services required to support the work. This includes, but is not limited to, telephones,
faxes, copiers, personal computers, postage (to include courier services such as Federal
Express), ordinary business software (e.g., word processing, spreadsheets, graphics, etc.),
normal copying and reproduction costs.

b) Program Management Support Costs.
Contract-level program management support costs are included as a percentage of each
individual labor category rate, and encompass support for contract-level management, reporting




Contract No. HSHQDC-09-D-00062 Section B - Supplies or Services and Prices/Costs

requirements and related travel and meeting costs. As a result, these program management
support costs should be allocated across all of the task orders issued under this contract. These
“program management” support costs are differentiated from individual task order “Task Order
Manager” or “Project Manager™ support costs, which are billed as hourly labor rates against
individual task orders for direct support to the effort performed under those task orders. This
will result in direct billings at the task order level for labor hours in the “Task Order Manager” or
“Project Manager” categories, to specitically support project management for the task order.

B.7 Fixed Labor Rates.

a) The labor rates are fixed for the life of the contract. However, the Contractor may submit a
proposal reducing the fixed hourly labor rates or offering a discount when submitting a task
order proposal at any time during the life of this contract. The Government will review these
proposals and determine if the revised rates are realistic and in the best interest of the
Government. If the rates are accepted, the Government will modify the contract by incorporating
the new rates into the contract.

b) At any time and throughout the life of the ID/IQ contract, at the request of either the
Contractor or the Government, the Contractor may propose additional labor categories, rates and
descriptions in addition to the Government labor categories. These additional labor categories,
rates and descriptions will be negotiated on a case-by-case basis. The additional categories, rates
and descriptions proposed, upon determination by the Government that they are fair and
reasonable, will be incorporated by modification to the Base Contract and incorporated in
Section J, Fixed Labor Rates Tables, as appropriate.

B.§ Fixed Labor Rates Tables.

The Fixed Labor Rates Tables in Section J provide labor category descriptions, fixed hourly
rates for performance of the requirements as specified in individual task orders. Fully loaded
hourly rates are included for each labor category at both the Contractor site and Government
site(s). These fully-loaded hourly rates are the ceiling rates representing the maximum rates
allowable for prime Contractors and for any subcontractor that is not listed in the Fixed Labor
Rates Tables. For subcontractors that are listed in the tables, the maximum ceiling rate shall be
the rate shown in the table for that particular subcontractor. The years cited represent contract
years. Only Government-required labor categories are included in these tables. The Contractor
may propose labor rate discounts in the task orders.

(End of Section B)
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SECTION C - STATEMENT OF WORK
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1.0 GENERAL
1.1 Background

On 21 August 1963, a Presidential Memorandum established the National Communications
System (NCS) to provide essential communications for the Federal Government under all
conditions. Since the President’s April 1984 signing of Executive Order (E.O.) 12472,
“Assignment of National Security and Emergency Preparedness [NS/EP] Telecommunications
Functions,” the mission of the NCS has been to assist the President and the Executive Office of
the President in the execution of NS/EP communications functions, including coordinating,
planning, and provisioning NS/EP communications for the Federal Government under all
circumstances, including crisis or emergency, attack and recovery, and reconstitution.

When the NCS, a consortium of twenty-four Federal departments and agencies, transitioned into
the Department of Homeland Security (DHS) soon after its creation in 2003, the mission
expanded beyond the historical NS/EP telecommunications mission to include supporting the
protection and risk mitigation of all of the Nation’s critical infrastructures. Currently, the Office
of the Manager, National Communications System (OMNCS) is responsible for:

= Qverseeing the development of a national communications structure that:

o Is responsive to the NS/EP needs of the President and the Federal departments,
agencies and other entities;

o Satisfies priority communications requirements under all circumstances; and

o Incorporates the necessary combination of hardiness, redundancy, mobility,
connectivity, interoperability, restorability, and security to ensure survivability.

» Ensuring the provision of an industry-Government coordinating center which is capable
of assisting in the initiation, coordination, restoration and reconstitution of NS/EP
commuitications services or facilities under all conditions of crisis and emergency.

»  QOverseeing efforts with the private sector to reduce vulnerabilities and minimize the
severity of cyber attacks and develop recommendations for communications architectures
to meet current and future NS/EP communications requirements.

= QOverseeing the development of procedures for the management, allocation, and use of
federally-owned or leased communications assets under all conditions of crisis or
emergency.

= Coordinating with the intelligence and law enforcement communities to identity and
reduce threats to the communications infrastructure.

» Providing technical and analytical expertise and staff support to the National Security
Telecommunications Advisory Committee (NSTAC) responsible under E.O. 12382 to
provide information and advice to the President.

» Qverseeing the conduct of technical and analytical studies and coordinating and
reviewing research and development efforts to support work in the communications and
cyber security arenas.

= Ensuring the conduct of test and exercise programs in the communications and cyber
security area to evaluate the robustness of incident management and recovery plans and
programs.
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1.2 Organizational Entities Supporting the National Communication’s (NCS) Matopma;
Security/Emergency Preparedness (NS/EP) Mission

A number of organizational entities within the DHS’ Office of Cybersecurity and
Communications (CS&C) share program responsibilities for supporting the NCS§’s NS/EP
mission. Among those organizations, the Office of the Deputy Manager, NCS is responsible for
the planning for and provisioning of NS/EP communications for the Federal Government. This
office supports the NCS Director to develop and implement policies and procedures designed to
secure and enhance the resiliency and restorability of the Nation’s critical communtcation
infrastructures, networks, and systems against all hazards and threats.

The Technology and Programs Division within the NCS develops programs, technical studies,
modeling capabilities/analyses, and standards that promote the reliability, security,
interoperability, and priority treatment of NS/EP communications. Division objectives stress
incorporating advanced, cost-effective technology into NS/EP communications programs and
evaluating emerging technologies to alleviate impediments to interoperability. The NCS brings
this information to industry and international standards organization meetings to ensure
organizations incorporate NS/EP requirements into any recommendations.

The Critical Infrastructure Protection Division through its unique industry-Government
partnerships ensures the availability of critical NS/EP communications services across the full
spectrum of emergencies. Emergencies include, but are not limited to, conventional and terrorist
attacks against the United States, natural and man-made disasters and other crises. Within this
division, there are four branches: the Contingency Planning Branch, which focuses its efforts on
developing and implementing emergency response doctrines and operational plans; the
Operations Branch, which is responsibie for coordinating and managing emergency response,
operations and information sharing activities among the communications industry, Government
and International partners; the Operational Analysis Branch, which 1s responsible for providing
near real-time analytical assessments of the communications infrastructure; and the Training and
Exercise Branch, which is responsible for ensuring a cadre of fully knowledgeable and skilled
emergency response personnel. This division also provides the primary support to the National
Coordinating Center for Telecommunications.

The Plans and Resources Division provides centralized management and oversight to the
OMNCS for acquisition matters, financial matters, strategic and performance management
planning activities, manpower allocations, and other human capital related matters. The Plans
and Resources Division exercises authority and ensures accountability over all resources
allocated to NCS programs. The division serves as the interface with the DHS directorates on
financial and acquisition matters; DHS Planning, Programming, and Budgeting Execution
System documentation and execution; and acquisition management. The division conducts
analyses and makes recommendations to the OMNCS on the optimal use of NCS resources to
support mission requirements consistent with statutory and policy constraints.

The Customer Service Division provides support to various Government programs, such as the
NCS Committee of Principals and Council of Representatives, the NSTAC, and the NSTAC’s
Industry Executive Subcommittee. This division also supports both national and international
collaboration and outreach to raise awareness of the NSTAC across industry, the Federal
Government, and academic and research communities. The Customer Service Division supports
the NCS Issuance System, which is comprised of documents that establish, implement, guide,
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describe, or explain the NCS’ organizational responsibilities, authorities, policies, and
procedures. It inciudes directives, circulars, manuals, handbooks, notices, and OMNCS office
orders. Directives, circulars, and manuals are binding on all NCS member organizations, as well
as any other affected Federal entity. Inquiries from national media outlets concerning NCS
emergency preparedness programs and their role are also answered by this division, with
additional information publicly available on the NCS website as fact sheets, reports, brochures
and various other publications.

In addition to the above-referenced divisions, other organizational entities within DHS-CS&C
may be formed or assigned responsibilities for supporting the NCS’s NS/EP mission. Any of
these organizational entities may constitute requiring activities for NS/EP SETA services to the
extent that such services are consistent with this statement of work.

1.3 Scope

This statement of work comprises three major categories of services: 1) operations support; 2)
NS/EP communications support; and 3) Government and industry interface support, as well as
the stand-up of other offices within the DHS Cyber Security and Communications Directorate.
This effort ensures continued support for the provision and restoration of adequate NS/EP
communications for the Federal Government under all conditions. Support encompasses all
areas of communications sustaining NCS NS/EP programs, including architectures, networking,
emergency communications, national policy, operations, restoration protocols, industry and
Government guidelines, and pursuing new technical initiatives. The Contractor shall furnish
personnel, management, conference support, and all other resources necessary for the required
SETA support.

1.4 Objective

The objective of this effort is to delineate the NS/EP technical and programmatic support
requirements for multiple award indefinite delivery indefinite quantity (ID/1Q) contracts. The
resulting task orders placed under this contract will cover a broad range of contract types. They
will support NCS NS/EP efforts to increase the survivability, reliability, and viability of the
Nation's communications resources.

2.0 REFERENCES

Specific referenced documents are cited in the NS/EP SETA contract, and others will be cited in
each task order for which they are applicable.

Copies of NCS documents and E.O.s related to NCS activities may be obtained from:

hitp:/fWWW.nes.gov

Copies of DHS documents may be obtained from:
hitp://www.dhs.gov
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3.0 TASK AREAS

The Contractor shall furnish SETA support through task orders issued to perform the following
general tasks to support the NCS NS/EP mission:

3.1 OPERATIONS SUPPORT

3.1.1 Program Management Support

3.1.1.1 The Contractor shall determine the project organization and overall support to
accomplish the work, how the technical management will be performed, how resources
will be managed, and what mechanisms will be used for cost and schedule control.

3.1.1.2 The Contractor shall designate a single program manager who is responsible for the cost,
schedule, and technical performance under the contract and who will serve as the
Contractor’s single point-of-contact with the program office for both management and
technical matters. Additionally, the Contractor shall support the planning, direction,
coordination, and control necessary to accomplish all work requirements contained in this
statement of work and individual task orders.

3.1.1.3 As part of the review requirement under this contract, a maximum of seven (7) program
reviews will be conducted annually - up to five (5) reviews at the division level and two
(2) reviews at the deputy manager level will be supported. The Contractor shall hold the
reviews at the Contractor's facility or at a location within the Washington, D.C. area
designated by the Government. The Contractor shall coordinate the review agenda and
dates with the contracting officer's technical representative (COTR) prior to each status
review. The reviews shall include briefings by Contractor personnel and provide the
information set forth by the COTR.

3.1.1.4 The Contractor shall support program management planning for NCS NS/EP
requirements, as well as develop the course of actions and schedules necessary to carry
out tasks after contract award and as necessary throughout the life of the contract. This
planning shall include risk management practices detailing risk mitigation and
mechanisms for controlling resources and schedules. In addition, the Contractor shall
include mechanisms for reporting to the Government that provide the level of visibility
necessary for continuous program management. The Contractor shall expand, revise,
update, and maintain program management planning factors required by the Government
to reflect current program status and plans. As specified in individual task orders, the
Contractor may be required to deliver program management plans or task management
plans, to include a work breakdown structure (WBS).

3.1.1.5 The Contractor shall provide database administration support to include backup of all
data, maintaining a database (e.g., Microsoft Access), ensuring integrity of data entered
into a database, validating data entry, performing analysis and generating reports from the
available data.

3.1.1.6 The Contractor shall provide support in the preparation of acquisition documentation
such as market research, acquisition planning, various justifications and determinations
and findings, among others to support the NS/EP mission. The Contractor shall provide
support for long range acquisition and budget projections. The Contractor shall provide
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support toward managing information collection from various NCS customers and
proposed technical solutions, and provide administrative and acquisition support services.

3.1.1.7 The Contractor shall provide support for the creation, maintenance, and revision of
NS/EP documentation that provides technical and policy guidance; operational policies
and procedures; organizational capabilities, missions and regulations; coordination and
interface with representatives at international, Federal, regional, state, local and tribal
levels, and with professional associations and organizations. In accordance with the
Federal Acquisition Regulation (FAR) 7.503 (c)(5), the Contractor is not authorized to
make a determination of agency policy, such as determining the content and application
of regulations, among other things.

3.1.1.8 The Contractor shall provide assistance in monitoring and evaluating the NS/EP SETA
program activities. The Contractor shall prepare reports for the Government which
document the technical and financial program status on a monthly basis. The Contractor
shall include a list of Contractor staff that worked on each project during the reporting
period and the estimated man-hours expended down to the WBS level. In coordination
with the COTR, the Contractor shall provide signed Non-Disclosure Agreements for all
personnel supporting the contract.

3.1.2 Planning Support

3.1.2.1 The Contractor shall provide strategic planning and business analysis support for
functions across the Government, including: identification, review, and assessment of
technical/organizational requirements needed to achieve mission goals; review of NS/EP
communications technical/management issues as they relate to large scale and sensitive
communications requirements and considerations; review and implementation of new
policy directives, legislation and budgetary requirements from governing bodies or senior
officials; and enhancements to strategic and tactical relationships with selected
communications vendors, carriers and Federal services providers for products/services
related to disaster response. The Contractor shall provide support to the development and
implementation of NCS NS/EP strategic and operational plans and programs, including
concept development. In accordance with FAR 7.503 (¢)(6), the Contractor is not
authorized to make a determination of Federal program priorities for budget requests.

3.1.2.2 The Contractor shall provide planning assistance and technical analysis support for
various NCS NS/EP working groups, committees, sub-committees, partnerships and
international bilateral or multilateral meetings. This effort may include providing
meeting agenda packages, preparing briefing materials, preparing materials for book
binding, attending the meetings, tracking tasks, providing meeting summaries and end
items, preparing issue or analysis papers, and developing and coordinating reports.
Should the Contractor be required to provide conference facilities, then the Contractor
shall make available, or arrange for, conference facilities available to accommodate a
variety of meetings sponsored by the NCS within the Washington, D.C. metropolitan
area. The Contractor shall process an auditorium capable of seating at least one hundred
and fifty (150) attendees for the purpose of sponsoring NCS conferences or meetings
within the Washington, D.C. metropolitan area. The conference rooms and auditorium
must have state of the art projection and sound systems, to include the capability to
electronically project briefings and other audio/visual presentations, as well as computer
hardware available within the conference room. The conference facilities must be
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capable of holding classified meetings up to the top secret level and shall include cleared
computer hardware. The Contractor shall provide support in such committee and
working group meeting logistics (e.g., escorting visitors, preparing and displaying
appropriate signage, preparing and operating projection equipment and associated
hardware, coordinating security clearances, identifying hotel and transportation
accommodations, and other logistics support services) that may be necessary.

3.1.2.3 The Contractor shall provide, maintain and administer an approved automated system to

manage support activities for NCS-sponsored industry and Government forums. The
system should store and track member information, meeting/event activities and action
items. The system should maintain current and accurate information on members and
their associated group assignments within the NCS community, ensure adequate
protection against disclosure to unauthorized individuals, facilitate quick lookup and
retrieval of information, and facilitate creation and retrieval of pre-formatted reports,
tables and lists.

3.1.2.4 The Contractor shall provide planning support, which may include:

d.

3.1.3

Reviewing and analyzing NS/EP communications requirements at national, regional,
state, local and tribal levels;

Providing technical support for NS/EP communications architecture efforts;

Developing and maintaining operational concepts, organizational structures, operations
plans and standard operating procedures for the NCS, and the National Response
Framework (NRF) Communications Annex, Emergency Support Function No. 2 (ESF#2)
response clements at the national, regional, state, local and tribal levels;

Participating in seminars, working groups and exercises at the national, regional, state,
local and tribal levels to validate existing plans and or gain input for "to-be-written”
plans;

Developing and maintaining the NCS Continuity of Operations (COOP) Plan and other
operations planning documentation;

Providing technical assistance in planning, conducting, and follow-up on NCS support to
and participation in interagency advisory groups and associated working groups; and

Providing technical assistance for communications and pre-disaster planning,
coordination, and implementation with other Federal agencies.

Training and Exercise Support

3.1.3.1 The Contractor shall assist in developing courses of instruction and providing NS/EP

training and exercise support which may include, development of training objectives;
content, event administration, scheduling and logistics; record-keeping; data collection;
pre-event, on-going, and post-event support documentation and presentation materials,
including lessons learned; personnel management; and seminar support for sponsored
communications management exercises conducted at international, national, and regional
levels. The Contractor shall provide general training, as well as support to industry and
Government organizations with familiarization and proficiency training on the operating
procedures and capabilities of analysis tools and emergency response support systems.
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3.1.3.2 The Contractor shall provide support to the Government for NS/EP exercises that can
range from policy-based tabletop to full scale exercises with both public and private
sectors. The objective of the policy-based NS/EP tabletop exercises is to identify policy
and process issues that facilitate or hinder operations under a variety of authorities or
scenarios. The objective of the full-scale NS/EP exercises is to incorporate network
simulation to test command and control procedures, response mechanisms, and cross-
sector coordination.

3.1.3.3 The Contractor shall provide NS/EP exercise program support to the Government, which
may include:

a. Collaborating with exercise organizations across Federal and State Governments, and
private sector coordination councils and associations to coordinate a fabric of exercises
that prepare the entire community for cohesive incident response;

b. Identifying the training objectives of key constituencies and response organizations,
critical operational requirements within the response community and assure that gaps in
exercise support are filled by targeted and productive exercises;

¢. Providing subject matter experts for test and exercise response cells to provide ground
truth responses during full-scale and table top exercises; and

d. Providing support to the planning, coordination and execution of exercises.

3.1.4 Emergency Operations Support

3.1.4.1 The Contractor shall provide technical, policy, administrative and operational support in
coordinating combined industry/Government efforts with respect to NS/EP
communications support for Federal, regional, state, local, tribal and private sector
response elements for emergencies delineated under the NRF. The ESF#2 provides a
general concept of operations and set of responsibilities for the NCS and the supporting
NCS member departments and agencies. The Contractor shall assist in contingency
planning by documenting and implementing specific actions and activities needed to
ensure NS/EP communication services are restored during an emergency event and that
national communications assets and resources are fully planned for and utilized in
support of both the NRF ESF#2 and the National Plan for Telecommunications Support
in Non-Wartime Emergencies.

3.1.4.2 The Contractor shall provide support to the Government in investigating, analyzing, and
documenting NS/EP-related communications emergencies; and developing
communications emergency analysis reports and associated post-emergency after-action
reports. These reports will include an assessment of the emergency’s impact on national
and regional communications facilities and operations, actions required and taken to
respond to the emergency, lessons learned, and recommended actions to reduce the
impact of future emergencies.

3.1.4.3 During NS/EP-related emergency response incidents, the Contractor shall provide
support, for leasing or buying communications-related equipment and services on behalf
of the Federal Government. The Contractor shall provide required installation, integration
and operational support to enable critical emergency response communications services
to become operable.
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3.1.4.4 The Contractor shall be prepared to support extended all-hazard emergency response

3.2

events, which may be held in different Federal Regions in the continental United States.
This includes supporting the NCS in developing and implementing a method of ensuring
the availability of quick response support to meet operational requirements unique to an
emergency response. For this effort, the Contractor shall provide support to special
operational requirements as characterized by:

Support of 24x7 operations;

Support to the DHS/NCS response staff at the NCS/National Coordinating Center (NCC)
or at deployed locations;

On-call or deployment of properly qualified, trained, and cleared quick response
Contractor staff with expertise in the operations and analysis of the communications
infrastructure and administrative support functions required to support an emergency
operations center; and

. Use of Contractor facilities and assets to support activities in support of DHS/NCS

emergency operations.

NS/EP COMMUNICATIONS SUPPORT

3.2.1 Priority Communications Support
3.2.1.1 The Contractor shall provide support to the Government in its efforts to facilitate,

coordinate, develop, and implement communications priority services that are cost-
effective and timely for NS/EP users, including NS/EP communications provisioning and
restoration actions. Some examples of communications priority services include
Telecommunications Service Priority (TSP); NS/EP Priority Telecommunications
Service (PTS} including Wireless Priority Service (WPS), Government Emergency
Telecommunications Service (GETS), Special Routing Arrangement Service (SRAS),
and NS/EP Next Generation Networks (NGN); and other communications services in the
wireless (including network cards), wireline and satellite environments, The Contractor
shall provide technical and administrative support to maintaining legacy priority
telecommunications services and to transitioning priority communications functions,
features and services from circuit-based to packet-based networks.

3.2.1.2 The Contractor shall assist the Government i conselidating the various communications

architectures into an NS/EP architecture that supports existing and evolving NS/EP
services (e.g., GETS, WPS, and SRAS). The Contractor shall also assist the NCS in
developing reviews based upon the applicable NGN architectures, including support for
future NS/EP services and applications. The Contractor shall provide support to the
development of NS/EP NGN user requirements, strategies and capabilities, as well as
conducting studies and analyses for broadband data priority services {e.g., priority video
teleconferencing, priority Internet, and priority e-mail).

3.2.1.3 The Contractor shall provide support to the PTS programs through account

administration, cost evaluation, operational planning, operational testing and
maintenance, determination of applicant eligibility, subscription support, service center
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support, contingency operations exercise and execution, data management, account
verification, outreach activities and website support. The Contractor shall provide

support to the development, improvement, implementation and maintenance of the
NS/EP PTS.

3.2.1.4 The Contractor shall provide support to engineering, analysis, coordination, requirements
development, verification testing, and review capabilities when applying its technical
expertise in areas related to NS/EP communications. These technical areas include, but
are not limited to: the Public Switched Network and wireless network standards;
technology and engineering practices used by inter-exchange carriers, local exchange
carriers, competitive local exchange carriers, Commercial Mobile Radio Service,
Multipie Systems Operators, switch vendors, communications equipment vendors,
wireless and broadband providers, and land mobile radio and satellite communications
providers.

3.2.2 NS/EP Communications Modeling and Analysis Support

3.2.2.1 The Contractor shall perform computer-based analyses of the configuration,
characteristics, and performance of various NS/EP communications networks. This will
include developing or enhancing capabilities, tools and databases, collecting and
assessing performance measurement data, appropriating communications infrastructure
data from various communications carriers, and conducting studies. In conducting such
studies, the Government will define the problem to be studied. The Contractor shall
identify and define alternatives that could provide a solution to the problem; analyze
feasibility, suitability, and economic desirability of each alternative; and formulate a
recommendation.

3.2.2.2 The Contractor shall provide support for time-sensitive communication analyses and
studies to directly support operational needs during emergency events; keep senior
leadership, both within industry and the Federal Government, apprised of potential
vulnerabilities; and assist in the development of models and analyses of communications
capabilities and services. This includes consideration of all types of communications,
including voice, data, data messaging, video, and video messaging services.

3.2.3 Critical Infrastructure Protection Support

3.2.3.1 The Contractor shall provide support to the Government though investigation of
interoperability assessments of critical infrastructures. The Contractor shall provide
support to the Critical Infrastructure Protection (CIP) efforts to facilitate interaction and
collaboration between public and private stakeholders by identifying, prioritizing, and
supporting the protection of key communication and cyber assets. Additionally, the
Contractor shall provide support to the assessment of potential consequences of
disruptive and destructive threats and vulnerabilities, and calls for understanding
infrastructure interdependencies to improve the physical security of communication and
cyber systems, including electronic intrusion threats. The Contractor shall provide
support to the Government to conduct analyses of existing cyber and NS/EP
communications laws and regulations; educate the intelligence community to the nature
and consequences of communication and cyber interdependencies and define CIP cyber
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intelligence requirements; assist in the development and evaluation of sirategies, policies,
and guidelines; and perform CIP and NS/EP communications analyses related to cyber
security.

3.2.3.2 The Contractor shall provide support and expertise for comprehensive, quick turnaround
analytical assessments regarding the health and welfare of the nation’s critical
infrastructures. The Contractor shall provide technical support to the NCS to keep senior
leadership, both within industry and the Federal Governiment, apprised of potential
vulnerabilities to the communications infrastructure and NS/EP communication services.

3.2.4 Emerging Technologies Analysis Support

3.2.4.1 The Contractor shall provide support to the Government in investigating technologically
advanced solutions and to meet the changing NS/EP communications requirements of the
Nation. In addition, the Contractor shall provide support to the NCS in its efforts to
continually monitor the communications environment and develop procedures for
integrating new technologies into its plans for supporting NS/EP communications. The
Contractor’s analyses may include, but is not limited to, strengths, weaknesses,
opportunities and threats (SWOT) analysis; concerns and implications analysis;
capabilities and vulnerabilities analysis; integration and implementation analysis; and
cost, risk and impact analysis. The areas to be analyzed may include technology security;
advanced authentication techniques; network evolution and interconnection; critical
infrastructure protection; testing, measurement and evaluation; emergency response
capabilities; enhanced operations; possibility of communications capacity overload; and
other technology related to NS/EP communications.

3.2.4.2 The Contractor shall provide technical and administrative support of enhanced
operational capability technologies and to incorporate new technologies into Government
operations to improve efficiencies for both routine and emergency operations. The
Contractor shall investigate products and technologies that have potential for providing
substantial performance improvements and cost savings to the NCS. Possible areas to be
investigated include computer hardware; system, support, and application software;
database technologies; and communications (wireless, wireline, satellite, etc.)
technologies. The Government may request that the Contractor investigate multiple
products and technologies at the same time, where the combination may result in
improved results and cost savings. The Contractor shall recommend products and
technology candidates for investigation.

3.2.4.3 The Contractor shall draft evaluation plans for each product or technology to be
investigated. The plan shall provide evaluation objectives, evaluation criteria, test
resource requirements, testing procedures, and an evaluation schedule. The objectives
and criteria that are established in the evaluvation plan shall provide the basis for assuring
that within acceptable risks the new product or technology being evaluated will support
NCS requirements. Upon review and approval of the evaluation plan by the Government,
the Contractor shall conduct the evaluation. The Contractor shall provide an analysis of
the results in terms of the effect of the product or technology on performance, schedule,
risk factors and cost. The Contractor shall identify the area(s) where established goals or
objectives have not been demonstrated within acceptable risks and specify the extent
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improvements are required in order for the system to satisfy the established goals and
objectives within acceptable risk. The Contractor shall identify performance, risk or cost
impacts on existing hardware, communications, software, and databases; maintenance,
reliability, and portability; documentation; and support requirements. A recommendation
on when the technology should be included into the NCS program is required. The
Contractor shall also identify and investigate interfacing and transition issues, and
deviations from the NCS requirements.

3.3 GOVERNMENT AND INDUSTRY INTERFACE SUPPORT

3.3.1 Inter- and Intra-Governmental Support

3.3.1.1 The Contractor shall provide support to inter-Governmental and intra-Governmental
forums which are established to consider and resolve a wide variety of NS/EP and CIP
communications-related issues. The Contractor shall provide support to these
organizations in the form of technical and informational briefings requiring action from
forum members.

3.3.1.2 The Contractor shall provide technical and administrative assistance and support to
subordinate groups. The Contractor shall also provide support towards investigating
initiatives that address a specific area, and shall develop recommendations for action or
assist in the establishment of national policies (e.g., NS/EP communications). The
Contractor shall also provide technical and administrative support to the inter-
Governmental and intra-Governmental forums when an ad-hoc technical and planning
subcommittee has been formed to address a particular issue.

3.3.1.3 The Contractor shall support outreach initiatives for those NCS communications
programs available to Federal, regional, state, local, and tribal Governments, industry,
and non-Governmental organization (NGO) personnel to perform their NS/EP missions.
The Contractor shall support the NCS in the development, dissemination and
implementation of outreach plans and materials designed to reach the widest community
of potential communications services customers.

3.3.1.4 The Contractor shall provide support in the preparation and revision of NCS issuance
documents {e.g., Federal guidance documents, fact sheets, bulletins, technical notes,
brochures, books, guidelines and reports). The Contractor shall provide support in the
preparation and revision of system processes and status briefings, and appropriate
governing, authorizing, or guidance documents. This includes technical and
administrative support in the development and publication of NCS external affairs
documents, which provide information to the NCS member departments and agencies,
the Federal Government, the communications industry and the public about past, on-
going, and future NS/EP communications issues.

3.3.2 Industry Interface Support

3.3.2.1 The Contractor shall provide technical, administrative and logistical support to
Presidential advisory committees and groups (e.g., NSTAC or Network Security
Information Exchange [NSIE]), formal meetings, conference calls, industry
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subcommittees, and related subordinate taskforces and working groups that meet to
discuss and provide advice and expertise on issues and problems related to
implementation of NS/EP communications policies. The Contractor shall also provide
technical and administrative support to advisory committees for ad-hoc technical and
planning subcommittees. The Contractor shall attend conferences, meetings and
symposia, to increase industry and Government awareness of NS/EP technologies and
programs.

3.3.2.2 The Contractor shall identify and analyze trends within the communication industry
based on an analysis of the industry’s technological, economic, legal, and regulatory
environment; and prepare an industry trend analysis for presentation.

3.3.2.3 The Contractor shal! provide support by performing analyses, investigating technologies,
and supporting the preparation of guideline recommendations for NS/EP communications
and related information systems. The Contractor shall provide support in preparing briefs
for discussion concerning the consensus of proposed guidelines. The Contractor shali
provide technical assistance to the Government in its effort to participate in and guide the
development and adoption of communications guidelines and support guideline-making
bodies, both nationally and internationally.

3.3.3 Other Support

3.3.3.1 Per the Homeland Security Acquisition Manual (HSAM) 3008.802(b), the Contractor
shall coordinate with the DHS Chief, Administrative Services for printing. Approval
must be obtained prior to acquiring in any manner any of the supplies or services
delineated in the FAR 48 CFR Part 8.802(b) with the Government Printing Office (GPO)
for bulk printed materials, to include but not be limited to, conference materials and
external communication and outreach materials. The Contractor shall provide a
completed GPO Form 952 (http://www.gpo.gov/forms/pdfs/952 pdf) for printing of the
final version of documents, and shall also interface as necessary with GPO during the
publication process.

3.3.3.2 The Contractor will be required to support the effective transition of task support to a
new Contractor or to the Government, if necessary. The Contractor shall participate in
transition meetings with the program manager and project staff and representatives of the
successor Contractor. The Contractor shall develop a plan that will incorporate an
inventory of all services, tasks, and materials, as well as a schedule of briefings and
related activities that will be required to fully transition performance to a follow-on
Contractor. The plan shall be delivered within thirty (30) days of request by the
Government. The Contractor shall plan for a thirty (30)-day transition period.

4.0 PLACE OF PERFORMANCE

Work will be primarily performed at either the Contractor’s facility or NCS, located in
Arlington, Virginia. During periods of emergency response operations, work may be conducted
on site at the NCS in Arlington, Virginia or at alternate NCS locations.
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SECTION D - PACKAGING AND MARKING
D.1  Packing, Packaging, Marking and Storage of Equipment.

Unless otherwise specified, all items to be delivered under this contract shall be preserved,
packaged, and packed in accordance with normal commercial practices to meet the packing
requirements of the carrier and ensure safe delivery at destination.

All initial packing, marking and storage incidental to shipping of equipment to be provided under
this contract shall be at the Contractor’s expense. The Contractor shall supervise the packing of
all acquired equipment furnished by the Contractor and shall supervise the unpacking of
equipment to be installed.

D.2  Markings.

All supplies or equipment, submitted to the Contracting Officer’s Technical Representative
(COTR), shall be accompanied by a packing list or other suitable shipping document that shali
clearly indicate the following:

a) Contract number;

b) Task order number;

¢) Name and address of the consignor;

d) Name and address of the consignee;

¢) Government bill of lading number covering the shipment (if any); and

f) Description of the item/material shipped, including item number, quantity, number of
containers, and package number (if any).

Specific marking requirements may be addressed in individual task orders.

(End of Section D)
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¢) Custom services and cost reimbursement items such as travel and other direct costs {ODCs)
will be accepted upon receipt of proper documentation as specified in the order. If custom
services are provided as part of a FFP task order, acceptance will be as specified for the
milestone with which they are associated. If custom services are for software development, the
final acceptance of the software program will occur when all discrepancies, errors or other
deficiencies identified in writing by the Government have been resolved, either through
documentation updates, program correction, or other mutually agreeable methods.

d) Reports, documents and other deliverables will be accepted when all discrepancies, errors or
deficiencies identified in writing by the Government have been corrected.

¢) Products or services that are non-conforming to contract or task order requirements will be
rejected. Unless otherwise agreed by the parties, deficiencies will be corrected within thirty (30)
calendar days of the rejection notice. If the deficiencies cannot be corrected within thirty (30)
days, the Contractor will immediately notify the COTR of the reason for the delay and provide a
proposed corrective action plan within ten (10) working days.

E.5 Review of Deliverables.

The Government will provide written acceptance, comments and/or change requests, if any,
within fifteen (15) business days from receipt by the Government of the initial deliverable.

Upon receipt of the Government comments, the Contractor shall have fifteen (15) business days
to incorporate the Government's comments and/or change requests and to resubmit the
deliverable in its final form.

The Government shall provide written notification of acceptance or rejection of all final
deliverables within thirty (30) calendar days. If written acceptance, comments and/or change
requests are not issued by the Government within thirty (30) calendar days of submission, the
Contractor shall contact the COTR and CO for resolution and determination of the final
deliverable product review. All notifications of rejection will be accompanied with an
explanation of the specific deficiencies causing the rejection.

(End of Section E)
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waiver by the Government of any delivery schedule or date, or any nghts or remedies provided
by law or under this contract.

F.6 Deliverables.

a) All applicable deliverables, their required delivery dates, and destination of delivery will be
specified in each task order issued under this contract. The schedule for completion of work to
be performed under this contract will be delineated in each task order issued under this contract,
as applicable.

b) For purposes of delivery, all deliverables shall be made by close of business (COB) 5:00 P.M.
local time (Washington DC) at destination on the date due.

c¢) All deliverables submitted in electronic format shall be free of any known computer viruses
or defects. If a virus or defect is found, the deliverable will not be accepted. The replacement
file shall be provided within two (2) business days after notification of the presence of a virus.

d) Each contract-level and task order-level deliverable shall be accompanied by a cover letter
from the Contractor on company letterhead. Multiple deliverables may be delivered with a
single cover letter describing the contents of the complete package.

¢) In the event the Contractor anticipates difficulty in complying with any contract-level
delivery schedule, the Contractor shall, ten business days prior, provide written notice to the CO
and the COTR. For any task order level deliverable, the Contractor shall provide written
notification immediately to the CO and COTR or task monitor. Each notification shall give
pertinent details, including the date by which the Contractor expects to make delivery; provided,
that this data shall be informational only in character and that receipt thereof shall not be
construed as a waiver by the Government of any contract delivery schedule, or any rights or
remedies provided by law or under this contract.

F.7  Status Reports.

The Contractor shall provide a contract-level monthly task order status report to the CO and the
COTR. The sample format is attached in Section J.3. The report is due by the 15" calendar day
of each month with a copy to the CO and the COTR.

The Government requires status reports for all task orders. The type of status report may vary by
the type of task order issued. The status report recipients, content, and due dates will be
identified in the individual task order. The task order status report shall be at the task order level
unless a lower Work Breakdown Structure (WBS) level of reporting is explicitly required and
stated in the individual task order.

(End of Section F)

29




Confract No. HSHQDC-09-D-00062 Section G ~ Confract Administration Data

SECTION G — CONTRACT ADMINISTRATION DATA

G.1  Government and Contractor Points of Contact.

The following sub-sections describe the roles and responsibilities of those individuals who will
be the primary points of contact for the Government on matters regarding contract
administration.

a) Government Points of Contact.

The CO, within the DHS Office of Procurement Operations, has the overall responsibility for the
administration of this contract. The CO, without right of delegation, is the only authorized
individual to take actions on behalf of the Government to modify the contract or task order. The
CO may delegate certain specific technical and administrative responsibilities to the COTR.

Contracting Officer (CO):
Name: Robert M. Degnan
Address: Department of Homeland Security

245 Murray Drive, Bldg 410

Phone:
E-mail;

Contract Level Contracting Officer’s Technical Representative (COTR):
Name: Mark Deem

Address: Department of Homeland Security

245 Murray Drive, Bidg 410

Washington, D.C. 20526

Phone:
E-mail:

Task Order COTRs:

Will be identified in each task order.

b) Contractor’s Program Manager.

The Contractor’s Program Manager shal act as the central point of contact with the Government
for all program-wide technical issues, and will represent the Contractor at all post-award
program meetings. The Program Manager shall be responsibie for all issue resolution,
subcontract oversight, program management, and other contract support. The Program Manager

is responsible for overall contract performance.
Nane: [ rosran Mager
Address:

Phone: TBD
E-mail: TBD
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G.2  Preparation of Invoices.

1. General.

a) ALL INVOICES
To ensure timely processing of payment, electronic submission of invoices shall be
forwarded to the following Finance email address with copies to appropriate Contracting
Officer (CO) and Task Order Contracting Officer’s Technical Representative (COTR):

To Finance: NPPDVendorlnvoicesiadhs.cov
Copyto C unless otherwise specified on task order)
Copy to C - bmail address of T'ask Order COTR (as defined per task order)

b) COST REIMBURSABLE/ TIME AND MATERIALS/ LABOR HOUR TASK ORDER
INVOICES
1. SF-1034, Public Voucher for Purchases and Services Other Than Personal, shall be
prepared and submitted for payments under cost reimbursable, time and materials and
labor hour task orders, unless otherwise specified.

2. In addition to invoice submissions cited in “2)” above, for cost reimbursable, time
and materials or labor hour task orders, a copy of each invoice shall be forwarded
electronically to the cognizant Defense Contract Audit Agency (DCAA) office for
administrative review and provisional approval.

¢) All vouchers submitted to the Government, at a minimum, shall include:

1} Contract number;

2) Task order number;

3) Applicable CLINs; and

4) A summary page identifying amounts for labor (prime and subcontractors), travel,
ODCs, and any additional cost elements.

2. Invoicing Instructions.

a) Labor Hour and T&M vouchers and required supporting documentation shall be submitted
pursuant to FAR Clause 52.232-7, Payments under Time-and-Materials and Labor Hour
Contracts.

b) Cost reimbursable vouchers shall be submitted in accordance with FAR Clause 52.216-7,
Allowable Cost and Payment, and must specify, at a minimum, the following information for the
billing period:

1. The total cost and fee billed for the current billing period;

2. A breakdown by cost element for the current billing period, the current fiscal
year, and the task order to date;

3. The cumulative cost and fee billed for the current fiscal vear; and

31




Contract No. HSHQDC-09-D-00062 Section G — Contract Administration Data

4. The cumulative cost and fee billed for the task order to date.

Current and cumulative costs will be shown at the task level and fees will be shown at the task
order level. Fixed fees will be differentiated on cost reimbursable billings.

¢) For Labor Hour and T&M and cost reimbursement funding documents/orders, supporting
documentation shall be provided (receipts) for all travel and other cost reimbursable ODCs being
billed during the billing period. For Cost Reimbursement, Labor Hour, and T&M funding
documents/orders, supporting documentation shall be provided identifying the purpose and
itinerary of all travel and other cost reimbursable ODCs being billed during the current billing
period.

d) For FFP task orders with performance-based payments, requests for payment shall be
submitted upon achievement of the billing milestones identified in the task order.

e} A completion voucher will be submitted for each funding document/order in accordance with
FAR Clause 52.216-7.

f) Pre-approval from the COTR shall be submitted for travel and ODCs as authorized in the
individual task order.

The cover or summary page of the invoice shall include a statement similar to the following: “As
an authorized corporate official of [name of Contractor], I hereby certify that the above invoiced
amount is true and accurate for the period identified herein.”

Monthly invoices should include the current and cumulative expenditures to date under the task
order.

<.3 Task Order Ombudsman.

a) In accordance with FAR 16.505(b), the Ombudsman for this contract ts assigned within the
Policy, Oversight and Customer Support Division. The Ombudsman’s responsibilities are to
address Contractor concerns regarding compliance with the award procedures for
task/delivery orders, review Contractor complaints on task/delivery order contracts, ensure
all Contractors are afforded a fair opportunity to be considered for each task/delivery order,
consistent with FAR 16.505(b), and when requested, maintain strict confidentiality of the
Contractor requesting assistance.

b) The Ombudsman shall not participate in the evaluation of proposals submitted on the basic

contract, the source selection process on the basic contract, or the adjudication of formal
contract disputes arising under the basic contract or any individual task order issued under it.
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c) Interested parties may contact the Task Order Ombudsman at:
U. S. Department of Homeland Security - Office of Procurement Operations
Policy, Oversight and Customer Support Division
Attn: Task Order Ombudsman
245 Murray Lane SW - Bldg. 410
Washington DC 20528

(End of Section G)
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SECTION H —~ SPECIAL CONTRACT REQUIREMENTS
H.1 Conference and Meeting Support.

As set forth in the contract-level statement of work, as supplemented by individual task orders,
the Contractor may be required to provide the personnel and resources to support meeting
management support activities to include, but not imited to, conference and meeting registration,
signage, badging and credentialing, logistical coordination, arranging for facilities, and other
related services.

Should the Contractor be required to arrange for meeting or conference facilities, the following
shall apply:

a) The Contractor shall locate appropriate facilities and provide, at a minimum, three
sources for each venue to the CO and COTR for consideration.

b) The Contractor shall negotiate the most favorable contract terms practicable,
exclusive of any cancellation fee. Such charges shall not be incurred and will not be
reimbursed.

¢) Food and beverages shall be considered a personal expense of attendees. Asa
general rule, food and beverages are personal expenses for which appropriated funds
are not available.

d) The Contractor is not authorized to sign conference-related contracts on behalf of the
Government.

The Contractor shall maintain close coordination with the CO and COTR to ensure the provision
of conference or meeting venues and services complies with appropriate federal regulations and
departmental policy.

H.2 Contractor Justification for Other Direct Costs.

All materials required for performance under individual task orders that are not Government-
furnished, are to be acquired by the Contractor as authorized under this contract. When
requisitioning procedures reveal that required materials are not available from Government
supply sources, the Contractor shall identify them in each task order proposal. Ownership of
supplies acquired by the Contractor with Government funds, for performance of this contract,
shall vest with the Government. The Contractor shall include a detailed description of all
proposed other direct costs (ODCs) in individual task orders.

H.3  Purchasing System Reviews.

The Contractor shall notify the CO in writing if there is any change in the status of its approved
purchasing system, and provide the reason(s) for the change. Documentation required to be
submitted for COs consent shall be submitted in accordance with FAR 44.3, Contractors’
Purchasing Systems Reviews.
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H.4 Travel Costs.
a) Long-distance Travel,

The Contractor shall seek advance written approval from the COTR prior to incurring any costs
associated with travel. The request shall be forwarded to the Task Order COTR from the
Contractor’s contracts point of contact.

The Contractor will be reimbursed for actual travel-related costs in accordance with the
provisions in FAR 31 and the Federa) Travel Regulation.

Advance travel requests shall be submitted in sufficient time for the CO and COTR to grant prior
approval, and must identify: a) the name of the traveler(s); b) inclusive dates and destination
{(including itinerary}; ¢) purpose of the trip; and d) include a complete cost breakdown.

b. Local Travel.

Local travel will not be reimbursed within a fifty (50) mile radius of the assigned Washington
D.C. metropolitan area worksite specified in the task order. Local travel may include frequent
trips to various offices supporting the NCS, other DHS facilities, other Government facilities,

and local meeting or conference venues.

Local travel expenses (public transportation, parking, mileage) will not be reimbursed to the
Contractor. For purposes of this contract, local travel is defined as a fifty-mile radius from the
primary place of performance.

If the Contractor locates personnel outside the Washington D.C. metropolitan area, the worksite
shall be considered to be the Washington D.C. metropolitan area. Travel expenses to and/or
from the Washington D.C. metropolitan area will not be reimbursed, unless otherwise
authorized.

Work will be performed primarily at the Contractor’s facilities. Frequent travel to DHS offices
in the Washington, D.C. metropolitan area for meetings and briefings will be required. The
Contractor’s operating facility shall be within 50 miles of the DHS-NCS located at Glebe Road,
Arlington, VA.

H.5 Training Costs.

The Government will not allow costs, nor reimburse costs associated with the Contractor’s
training of Contractor employees in an effort to attain and/or maintain any minimum personnel
qualification requirements that may be established for performance of this contract. Mission-
specific training costs shall be approved in advance by the COTR and related to the program as
determined by the CO.

H.6  General Purpose Office Equipment (GPOE) and Information Technology (IT)
Costs.

The cost of acquisition of GPOE and IT shall not be allowable as a direct charge to this contract.
The Contractor is expected to have the necessary facilities to perform the requirements of this
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contract, including any necessary GPOE and IT. GPOE means equipment normally found in a
business office such as desks, chairs, typewriters, calculators, file cabinets, etc. IT is defined as
any equipment or interconnected system or subsystem of equipment that is used in the automatic
acquisition, storage, manipulation, movement, control, display, switching, interchange,
transmission, or reception of data or information. IT equipment includes computers, ancillary
equipment, software, firmware and similar products, support services, and related resources.

H.7 Government-Furnished Property, Information, and Workspace (GFP/GFI/GFW).

Upon issuance of individual task orders, the Government will identify in Section J.4, the GFP to
be furnished.

a) GFP. The Government may provide hardware and/or software requiring technical analysis,
evaluation, verification, or study in support of a specific task. Such GFP will be specified in
individual task orders. GFP provided to the Contractor in support of individual task orders shall
be tracked through applicable procedures provided by the CO in accordance with the FAR.
Property shall be accounted for and marked accordingly for identification and tracking purposes
with the contract number, task order number, serial number and other information as required by
the CO. The Government does not intend to provide hardware/software equipment required to
accomplish day-to-day work requirements in support of the overall contract-level effort at the
Contractor site. All GFP shall be returned to the Government at the completion of each task
order unless otherwise specified.

b) GFIL. The Government may provide information (e.g., technical data, applicable documents,
plans, regulations, specifications, etc.} in support of a specific task. Such GFI will be specified
in individual task orders.

¢y GFW. Such GFW will be specified in individual task orders.

H.8 Government-Furnished or Contractor-Acquired Property.

In the event the Contractor is required to purchase property in the performance of this contract,
compliance with the procedures of FAR 45 is required.

H.9 Disposition of Government Property.

Thirty (30) calendar days prior to the end of the period of performance, or upon termination of
the contract, the Contractor shall furnish to the COTR a complete inventory of all Government
property in their possession under this contract that has not been tested to destruction, completely
expended in performance, or incorporated and made a part of a deliverable end item. The COTR
will furnish disposition instructions on all listed property which was furnished or purchased
under this contract.

H.10 Performance-Based Acquisition (PBA).

Through the direction of the Office of Management and Budget (OMB), Office of Federal
Procurement Policy (OFPP), performance-based acquisition techniques will be applied to task
orders issued under this contract to the maximum extent practicable. For information about
PBA, refer to OFPP’s Best Practices Handbook located at:

http:/~www.amet gov/Librarv/OFPP/BestPractices/.
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PBA task orders must include, at a minimum:

1) Performance requirements that define the work in measurable, mission-related terms;

2) Performance standards (i.e., quality, quantity, timeliness) tied to the performance
requirements;

3) A Government Quality Assurance Surveillance Plan (QASP) or other suitable plan that
describes how the Contractor’s performance will be measured against the performance
standards or service level agreements (SLAs); and

4) If the acquisition is either critical to agency mission accomplishment or requires relatively
large expenditures of funds, positive and negative incentives tied to the performance
standards and SLAs.

H.11 Conversion to a Performance-Based Acquisition Task Order.

If both the Government and the Contractor agree, a non performance-based task order can be
converted to a performance-based task order. The conversion is accomplished as follows:

a) Within ninety (90) calendar days prior to the end of the task orders’ initial period of
performance, the Contractor shall prepare and submit for Government review, comment, and
concurrence:

1} A performance work statement (PWS) that captures all of the types of effort
performed during the base year of performance, and

2) A quality assurance surveillance plan (QASP) will address performance standards
which relate to the performance requirements; how the Contractor’s performance will be
measured against the performance standards, and surveillance schedules and methods.
The QASP may either be included as part of the PWS or as a separate document.

b) Within sixty (60) calendar days prior to the end of the task order’s initial period of
performance, the Government and the Contractor will resolve to their mutual satisfaction any
comments or concerns on the PWS and QASP. Upon exercise of the option for the first follow-
on period of performance, the Government has the unilateral right to modify the task order to
incorporate the agreed to documents to accomplish the conversion to a performance based
contract.

H.12 Past Performance Evaluation.

a) Under future task orders, past performance information is relevant for source selection
purposes; regarding a Contractor’s actions (under previously awarded task orders under the same
contract). It includes the Contractor’s record of conforming to contract requirements and to
standards of good workmanship; adherence to cost control and contract schedules, including the
administrative aspects of performance; the Contractor’s history of reasonable and cooperative
behavior and commitment to customer satisfaction; and generally, the Contractor’s business-like
concern for the interests of the customer.

b) Upon completion of a task order, the COTR will complete a task order evaluation using the
Government’s Contract Performance System (CPS), a past performance collection tool that feeds
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the Government’s central repository for the collection and utilization of past performance
information (Past Performance Information Retrieval System at http://www.ppirs.gov). CPSisa
web-enabled tool for the COTR to evaluate the Contractor’s performance and for the CO and
Contractor to review, comment on, and approve evaluations. (The tool can be accessed at
http://eps.od.nih.gov.) The Contractor will be allowed thirty (30) calendar days to submit
comments, rebutting statements, or additional information. Comments, if any shall be retained
as part of the evaluation record. The completed evaluation shall not be released to other than
Government personnel and the Contractor whose performance is being evaluated during the
period the information may be used to provide source selection information. Past performance
information will not be retained for longer than three (3) years after completion of a contract or
task order.

H.13 Disclosure of Information — “Official Use Only.”

Each officer or employee of the Contractor or Subcontractor at any tier to whom “Official Use
Only” information may be made available or disclosed shall be notified in writing by the
Contractor that “Official Use Only” information disclosed to such officer or employee can be
used only for a purpose and to the extent authorized herein, and that further disclosure of any
such “Official Use Only” information, by any means, for a purpose or to an extent unauthorized
herein, may subject the offender to criminal sanctions imposed by 18 United States Code
(U.S.C.) Sections 641 and 3571. Section 641 of 18 U.S.C. provides, in pertinent part, that
whoever knowingly converts to his use or the use of another, or without authority seils, conveys,
or disposes of any record of the United States or whoever receives the same with the intent to
convert it to his use or gain, knowing it to have been converted, shall be guilty of a crime
punishable by a fine or imprisoned up to ten (10) years or both.

H.14 Technical Direction.

a) Performance of the work under this contract shall be subject to the technical direction of the
COTR identified elsewhere in this contract. The term “technical direction™ is defined to include:

1) Directions to the Contractor which redirect the contract effort, shift work emphasis
between work areas or tasks, direct various efforts for statement of work accomplishment;

2) Provision of written information to the Contractor which assists in interpretation of
drawings, specifications, or technical portions of the work description; and

3) Review, and where required by the contract, approval of technical reports, drawings,
specifications, and technical information to be delivered by the Contractor to the Government
under the contract.

b) Technical direction must be within the scope of work that is stated in the contract. The
COTR does not have the authority to, and may not, issue any technical direction which:

1) Constitutes an assighment of additional work outside the statement of work;

2) Constitutes a change as defined in the clause, entitled “Changes;”

3) In any manner causes an increase or decrease in the level of effort, total price, or the time
required for contract performance;

4) Changes any of the expressed terms, conditions, or specifications of the contract; or

5) Interferes with the Contractor’s right to perform the terms and conditions of the contract.
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¢) All technical directions shall be issued in writing by the applicable COTR.

d) The Contractor shall proceed promptly with the performance of technical directions duly
issued by the applicable COTR in the manner prescribed by this clause and within his authority
under the provisions of this special contract requirement. If, in the opinion of the Contractor,
any instruction or direction by the applicable COTR falls within one of the categories defined in
{b)(1) through (5), above, the Contractor shall not proceed but shall notify the CO in writing
within five (5) working days after receipt of any such instruction or direction and shall request
the CO to modify the contract accordingly. Upon receiving the notification from the Contractor,
the CO shall:

1) Advise the Contractor in writing within thirty (30) days after receipt of the Contractor’s
letter that the technical direction is within the scope of the contract effort and does not
constitute a change under the “changes” clause of the contract; or

2) Advise the Contractor within a reasonable time that the Government will issue a written
change to the contract; or

3) Advise the Contractor that the technical direction to which the Contractor has objected is,
in fact, outside the scope of the contract and should not be acted upon.

e} A failure of the Contractor and CO to agree as to whether the technical direction is within the
scope of the contract, or a failure to agree upon the contract action to be taken with respect
thereto, shall be subject to the provisions of the disputes clause.

H.15 Advertisements, Publicizing Awards, and News Releases.

All press releases and public announcements about agency programs, projects, and contract
awards must be approved by the CO and program office. Under no circumstances shall the
Contractor, or anyone acting on behalf of the Contractor, refer to the supplies, services, or
equipment furnished pursuant to the terms and conditions of this award in any form of public
announcement, news release or commercial advertising without first obtaining explicit written
consent to do so from the CO and program office.

The Contractor also shall refrain from referring to their awards in commercial advertising in such
a manner as to state or imply that the products or services provided are endorsed or preferred by
the Federal Government, or is considered by the Government to be superior to other products or
services.

H.16 Contractor’s Employees Clearance and Identification.

The Government anticipates the need for Contractors to provide cleared personnel. A DD Form
254, Contract Security Classtfication Specification, will be executed at the appropriate contract
level. Should alternate clearance requirements exist at the task order level, they will be specified
in individual task orders.

During the period of this contract, the rights of ingress and egress to and from any office for

Contractor’s personnel shall be made available as deemed necessary by the Government. All
Contractor employees, whose duties under this contract require their presence at any
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Government facility, shall be clearly identifiable by a distinctive badge furnished by the
Government. In addition, corporate identification badges shall be worn on the outer garment at
all times. Obtaining the corporate identification badge is the sole responsibility of the
Contractor. All prescribed information shall immediately be delivered to the appropriate
Government Security Office for cancellation or disposition upon the termination of employment
of any Contractor personnel. All on-site Contractor personnel shall abide by security regulations
applicable to that site.

H.17 Teaming Arrangements.

Contractors may subcontract with other Contractors on an individual task order basis. However,
the Government reserves the right to prohibit Contractor teaming on an individual task order
basis. If teaming is prohibited, it will be at the sole discretion of the Government.

Teaming Coordinator. Each Contractor shall provide an overarching Teaming Coordinator to
serve as a single point of contact for prospective Subcontractors and to continuously review the
market place for companies that provide new and innovative products and professional services
with which to subcontract. The Contractor is also encouraged to have non-exclusive access to
multiple product and service or team providers.

H.18 Identification and Substitution of Key Personnel.

Key personnel are those Contractor personnel considered to be essential to the performance of
the contract and individual task orders. Contract-level key personnel include the Program
Manager and Principal Engineer.

These positions are designated as key, and may only be replaced with the prior approval of the
COTR and the CO.

If the Government determines that certain personnel are key to successful completion of a task
order, they will be designated as “key personnel” in the specific task order. Key personnel are
defined as follows:

1) Personnel identified in the task proposal as key individuals to be assigned for
participation in the performance of the task order and who may, at the discretion of the
Government, be interviewed to verify resume representations; or

2) Individuals who are designated as key personnel by agreement of the Government and
the Contractor during task order negotiations.

The Contractor shall notify the CO and the COTR prior to making any changes in key personnel.
No changes in key personnel will be made unless the Contractor can demonstrate that the
qualifications of prospective replacement personnel are equal to or better than the qualifications
of the key personnel being replaced. All proposed substitutes shall have qualifications equal to or
higher than the qualifications of the person to be replaced. The CO shall be notified in writing of
any proposed substitution at least fifteen (15) days, or thirty (30) days if a security clearance is to
be obtained, in advance of the proposed substitution. Such notification shall include:
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1) An explanation of the circumstances necessitating the substitution;

2) A complete resume of the proposed substitute; and

3) Any other information requested by the CO to enable him/her to judge whether or not the
Contractor is maintaining the same high quality of personnel.

The CO and COTR will evaluate substitutions at the task order level. These individuals will
evaluate such requests and promptly notify the Contractor of his/her approval or disapproval in
writing. All disapprovals will require re-submission of another substitution within fifteen (15}
calendar days from the date the Contractor was notified.

H.19 Interrelationships of Contractors.

The Government has entered into other contractual relationships in order to provide technical
support services in the conduct of studies, analyses and engineering activities separate from, but
related to, the work to be performed under this contract. Furthermore, the Government may
extend these existing relationships or enter into new relationships. The Contractor may be
required to coordinate with such other Contractor(s) through the COTR or task monitors on
individual task orders providing appropriate, non-conflicting technical interfaces and in
avoidance of duplication of effort. By appropriate tasking, such other Contractor(s) may be
requested to assist the Government in the technical review of the Contractor’s technical efforts.
Information provided by the Contractor in performance of the contract may, at the discretion of
the Government, be provided to such other Contractor(s) for the purpose of such review.

DHS Form 11000-6, Non-Disclosure Agreement, shall be signed by all Contractor employees
assigned to perform services prior to any work commencing. Signed agreements shall be
forwarded to the CO and COTR. The Contractor shall restrict access to sensitive, proprietary or
source selection information to the minimum number of employees necessary for contract
performance.

.20 Observance of Legal Holidays.

The Government hereby provides notification that Government personnel observe the following
days as federal holidays:

New Year’s Day Labor Day

Martin Luther King’s Birthday Columbus Day
President’s Day Veterans’ Day
Memorial Day Thanksgiving Day
Independence Day Christmas Day

In addition to the days designated as federal holidays, the Government observes the following
days:

1) Any other day designated by Federal Statute;

2) Any other day designated by Executive Order; and
3) Any other day designated by the President’s Proclamation.
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It is understood and agreed between the Government and the Contractor that observance of such
days by Government personnel shall not otherwise be a reason for an additional period of
performance, or entitlement of compensation except as set forth within the contract. In the event
the Contractor’s personnel work during the holiday, they may be reimbursed by the Contractor.
However, no form of holiday or other premium compensation will be reimbursed either as a
direct or indirect cost, other than their normal compensation for the time worked.

When the Federal and Governmental entities grant excused absences to its employees, assigned
Contractor personnel may also be dismissed. The Contractor agrees to continue to provide
sufficient personnel to perform critical tasks already in operation or scheduled, and shall be
guided by the instructions issued by the CO and COTR.

If the Government facility is closed, the Contractor shall not report to the on-site facility.
However, work may be conducted at the Contractor’s off-site facility.

If Government personnel are furloughed, the Contractor shall contact the CO or the COTR to
receive direction. It is the Government’s decision as to whether the contract price/cost will be
affected. Generally, the following situations apply:

1) Contractor personnel that are able to continue contract performance (either on-site or at a
site other than their normal work station) shall continue to work and the contract price shall
not be reduced or increased.

2) Contractor personnel that are not able to continue contract performance (e.g., support
functions) may be asked to cease their work effort.

In those situations that furloughed Government personnel are reimbursed, the Contractor may
not invoice for their employees working during the Government furlough until such time as the
special legislation affecting Government personne! is signed into law by the President of the
United States.

Nothing in this clause changes the rights and responsibilities of the parties relative to stop work
requirements as cited elsewhere in this contract.

H.21 Information Technology Accessibility for Persons with Disabilities,.

All services and Electronic Information Technology (EIT) delivered as result of orders placed
under this contract shall comply with accessibility standards in accordance with Federal
Information Technology Accessibility as required by Section 508 of the Rehabilitation Act (29
U.S.C. 794d), as amended. Information about the Section 508, EIT Accessibility Standards may
be obtained via the Web at the following: http://www.Section508.gov. The applicable Section
508, Subpart 1194 Technical Standards will be specified at the task order level.

H.22 Task Order Proposals.

Performance under this contract shall be subject to the following ordering procedure:

a) Work will be performed under this contract only in pursuance of a task order approved by the
CO.
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b) The COTR shall prepare the draft task order and associated statement of work which will
discuss the technical aspects, peried of performance, level of effort and other resources to be
allocated to the task order. Upon receipt of the final task order approved by the CO, the
Contractor will commence the work required by the task order. All task orders issued under this
contract shall be subject to the foillowing policy:

1) The Contractor may be given direction only through an approved task order. A task
order will be written and administered so as to preclude the use or the appearance of
personal services.

2) A task order is issued only for providing further definition to an already existing
administrative or technical requirement described in general terms in the contract. Each
task order must be clearly within the scope of the contract. A task order cannot change
any of the factors of scope nor any other conditions specified by the contract. Required
efforts determined to be beyond the scope of the contract must be obtained by separate
contract or by supplemental agreement issued by the CO.

3) Task orders will be written to define a finite block of work over a finite period of
time. Requirement changes that are within the scope of an approved task order or that are
clearly not severable from the basic task order, will be incorporated by an amendment to
the task order. All others require submission of a new task order.

4) Task order amendments will be prepared and processed in the same manner as task
orders.

5) The COTR will establish and maintain a current list of all task orders which, as a
minimum, identifies total funds and personnel hours, both allocated to active task orders
and expended on completed task orders. The COTR will also implement internal
management procedures appropriate to the contract to maintain cognizance of resources,
technical status and schedules for each task order and for the total contract. The data
must be sufficiently detailed and current so that timely action can be taken to make sure
no Contractor effort is expended on a task order without prior obligation of the proper
funds on the contract to cover that effort.

¢} All task orders issued under this contract shall be prepared as follows:

1) The COTR will determine the effort to be performed. estimated cost and period of
performance,

2) The final associated task statement of work will be forwarded to the CO who shall, in
turn, request a proposal from the Contractor.

3) The Contractor shall submit a task order proposal (stating proposed hours and rates,

travel and ODCs) to the COTR and Contract Specialist. The COTR shall, in turn,
provide a technical evaluation to the Contract Specialist.

43




Contract No. HSHQDC-09-D-00062 Section H — Special Contract Requirements

4) Based on negotiations between the Contractor and the CO, a not-to-exceed estimated
cost or price shall be established for the task. The CO shall prepare the task order
authorizing the Contractor to proceed with the task, as negotiated.

5) After review and approval by the CO, the task order will be sent in duplicate to the
Contractor. The Contractor will sign and return the task order to the CO.

6) Authorized tasks shall be consecutively numbered.

H.23 Post-Award Orientation.

The Contractor shall participate in a post-award orientation that will be held within ten (10)
business days after contract award or task order award. The purpose of the post-award
orientation is to assist both the Contractor and the Government in achieving a clear and mutual
understanding of all contract requirements, and identify and resolve potential problems (See
FAR 42.5).

The Contract COTR or task order COTR will serve as the chairperson and shall conduct the
meeting.

The orientation may be conducted at a location within the local Washington D.C. commuting
area at the Government’s discretion.

The Contractor agrees to attend post-award orientations on task orders, as required. The task
order post-award orientation will establish task order COTRs, determine the task order
administration strategy and delineable roles and responsibilities.

H.24 Surge Support.

The Contractor shall be responsible for responding to an increased workload within hours of a
surge. The staffing requirements may increase dramatically during such an event. During the
beginning of the surge, it is expected that the Contractor shall be prepared to augment staffing
for the duration of any surge in order to not impact the timeliness of other tasks, which may also
be critical during a contingency. Surge support, if required, will be specified, in advance of
performance, in individual task orders.

H.25 Document Tracking.

All collected data and iterated documentation related to this contract shall be organized by the
Contractor in a systematic manner to facilitate ready reference. The electronic media, on an as
required basis, shall be made available to the Government on CD-ROM or DVD disk. Contractor
prepared data shall be marked in accordance with the Government guidance. The application
software used for electronic word processing and for the preparation of briefing materials shall
be in a format specified by the Government. The Government will also identify unique
application software requirements on an as-needed basis.
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H.26 Contract and Task Order Management.

Management Controls. The Contractor shall manage the contracting process by maintaining
control over cost, performance, quality, and schedule of all services and products provided to the
Govermment. The Contractor shall determine the overall project organization and level of
management required to accomplish the requirements stated in the contract and subsequently-
issued task orders. The Contractor shall provide productivity and management tools to include,
but not limited to, monthly progress and status reports.

Quarterly Program Management Reviews. Additionally, quarterly program management reviews
will be conducted and attended by the CO, COTR, and the Contractor’s Program Manager and
other key personnel as deemed necessary.

H.27 Non-Supervision of Contractor Employees on Government Facilities.

The Government shall not exercise any supervision or control over Contractor employees
performing services under this contract. The Contractor's employees shall be accountable solely
to the Contractor's management, who in turn is responsible to the Government.

1) The Government and the Contractor understand and agree that the services delivered by
the Contractor to the Government are non-personal services. The parties also recognize
and agree that no employer-employee or master-servant relationship exists or will exist
between the Government and the Contractor. The Contractor and the Contractor's
employees are not employees of the Federal Government and are not eligible for
entitlement and benefits given federal employees.

2) Contractor personnel under this contract shall not be placed in a position: 1) where there
is an appearance that they are employed by a Federal Officer, or are under the
supervision, direction, or evaluation of a Federal Officer, or i1} in command, supervision,
administration or control over Government personnel.

H.28 Ownership of Records.

a) Government's Records. Except as is provided in paragraph (b) of this clause and as may be
otherwise agreed upon by the Government and the Contractor, all records (including computer
databases and software)} acquired or generated by the Contractor, in its performance of this
contract shall be the property of the Government; and shall be delivered to the Government or
otherwise disposed of by the Contractor, either as the CO may from time to time direct during
the progress of the work or, in any event, as the CO shall direct upon settlement of this contract.
The Contractor shall, subject to security regulations, requirements, and other provisions of the
contract, have the right to inspect; and at its own expense, duplicate only those processes,
procedures, or records delivered, or to be delivered, to the Government by the Contractor under
this contract, or retain duplicates which are in excess of the Government's requirements.
However, nothing in this paragraph shall: (1) permit the Contractor to duplicate or retain for its
own purposes any official Government documents or proprietary information relating to the
Government or to other Contractors; (2) constitute any commitment on the part of the
Government to retain such records for any period beyond customary retention periods for the
various types of records; and (3) have any effect on the provisions of FAR Clause 52.227-14,
Rights in Data - General.
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b) Contractor's Own Records. The following records are considered the property of the
Contractor and not within the scope of paragraph (a) above:

1) Personnel records and files maintained on individual employees, applicants and
former employees;

2) Privileged or confidential Contractor financial information and correspondence
between segments of the Contractor's organization; and

3) Internal legal files.

c¢) Inspection and Audit of Records. All records acquired, or generated by the Contractor under
this contract, and in the possession of the Contractor, including those described in paragraph (b)
above (exclusive of subparagraph (b)(2) and (b)(3)), shall be subject to inspection and audit any
reasonable times. The Contractor shall afford the proper facilities for such inspection and audit.

H.29 Confidentiality of Information.

a) To the extent that the work under this contract requires that the Contractor be given access to
confidential or proprietary business, technical, or financial information belonging to other private
parties or the Government, the Contractor shall after receipt thereof, treat such information as
confidential and agrees not to appropriate such information for its own use or to disclose such
information to third parties unless specifically authorized by the CO in writing. The foregoing
obligations, however, shall not apply to:

1) Information which, at the time of receipt by the Contractor, is in the public domain;

2) Information which is published after receipt thereof by the Contractor or otherwise
becomes part of the public domain through no fault of the Contractor;

3) Information which the Contractor can demonstrate was in its possession at the time of
receipt thereof and was not acquired directiy or indirectly from the Government or other
companics;

4) Information which the Contractor can demonstrate was received by them from a third
party who did not require the Contractor to hold it in their confidence.

b} The Contractor shall obtain the written agreement, in a form satisfactory to CO, of each
employee permitted access, whereby the employee agrees that he/she will not discuss, divulge, or
disclose any such information or data to any person or entity except those persons within the
Contractor's organization directly concerned with the performance of the contract.

¢) The Contractor agrees that upon request by the CO, they will execute an approved agreement
with any party whose facilities or proprietary data they are given access to in regards to the
restrictive use and disclosure of the data and the information obtained from such facilities. Upon
request by CO, such an agreement shall also be signed by Contractor personnel.
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d) This clause shall flow down to all subcontractors.

H.30 Incorporation of Representations, Certifications, and Other Statements of Offeror.

The representations, certifications, and other statements of Offeror, as completed by the
Contractor, that apply to this contract, are hereby incorporated by reference.

H.31 Unpriced Task Orders.

a) Issuance. Prior to the issuance of a task order under this contract, it is anticipated that the
Government and the Contractor will reach agreement on the price or total cost and fee (if
applicable) for the services to be provided under the order. The CO may authorize
commencement of work prior to final agreement on cost or price. In such instances, the
Contractor shall immediately commence performance of the services specified in the task order
and shall submit a proposal within fifteen (15) days of receipt of the task order. Upon
completion of negotiations, the final negotiated cost or price will be set forth in a supplemental
agreement that will be executed by the Contractor and the CO. Failure to agree upon the cost or
price shall be subject to the “disputes™ clause of this contract.

b) Definitization. Un-priced task orders shall indicate a not-to-exceed amount for the task order.
However, the amount shall not exceed 50 percent of the estimated cost or price of the task order.
The task order shall also comply with all other task order requirements and contract terms and
conditions. Un-priced task orders shall indicate the date by which the Government will
definitize the cost or price of the task order.

H.32 Task Order Restrictions.

Notwithstanding the requirements of FAR Clause 52.216-19, if, in the opinion of the Contractor,
issuance of a task order to the Contractor would: 1) result in the Contractor (or its personnel or
its subcontractors or teaming partners and their employees) having an organizational conflict of
interest for which restrictions would be placed on the Contractor’s (or its personnel or its
subcontractors and teaming partners and their personnel) future activities; or 2) violate
provisions of the procurement integrity legislation (i.e., Section 27 of the Office of Federal
Procurement Policy Act (41 U.S.C. 423), as amended by Section 814 of P. L. 101-189, unless the
CO directs the Contractor in writing to commence or continue performance under the task order.

H.33 Task Order Issuance.

a) The Contractor shall furnish the personnel and services to do all things necessary or incident to
the performance of the work set forth in the task order’s Statement of Work. Specified services will
be requested and defined through the issnance of task orders.

b) All task orders issued hereunder are subject to the applicable terms and conditions of this
contract. Funds will be obligated on an individual task order basis.
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¢) In the event of a conflict between a task order and this contract, the contract takes precedence.
Issuance of task orders will be authorized only by the CO.

d) Each task order shall be in writing, shall be numbered sequentially, shall reference the contract
number, and shall contain the following information:

1) Task order staternent of work;

2) Effective date and number of task order;

3) Estimated cost or price and fee or profit;

4) Contract number and type (i.e. cost reimbursement, fixed price, T&M ete.);
5) Delivery or performance date, and period and place of performance;

6) Accounting and appropriation data;

7) Deliverables, GFP, and other unique terms and conditions;

8) Signatures of the Contractor and CO.

H.34 Evaluation Factors for Placement of Task Orders Against Multiple Award
Contracts.

When task order requirements are identified, all multiple-award Contractors will be provided fair
opportunity to be considered. The CO will award task orders exercising broad discretion pursuant
to FAR 16.505, ordering procedures, and based upon the factors stated below. The Government
reserves the right to use any combination of these factors best suited to the specific requirements of
the task order.

1) The Contractor’s general capacity to engage in additional work or to engage in a specific type of
work, at the time of task order issuance. Consideration may be given to the Contractor’s overall
capacity and its ability to provide necessary and staffing to meet the task order requirements.

2} The Contractor’s and staff's verifiable experience at performing the required or similar work.
Elements that may be evaluated include the nature and extent of the organization's overail
experience, inchuding the quality, appropriateness, and timeliness of its deliverables in prior task
orders or other research; and the experience, skills, and number of hours of key staff including
subcontractors or consultants who will carry out the task order.

3) The Contractor’s planned methodology and approach (technical and management) to assure

successful completion of all elements of the task order while meeting the Government’s
requirernents for timeliness and high quality products. For any given task order, the Government
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may give special consideration to proposal based on the exceptional quality, appropriateness, or
timeliness of deliverables likely under a particular approach.

4) The Contractor’s cost/price for performing the required work. While the Government will
include cost/price in evaluating proposals, it need not make its selection based solely on cost/ price.
In its cost proposal, the Contractor shall include an analysis of all costs involved in performing the
required work and a narrative presenting how the overall cost proposal will reasonably ensure that
high quality work products will be produced on a timely basis that fully meets the Government’s
requirements.

5) The quality of the Contractor's past performance. The Contractor shall demonstrate through
three references during the past five years, the firm's ability to conduct high quality analyses within
time and budget; and, the ability to provide stability, continuity, and uniformity of both staff and
management.

H.35 Fair Opportunity to be Considered.

1) General. The CO must negotiate and administer task orders in accordance with the ordering
procedures set forth herein. The CO must provide each Contractor a fair opportunity to be
considered for each task order exceeding $3,000 issued under this effort unless one of the
exceptions below applies. All awardees must be contacted and provided the opportunity to be
considered before award of all task orders. Although awardees are not required to submit a
proposal for every task order request, all awardees interested in providing services under the task
order must submit a proposal.

2) Fair Opportunity Exceptions. All awardees will be given a fair opportunity to be considered
for task orders over $3,000 unless the CO determines that one of the following exceptions
applies:

a) An urgent need exists, and affording a fair opportunity to be considered would result
in unacceptable delays.

b) Only one Contractor is capable of meeting the requirement because it is wnique or
highly specialized in nature.

¢} The resultant order must be issued on a sole source basis in the interest of economy
and efficiency because it is a logical follow-on to a task order already issued under the
contract.

d) The task order is place in order to meet a minimum award obligation.
H.36 Placement of Task Orders.

1) Requests for Task Order Proposals. Individual task orders shall clearly describe all services
to be performed or supplies to be delivered so that the full cost or price for the performance of
the work can be can be established when the task order is placed. Task orders shall be within the
scope of the contract, issued within its period of performance or as otherwise allowed in the
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contract, and be under the maximum value of the contract. Only the CO for the basic contract
may modify the basic contract to change the scope, period of performance, or maximum ceiling.

Unless one of the fair opportunity exceptions applies, the terms of this contract require that
whenever a task order award is contemplated, all awardees will receive a request for the task
order proposal. All task order proposals must include the cost or price to perform the anticipated
task order. The task order proposal shall be submitted in writing (and sent via e-mail), and
include a description of the intended services and the evaluation procedures (including the
relative weighting of cost/price and non-cost/price evaluation factors. When making the final
selection, the CO should also consider the potential impact on other task orders placed with the
contract and the minimum ordering requirements of the contract.

All awardees interested in being considered for award of a resultant task order must submit a
proposal pursuant to the COs request for task order proposal instructions. To obtain services that
are within the scope of this contract, the CO may issue task orders using the contract types
identified in Section B.1.

Contractors must respond to the request for task order proposal within the specified number of
calendar days stated therein.

No payment will be made to the Contractor to reimburse the cost to prepare, submit and
negotiate a task order proposal.

2) Task Order Award. The Contractor shall not commence with performance of a newly-issued
task order until authorized in writing by the CO.

3) Right to Procure from Other Sources. The Government retains the right to procure same or
similar services from other sources during the period of this Contract.

¢. Individual subcontracting plans will be required, as prescribed in FAR 52.219-9, at the task
order level.

H.37 Reporting Targets for SDB Participation.

1) The following small disadvantaged business (SDB) participation target(s), proposed by the
contractor, are hereby incorporated into the contract:

Contractor Targets NAICS Targeted Percentage of Total
Industry Sub-sectors Dollars Contract Value
Prime Contractor [To be completed at [To be [To be completed at
Targets (including time of award] completed at time of award]
joint venture partners time of award]
and team members)
Total Targets
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2) The following SDBs are identified under the SDB Participation Program:
(Offeror to insert names of proposed SDBs.)

The Contractor shall promptly notify the Contracting Officer of any substitutions of firms if the
new ones are not SDB concerns.

3) Inaccordance with FAR 52.219-25, the Contractor shall report on the participation of SDB

concerns in the performance of the contract. The report shall be submitted at the completion of
the contract and may be submitted with the submission of the final Standard Form 294.

H.38 Incorporation of Subcontracting Plan.

1) The [finsert Contractor's name] subcontracting plan, dated [inserf date], submitted in
accordance with FAR 52.219-9, is hereby approved as herein incorporated in Section J.

(End of Section H)
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(‘4;2.219-2 5 Small ]?isadvantaged Business Participation Program - Disadvantaged Status and
] Reporting (OCT 1999)
52.222-2 Payment for Overtime Premiums (JUL 1990)
522223 ["Convict Labor (JUN 2003)
152.222-21 ; Prohibition of Segregated Facilities (FEB 1?599)
5222226 Equal Opportunity (MAR 2007)
‘ 5722735 ! gﬁgggnative Action for Disabled Veterans and Veterans of the Vietnam Era (SEP

52.222-36 | Affirmative Action for Workers with Disabilities (JUN 1998)

5299937 Empioymte.nt Reports on Disabled Veterans, Veterans of the Vietnam Era, and
Other Eligible Veterans (SEP 2006)) ]
| §2.227-48 f Exer_nptio_n from Application of Service Contract Act Provisions — Contractor

Certification (JUN 2006) B

52.223-5 Pollution Prevention and Right-To-Know Information (AUG 2003)
| 52.223-6 Drug-Free Workplace (MAY 2001) ”

52.223-10 Waste Reduction Program (AUG 2000)

i 52.223-14 Toxic Chemical Reporting (AUG 2003)

52.224-1 : Privacy Act Notiﬁcation (APR 1984} |
| 522242 Privacy Act (APR 1984)

52.225-5 Trade Agreements (AUG 2007)

52.225-8 Duty-Free Entry (FEB 2000)

52.225-13 Restrictions on Certain Foreign Purchases (Feb 2006)
7»52.227-1 Authorization and Consent (EUL 1995) B

53.227. | ll\lgcgi;)e and Assistance Regarding Patent and Copyright Infringement (AUG

52.227-3 Patent Indemnity (APR 1984) N

52.227-14 rRights in Data — General — Alternate IV (JUN 1987)
7”5"2-227-19 | Commercial Computer Software - Restricted Rights (JUN 1987)

52.228-5 | Insurance —~ Work on a Government Installation (JAN 1997)

1 52.228-7 Insurance - Liability to Third Parties (MAR 1996)

52.229-3 | Federal, State, and Local Taxes (APR 2003) i
’_55.230-2 Cost Accounting Standards (APR 1998) o

52.230-6 | Administration of Cost Accounting Standards (APR 2005)

52.232-1 Payments (APR 1984)

52.232-7 Payments Under Time and Materials and Labor-Hour Contracts (FEB 2007)
1 52.232-9 : Limitation of Withholding of Payments (APR 1984)
| 52.232-11 Extras (APR 1984)

;55.232-16 | Progress Payments (APR 2003)
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| 52232-17 . Interest (JUN 1996)
52.232-18 Availability of Funds (APR 1984)
52.232-19 Availability of Funds for the Next Fiscal Year (APR 1984)
52.232-20 Limitation of Cost (APR 1984) |
52.232-22 . Limitation of Funds (APR 1984)
15223223 Assignment of Claims (JAN 1986)
52.232-25 | Prompt Payment (OCT 2003) ALT 1 (FEB 2002)
5321233 | Payment by Electronic Funds Transfer — Central Contractor Registration
7 (OCT 2003)
52.233-1 Disputes (JUL 2002) ALT I (DEC 1991)
52.233-3 Protest After Award (AUG 1996) ALT [ (JUN 1985)
52.2334 Applicable Law for Breach of Contract Claim {OCT 2004)
52.237-3 Continuity of Services (JAN 1991)
52.242-1 Notice of Intent to Disallow Costs (APR 1984)
52.242-3 | Penalties for Unallowable Costs (MAY 2001)
52.242-4 Certification of Final Indirect Costs (JAN 1997)
' 52.242-13 Bankruptcy (JUL 1995)
52.243-1 i Changes - Fixed-Price (AUG 1987) ALT Il (APR 1984)
52.243-2 Changes — Cost Reimbursement (AUG 1987) ALT I and ALT I1 (APR 1984) *
52.243-3 Changes — Time and Materials or Labor Hours (SEP 2000) |
52.244-2 | Subcontracts ALT I (JUN 2007)
' 52.244°5 Competition in Subcontracting (DEC 1996) N
52.244-6 Subcontracts for Commercial Items (MAR 2007)
| 52.245-1 Government Property (JUN 2007)
52.246-25 Limitation of Liability — Services (FEB 1997)
| 52.247-63 Preference for U.S. Flag Air Carriers (JUN 2003)
52.249-2 Termination for Convenience of the Government (Fixed Price) (MAY 2004) ]
52 249-4 ”Il";gj’rl)ination for Convenience of the Government (Services) (Short-Form) (APR
52.249-6 | Termination (Cost Reimbursement) (MAY 2004) ALT IV (SEP 1996)
52.249-8 Default (Fixed-Price Supply and Service) (APR 1984)
52.249-14 " Excusable Delays (APR 1984)
52.251-1 Government Supply Sources {(APR 1984)
52.253-1 | ComputerrGenerated Forms (JAN 1991) N
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1.2 FAR Clauses (Incorporated in Full Text).
FAR 52.215-19 Notification of Ownership Changes (OCT 1997).

{a) The Contractor shail make the following notifications in writing:

{1) When the Contractor becomes aware that a change in its ownership has occurred, or is
certain to occur, that could result in changes in the valuation of its capitalized assets in
the accounting records, the Contractor shall notity the CO within 30 days.

(2) The Contractor shall also notify the CO within 30 days whenever changes to asset
valuations or any other cost changes have occurred or are certain to occur as a result of a
change in ownership.

(b) The Contractor shail --
(1) Maintain current, accurate, and complete inventory records of assets and their costs;
(2) Provide the CO or designated representative ready access to the records upon request;

(3) Ensure that all individual and grouped assets, their capitalized values, accumulated
depreciation or amortization, and remaining useful lives are identified accurately before
and after each of the Contractor’s ownership changes: and

{(4) Retain and continue to maintain depreciation and amortization schedules based on the
asset records maintained before each Contractor ownership change.

{(c) The Contractor shall include the substance of this clause in all subcontracts under this
contract that meet the applicability requirement of FAR 15.408(k).

FAR 52.216-18 Ordering (OCT 1995).

(a) Any supplies and services to be furnished under this contract shall be ordered by issuance
of delivery orders or task orders by the individuals or activities designated in the Schedule. Such
orders may be issued from date of award through the expiration of the contract (including
exercise of options).

{b) All delivery orders or task orders are subject to the terms and conditions of this contract. In
the event of conflict between a delivery order or task order and this contract, the contract shall
control.

(c) If mailed, a delivery order or task order is considered “issued” when the Government
deposits the order in the mail. Orders may be issued orally, by facsimile, or by electronic
commerce methods only if authorized in the Schedule.
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FAR 52.216-19 Order Limitations (OCT 1995).

(a) Minimum order. When the Government requires supplies or services covered by this contract
in an amount of less than $25,000.00, the Government is not obligated to purchase, nor is the
Contractor obligated to furnish, those supplies or services under the contract.

(b) Maximum order. The Contractor is not obligated to honor —
(1) Any order for a single item in excess of $20 million;
(2) Any order for a combination of items in excess of $20 million; or
(3) A series of orders from the same ordering office within thirty (30) days that together call
for quantities exceeding the limitation in subparagraph (b)(1) or (2) of this section.

{c) If this is a requirements contract (i.e., includes the Requirements clause at subsection 52.216-
21 of the Federal Acquisition Regulation (FAR})), the Government is not required to order a
part of any one requirement from the Contractor if that requirement exceeds the maximum-
order limitations in paragraph (b) of this section.

(d) Notwithstanding paragraphs (b) and (c) of this section, the Contractor shall honor any order
exceeding the maximum order limitations in paragraph (b}, unless that order (or orders) is
returned to the ordering office within five (5) days after issuance, with written notice stating
the Contractor’s intent not to ship the item (or items) called for and the reasons. Upon
receiving this notice, the Government may acquire the supplies or services from another
source.

FAR 52.216-22 Indefinite Quantity (OCT 1995).

(a) This is an indefinite-quantity contract for the supplies or services specified, and effective for
the period stated, in the Schedule. The quantities of supplies and services specified in the
Schedule are estimates only and are not purchased by this contract,

{b) Delivery or performance shall be made only as authorized by orders issued in accordance
with the Ordering clause. The Contractor shall furnish to the Government, when and if ordered,
the supplies or services specified in the Schedule up to and including the quantity designated in
the Schedule as the “maximum.” The Government shall order at least the quantity of supplies or
services designated in the Schedule as the “minimum.”

{(c) Except for any limitations on quantities in the Order Limitations clause or in the Schedule,
there is no limit on the number of orders that may be issued. The Government may issue orders
requiring delivery to multiple destinations or performance at multiple locations.

(d) Any order issued during the effective period of this contract and not completed within that
period shall be completed by the Contractor within the time specified in the order. The contract
shall govern the Contractor’s and Government’s rights and obligations with respect to that order
to the same extent as if the order were completed during the contract’s effective period;
provided, that the Contractor shall not be required to make any deliveries under this contract
after twelve months from the expiration date of this contract.

56




Contract No. HSHQDC-0§-0-00062 Section | - Contract Clauses

FAR 52.216-30 Time-and-Materials/Labor-Hour Proposal Requirements—Non-
Commercial Item Acquisition Without Adequate Price Competition (FEB 2007).

(a) The Government contemplates award of a Time-and-Materials or Labor-Hour type of
contract resulting from this solicitation.

(b) The Offeror must specify separate fixed hourly rates in its offer that include wages,
overhead, general and administrative expenses, and profit for each category of labor to be
performed by—

(1) The Offeror;
(2) Each subcontractor; and
(3) Each division, subsidiary, or affiliate of the Offeror under a common control.

(c) Unless exempt under paragraph (d) of this provision, the fixed hourly rates for services

transferred between divisions, subsidiaries, or affiliates of the Offeror under a common control—
(1) Shall not include profit for the transferring organization; but
(2) May include profit for the prime Contractor.

(d) The fixed hourly rates for services that meet the definition of commercial item at 2.101
that are transferred between divisions, subsidiaries, or affiliates of the Offeror under a common
control may be the established catalog or market rate when it is the established practice of the
transferring organization to price interorganizational transfers at other than cost for commercial
work of the Offeror or any division, subsidiary or affiliate of the Offeror under a common
control.

FAR 52.217-8 Option to Extend Services (NOV 1999),

The Government may require continued performance of any services within the limits and at the
rates specified in the contract. These rates may be adjusted only as a result of revisions to
prevailing labor rates provided by the Secretary of Labor. The option provision may be
exercised more than once, but the total extension of performance hereunder shall not exceed 6
months. The CO may exercise the option by written notice to the Contractor within thirty (30)
days prior to issuance of any extension.

FAR 52.217-9 Option to Extend Term of Contract (MAR 2000).

(a) The Government may extend the term of this contract by written notice to the Contractor at
any time within the term of the contract, provided that the Government gives the Contractor a
preliminary written notice of its intent to extend at least thirty (30) days before the contract
expires. The preliminary notice does not commit the Government to an extension.

(b) If the Government exercises this option, the extended contract shall be considered to include
this option Clause.

(¢} The total duration of this contract, including the exercise of any options under this Clause,
shall not exceed sixty (60) months.
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L3 HSAR Clauses (Incorporated in Full Text).

HSAR 3052.204-70 Security Requirements for Unclassified Information Technology
Resources (JUN 2006).

a) The Contractor shall be responsible for IT security for all systems connected to a DHS
network or operated by the Contractor for DHS, regardless of location. This clause applies to all
or any part of the contract that includes information technology resources or services for which
the Contractor must have physical or electronic access to sensitive information contained in DHS
unclassified systems that directly support the agency’s mission.

(b) The Contractor shall provide, implement, and maintain an [T Security Plan. This plan shall
describe the processes and procedures that will be followed to ensure appropriate security of IT
resources that are developed, processed, or used under this contract.

(1) Within 30 days after contract award, the Contractor shail submit for approval
its I'T Security Plan, which shall be consistent with and further detail the approach
contained in the Offeror’s proposal. The plan, as approved by the CQO, shall be
incorporated into the contract as a compliance document.

(2) The Contractor’s IT Security Plan shall comply with Federal laws that include,
but are not limited to, the Computer Security Act of 1987 (40 U.S.C. 1441 et
seq.); the Government Information Security Reform Act of 2000; and the Federal
Information Security Management Act of 2002; and with Federal policies and
procedures that include, but are not limited to, OMB Circular A-130.

(3) The IT Security Plan shall specifically include instructions regarding handling
and protecting sensitive information at the Contractor’s site (including any
information stored, processed, or transmitted using the Contractor’s computer
systems), and the secure management, operation, maintenance, programming, and
system administration of computer systems, networks, and telecommunications
systems,

(¢) Examples of tasks that require security provisions include--

(1) Acquisition, transmission or analysis of data owned by DHS with significant
replacement cost should the Contractor’s copy be corrupted; and

(2) Access to DHS networks or computers at a level beyond that granted the
general public (e.g., such as bypassing a firewall).

(d) At the expiration of the contract, the Contractor shall return all sensitive DHS information

and IT resources provided to the Contractor during the contract, and certify that all non-public
DHS information has been purged from any Contractor-owned system. Components shall
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conduct reviews to ensure that the security requirements in the contract are implemented and
enforced.

{e) Within 6 months after contract award, the Contractor shall submit written proof of IT
Security accreditation to DHS for approval by the DHS CO. Accreditation will proceed
according to the criteria of the DHS Sensitive System Policy Publication, 4300A (Version 2.1,
July 26, 2004) or any replacement publication, which the CO will provide upon request. This
accreditation will include a final security plan, risk assessment, security test and evaluation, and
disaster recovery plan/continuity of operations plan. This accreditation, when accepted by the
CO, shall be incorporated into the contract as a compliance document. The Contractor shall
comply with the approved accreditation documentation.

HSAR 3052.204-71 Contractor Employee Access (JUN 2006).

(a) Sensitive Information, as used in this Chapter, means any information, the loss, misuse,
disclosure, or unauthorized access to or modification of which could adversely affect the national
or homeland security interest, or the conduct of Federal programs, or the privacy to which
individuals are entitled under section 552a of Title 5, United States Code (the Privacy Act), but
which has not been specifically authorized under criteria established by an Executive Order or an
Act of Congress to be kept secret in the interest of national defense, homeland security or foreign
policy. This definition includes the following categories of information:

(1) Protected Critical Infrastructure Information (PCII) as set out in the Critical Infrastructure
Information Act of 2002 (Title II, Subtitle B, of the Homeland Security Act, Public Law
107-296, 196 Stat. 2135), as amended, the implementing regulations thereto (Title 6,
Code of Federal Regulations, Part 29) as amended, the applicable PCII Procedures
Manual, as amended, and any supplementary guidance officially communicated by an
authorized official of the Department of Homeland Security (including the PCII Program
Manager or his/her designee);

(2) Sensitive Security Information (SSI), as defined in Title 49, Code of Federal Regulations,
Part 1520, as amended, “Policies and Procedures of Safeguarding and Control of SS1,” as
amended, and any supplementary guidance officially communicated by an authorized
official of the Department of Homeland Security (including the Assistant Secretary for
the Transportation Security Administration or his/her designee).

(3) Information designated as “For Official Use Only,” which is unclassified information of a
sensitive nature and the unauthorized disclosure of which could adversely impact a
person’s privacy or welfare, the conduct of Federal programs, or other programs or
operations essential to the national or homeland security interest; and

(4) Any information that is designated “sensitive” or subject to other controls, safeguards or
protections in accordance with subsequently adopted homeland security information
handling procedures.

(b) “Information Technology Resources™ include, but are not limited to, computer equipment,

networking equipment, telecommunications equipment, cabling, network drives, computer
drives, network software, computer software, software programs, intranet sites, and internet sites.
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(¢) Contractor employees working on this contract must complete such forms as may be
necessary for security or other reasons, including the conduct of background investigations to
determine suitability. Completed forms shall be submitted as directed by the CO. Upon the COs
request, the Contractor's employees shall be fingerprinted, or subject to other investigations as
required. All Contractor employees requiring recurring access to Government facilities or access
to sensitive information or IT resources are required to have a favorably adjudicated background
investigation prior to commencing work on this contract unless this requirement is waived under
Departmental procedures.

(d) The CO may require the Contractor to prohibit individuals from working on the contract if
the Government deems their initial or continued employment contrary to the public interest for
any reason, including, but not limited to, carelessness, insubordination, incompetence, or security
COnCerns.

() Work under this contract may involve access to sensitive information. Therefore, the
Contractor shall not disclose, orally or in writing, any sensitive information to any person unless
authorized in writing by the CO. For those Contractor employees authorized access to sensitive
information, the Contractor shall ensure that these persons receive training concerning the
protection and disclosure of sensitive information both during and after contract performance.

() The Contractor shall include the substance of this clause in all subcontracts at any tier where
the subcontractor may have access to Government facilities, sensitive information, or resources.

ALTERNATE 1
(JUN 2006)

(g) Before receiving access to IT resources under this contract the individual must receive a
security briefing, which the COTR will arrange, and complete any nondisclosure agreement
furnished by DHS.

(h) The Contractor shall have access only to those areas of DHS information technology
resources explicitly stated in this contract or approved by the COTR in writing as necessary for
performance of the work under this contract. Any attempts by Contractor personnel to gain
access to any information technology resources not expressly authorized by the statement of
work, other terms and conditions in this contract, or as approved in writing by the COTR, 1s
strictly prohibited. In the event of violation of this provision, DHS will take appropriate actions
with regard to the contract and the individual(s) involved.

(1) Contractor access to DHS networks from a remote location is a temporary privilege for
mutual convenience while the Contractor performs business for the DHS Component. It is not a
right, a guarantee of access, a condition of the contract, or Government Furnished Equipment
(GFE).

(j) Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and
save DHS harmless from any unauthorized use and agrees not to request additional time or
money under the contract for any delays resulting from unauthorized use or access.
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(k) Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has
been granted by the Head of the Component or designee, with the concurrence of both the
Department’s Chief Security Officer (CSO) and the Chief Information Officer (Cl1O) or their
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both
the CSO and the CIO or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of [reland,
Israel, the Republic of the Philippines, or any nation on the Allied Nations List
maintained by the Department of State;

{(2) There must be a compelling reason for using this individual as opposed to a U. S. citizen,
and

(3) The waiver must be in the best interest of the Government.

(1) Contractors shall identify in their proposals the names and citizenship of all non-U.S. citizens
proposed to work under the contract. Any additions or deletions of non-U.8. citizens after
contract award shall also be reported to the CO.

ALTERNATE II
(JUN 2006)

(g) Each individual employed under the contract shall be a citizen of the United States of
America, or an alien who has been lawfully admitted for permanent residence as evidenced by a
Permanent Resident Card (USCIS 1-535 1). Any exceptions must be approved by the
Department’s Chief Security Officer or designee.

(h) Contractors shall identify in their proposals, the names and citizenship of all non-U.S.
citizens proposed to work under the contract. Any additions or deletions of non-U.S. citizens
after contract award shall also be reported to the CO.

Implementing Instructions for HSAR Clause 3052.204-71, “Contractor Employee Access.”
1. General

Department of Homeland Security Acquisition Regulation (HSAR) clause 3052.204-71 requires
that Contractor personnel requiring unescorted access to Government facilities, access to
sensitive information, or access to Government information technology (IT) resources are
required to have a favorably adjudicated background investigation prior to commencing work on
this contract.

Department of Homeland Security (DHS) policy requires a favorably adjudicated background
investigation prior to commencing work on this contract for all Contractor personnel who require
recurring access to Government facilities or access to sensitive information, or access to
Government IT resources.
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Contractor employees will be given a suitability determination unless this requirement is waived
under Departmental procedures. Requirements for suitability determination are defined in
paragraph 3.0.

1.1 Additional Information for Classified Contracts

Performance of this contract requires the Contractor to gain access to classified National Security
Information (includes documents and material). Classified information is Government
information which requires protection in accordance with Executive Order 12958, National
Security Information (NSI) as amended and supplemental directives.

The Contractor shall abide by the requirements set forth in the DD Form 254, ‘Contract Security
Classification Specification’, an attachment to the contract, and the National Industrial Security
Program Operating Manual (NISPOM) for protection of classified information at its cleared
facility, if applicable, as directed by the Defense Security Service. If the Contractor is required
to have access to classified information at a DHS or other Government Facility, it shall abide by
the requirements set forth by the agency.

1.2 General Requirement:

The Contractor shall ensure these instructions are expressly incorporated into any and all
subcontracts or subordinate agreements issued in support of this contract.

2.0 Contractor Personnel
2.1 Employment Eligibility

To comply with the requirements HSAR Clause 3052.204-71, and departmental policy, the
Contractor must complete the following forms for applicable personnel who will be performing
work under this contract as indicated:

¢ Standard Form (SF) 85P, “Questionnaire for Public Trust Positions.”

o FD-258 fingerprint cards.

+ DHS Form 11000-6, “Conditional Access to Sensitive But Unclassified Information
Non-Disclosure Agreement” (required of all applicable Contractor personnel)

e DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer Reports
Pursuant to the Fair Credit Reporting Act (FCRA).”

2.2  Continued Eligibility

The CO may require the Contractor to prohtbit individuals from working on contracts if the
Government deems their initial or continued employment contrary to the public interest for any
reason, including, but not limited to, carelessness, insubordination, incompetence, or security

concerns.,

2.3 Termination
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The DHS Security Office shall be notified of all terminations/resignations within five (5) days of
occurrence. The Contractor shall return to the COTR all DHS issued identification cards and
building passes that have either expired or have been collected from terminated employees. If an
identification card or building pass is not available to be returned, a report shall be submitted to
the COTR, referencing the pass or card number, name of individual to who it was issued and the
last known location and disposition of the pass or card.

3.0 Suitability Determination

DHS may, as it deems appropriate, authorize and grant a favorable entry on duty (EOD) decision
based on preliminary suitability checks. The favorable EOD decision would allow the
employees to commence work temporarily prior to the completion of the full investigation. The
granting of a favorable EOD decision shall not be considered as assurance that a full
employment suitability authorization will follow. A favorable EOD decision or a full
employment suitability determination shall in no way prevent, preclude, or bar DHS from
withdrawing or terminating access Government facilities or information, at any time during the
term of the contract. No employee of the Contractor shall be allowed unescorted access to a
Government facility without a favorable EOD decision or suitability determination by the
Security Office.

Contract employees waiting for an EOD decision may begin work on the contract provided they
do not access sensitive Government information. Limited access to Government buildings is
allowable prior to the EOD decision if the Contractor is escorted by a Government employee.
This limited access is to allow Contractors to attend briefings, non-recurring meetings and begin
transition work.

4.0 Background Investigations

Contract employees (to include applicants, temporaries, part-time and replacement employees)
under the contract, requiring access to sensitive information, shall undergo a position sensitivity
analysis based on the duties each individual will perform on the contract. The results of the
position sensitivity analysis shall identify the appropriate background investigation to be
conducted. All background investigations will be processed through the DHS Security Office.
Prospective Contractor employees shall submit the following completed forms to the DHS
Security Office. The Standard Form 85P will be completed electronically, through the Office of
Personnel Management’s e-QIP System. The completed forms must be given to the DHS
Security Office no less than thirty (30) days before the start date of the contract or thirty (30)
days prior to entry on duty of any employees, whether a replacement, addition, subcontractor
employee, or vendor:

a. Standard Form 85P, “Questionnaire for Public Trust Positions™
b. FD Form 258, *Fingerprint Card” (2 copies)

c. DHS Form 11000-6 “Conditional Access To Sensitive But Unclassified
Information Non-Disclosure Agreement”
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d. DHS Form 11000-9, “Disclosure and Authorization Pertaining to Consumer
Reports Pursuant to the Fair Credit Reporting Act”

Only complete packages will be accepted by the DHS Security Office. Specific instructions on
submission of packages will be provided upon award of the contract.

Be advised that unless an applicant requiring access to sensitive information has resided in the US
for three of the past five vears, the Government may not be able to complete a satisfactory
background investigation.

Non-U.S. citizens shall not be authorized to access or assist in the development, operation,
management or maintenance of Department IT systems under the contract, unless a waiver has
been granted by the Head of the Component or designee, with the concurrence of both the
Department’s Chief Security Officer (CSQ) and the Chief Information Officer (CIO) or their
designees. Within DHS Headquarters, the waiver may be granted only with the approval of both
the CSO and the CIO or their designees. In order for a waiver to be granted:

(1) The individual must be a legal permanent resident of the U. S. or a citizen of Ireland,
Israel, the Republic of the Philippines, or any nation on the Allied Nations List
maintained by the Department of State;

(2) There must be a compelling reason for using this individual as opposed to a U. S. citizen;
and

(3) The waiver must be in the best interest of the Government.

4.1 Alternative Citizenship Requirements for Non-I'T Contracts

For non-Classified or non-IT contracts the above citizenship provision shall be replaced with the
citizenship provision below:

Each individual employed under the contract shall be a citizen of the United States of America,
or an alien who has been lawfully admitted for permanent residence as evidenced by a
Permanent Resident Card (USCIS [-55 1). Any exceptions must be approved by the
Department’s Chief Security Officer or designee.

5.0 Information Technology Security Clearance

When sensitive Government information is processed on Department telecommunications and
automated information systems, the Contractor shall provide for the administrative control of
sensitive data being processed. Contractor personnel must have favorably adjudicated background
investigations commensurate with the defined sensitivity level.

Contractors who fail to comply with Department security policy are subject to having their access to
Department IT systems and facilities terminated, whether or not the failure results in criminal
prosecution. Any person who improperly discloses sensitive information is subject to criminal and
civil penalties and sanctions under a variety of laws (e.g., Privacy Act, etc.).
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Contractor access will be terminated for unauthorized use. The Contractor agrees to hold and save
DHS harmless from any unauthorized use and agrees not to request additional time or money under
the contract for any delays resulting from unauthorized use or access.

6.0 Information Technology Security Training and Oversight

Before receiving access to IT resources under this contract the individual must receive a security
briefing, which the COTR will arrange, and complete any nondisclosure agreement furnished by
DHS.

7.0 References
7.1 DHS Office of Security

DHS, Office of Security
Deputy Chief, Personnel Security Staff
Attn: Kimberly Lew

Washington D.C. 20528

HSAR 3035.209-70 Prohibition on Contracts with Corporate Expatriates (JUN 2006).
(a) Prohibitions.

Section 835 of the Homeland Security Act, 6 U.S.C. 395, prohibits the Department of Homeland
Security from entering into any contract with a foreign incorporated entity which is treated as an
inverted domestic corporation as defined in this Clause, or with any subsidiary of such an entity.
The Secretary shall waive the prohibition with respect to any specific contract if the Secretary
determines that the waiver is required in the interest of national security.

(b) Definitions. As used in this Clause:

Expanded Affiliated Group means an affiliated group as defined in section 1504(a) of the Internal
Revenue Code of 1986 (without regard to section 1504(b) of such Code), except that section
1504 of such Code shall be applied by substituting ‘'more than 50 percent' for "at least 80 percent’
each place it appears.

Foreign Incorporated Entity means any entity which is, or but for subsection (b) of section 835
of the Homeland Security Act, 6 U.S.C. 395, would be, treated as a foreign corporation for
purposes of the Internal Revenue Code of 1986.

Inverted Domestic Corporation. A foreign incorporated entity shall be treated as an inverted
domestic corporation if, pursuant to a plan (or a series of related transactions)}—
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(1) The entity completes the direct or indirect acquisition of substantially all of
the properties held directly or indirectly by a domestic corporation or substantially
all of the properties constituting a trade or business of a domestic partnership;

(2) After the acquisition at least 80 percent of the stock (by vote or value) of the
entity is held—

(1) In the case of an acquisition with respect to a domestic
corporation, by former shareholders of the domestic corporation by
reason of holding stock in the domestic corporation; or

(i1) In the case of an acquisition with respect to a domestic
partnership, by former partners of the domestic partnership by
reason of holding a capital or profits interest in the domestic
partnership; and

(3) The expanded affiliated group which after the acquisition includes the entity
does not have substantial business activities in the foreign country in which or
under the law of which the entity is created or organized when compared to the
total business activities of such expanded affiliated group.

Person, domestic, and foreign have the meanings given such terms by paragraphs
(1), (4), and (5) of section 7701(a) of the Internal Revenue Code of 1986,
respectively.

(c) Special rules. The following definitions and special rules shall apply when determining
whether a foreign incorporated entity should be treated as an inverted domestic corporation.

(1) Certain Stock Disregarded. For the purpose of treating a foreign incorporated
entity as an inverted domestic corporation these shall not be taken into account in
determining ownership:

(i) Stock held by members of the expanded affiliated group which
includes the foreign incorporated entity; or

(ii) stock of such entity which is sold in a public offering related to
the acquisition described in subsection (b)(1) of Section 835 of the
Homeland Security Act, 6 U.S.C. 395(b)(1).

(2} Plan Deemed In Certain Cases. If a foreign incorporated entity acquires
directly or indirectly substantially all of the properties of a domestic corporation
or partnership during the four (4)-year period beginning on the date which is two
(2) vears before the ownership requirements of subsection (b)(2) are met, such
actions shall be treated as pursuant to a plan.
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(3) Certain Transfers Disregarded. The transfer of properties or liabilities
(including by contribution or distribution) shall be disregarded if such transfers
are part of a plan a principal purpose of which is to avoid the purposes of this
section.
(d) Special Rule for Related Partnerships. For purposes of applying section 835(b) of the
Homeland Security Act, 6 U.S.C. 395(b) to the acquisition of a domestic partnership, except as
provided in regulations, all domestic partnerships which are under common control (within the
meaning of section 482 of the Internal Revenue Code of 1986) shall be treated as a partnership.
{e) Treatment of Certain Rights.

(1) Certain rights shall be treated as stocks to the extent necessary to reflect the
present value of all equitable interests incident to the transaction, as follows:

(1) warrants;

(11) options;

(1i1) contracts to acquire stock;

(iv) convertible debt instruments; and

(v) others similar interests,
(2) Rights labeled as stocks shall not be treated as stocks whenever it is deemed
appropriate to do so to reflect the present value of the transaction or to disregard
transactions whose recognition would defeat the purpose of Section 835.

() Disclosure. The Offeror under this solicitation represents that [Check one]:

___itis not a foreign incorporated entity that should be treated as an inverted domestic
corporation pursuant to the criteria of (HSAR) 48 CFR 3009.104-76 through 3009.104-73;

__itis a foreign incorporated entity that should be treated as an inverted domestic corporation
pursuant to the criteria of (HSAR) 48 CFR 3009.104-70 through 3009.104-73, but it has
submitted a request for waiver pursuant to 3009.104-74, which has not been denied; or

___itis a foreign incorporated entity that should be treated as an inverted domestic corporation
pursuant to the criteria of (HSAR) 48 CFR 3009.164-70 through 3009.104-73, but it plans to

submit a request for waiver pursuant to 3009.104-74.

(g) A copy of the approved waiver, if a waiver has already been granted, or the waiver request, if
a waiver has been applied for, shall be attached to the bid or proposal.

67




Contract No. HSHQDC-09-D-00062 Section | — Contract Clauses

HSAR 3052.209-72 Organizational Conflict of Interest (JUN 2006).

(a) Determination. The Government has determined that this effort may result in an actual or
potential conflict of interest, or may provide one or more Offerors with the potential to aftain an
unfair competitive advantage. The nature of the conflict of interest and the limitation on future
contracting is described as follows:

Any Contractor, subcontractor, Contractor teaming partner, or consultant who, since
September 11, 2001, has been involved in providing advice or professional services to the
Government under a Government contract or task order relating to the NCS, the Office of
the Manager (OMNCS), or any of the NCS related committees, programs, or initiatives,
could potentially have a conflict of interest in the anticipated acquisition. Such
involvement may include, but is not limited to participation in the following activities:

s Preparation of internal Government documentation related to planning,
programmatic, technical, budgetary. or acquisition activities of the NCS.

o Development of draft policies and proposed solutions related to the NCS and its
programs and initiatives.

o Development of NCS requirements documents for Government needs.

¢ Access to source selection sensitive or proprietary information.

(b) If any such conflict of interest is found to exist, the CO may (1) disqualify the Offeror, or (2)
determine that it is otherwise in the best interest of the United States to contract with the Offeror
and include the appropriate provisions to avoeid, neutralize, mitigate, or waive such conflict in the
contract awarded. After discussion with the Offeror, the CO may determine that the actual
conflict cannot be avoided, neutralized, mitigated or otherwise resolved to the satisfaction of the
Government, and the Offeror may be found ineligible for award.

(¢) Disclosure: The Offeror hereby represents, to the best of its knowledge that:

(D) It is not aware of any facts which create any actual or potential organizational conflicts
of interest relating to the award of this contract, or

____(2) h has included information in its proposal, providing all current information bearing on
the existence of any actual or potential organizational conflicts of interest, and has included a
mitigation plan in accordance with paragraph (d) of this provision.

(d) Mitigation. If an Offeror with a potential or actual conflict of interest or unfair competitive
advantage believes the conflict can be avoided, neutralized, or mitigated, the Offeror shall submit
a mitigation plan to the Government for review. Award of a contract where an actual or potential
conflict of interest exists shall not occur before Government approval of the mitigation plan. Ifa
mitigation plan is approved, the restrictions of this provision do not apply to the extent defined in
the mitigation plan.

(e) Other Relevant Information: In addition to the mitigation plan, the CO may require further
relevant information from the Offeror. The CO will use all information submitted by the Offeror,
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and any other relevant information known to DHS, to determine whether an award to the Offeror
may take place, and whether the mitigation plan adequately neutralizes or mitigates the conflict.

(f) Corporation Change. The successful Offeror shall inform the CO within thirty (30) calendar
days of the effective date of any corporate mergers, acquisitions, and/or divestures that may
affect this provision.

(g) Flow-down. The Contractor shall insert the substance of this clause in each first tier
subcontract that exceeds the simplified acquisition threshold.

HSAR 3052.209-73 Limitation of Future Contracting (JUN 2006).

{a) The CO has determined that this acquisition may give rise to a potential organizational
conflict of interest. Accordingly, the attention of prospective Offerors is invited to FAR Subpart
9.5 - Organizational Conflicts of Interest.

(b) The nature of this conflict is: Any Contractor, subcontractor, Contractor teaming
partner, or consultant who, since September 11, 2001, has been involved in providing
advice or professional services to the Government under a Government contract or task
order relating to the NCS, the Office of the Manager (OMNCS), or any of the NCS
related committees, programs, or initiatives, could potentially have a conflict of interest
in the anticipated acquisition. Such involvement may include, but is not limited to
participation in the following activities:

e Preparation of internal Government documentation related to planning,
programmatic, technical, budgetary, or acquisition activities of the NCS.

e Development of draft policies and proposed solutions related to the NCS and its
programs and initiatives.

o Development of NCS requirements documents for Government needs.

e Access to source selection sensitive or proprietary information.

(¢) The restrictions upon future contracting are as follows:

(1) If the Contractor, under the terms of this contract, or through the performance of tasks
pursuant to this contract, is required to develop specifications or statements of work that
are to be incorporated into a solicitation, the Contractor shall be ineligible to perform the
work described in that solicitation as a prime or first-tier subcontractor under an ensuing
DHS contract. This restriction shall remain in effect for a reasonable time, as agreed to by
the CO and the Contractor, sufficient to avoid unfair competitive advantage or potential
bias (this time shall in no case be less than the duration of the initial production contract).
DHS shall not unilaterally require the Contractor to prepare such specifications or
statements of work under this contract.

(2) To the extent that the work under this contract requires access to proprietary, business
confidential, or financial data of other companies, and as long as these data remain
proprietary or confidential, the Contractor shall protect these data from unauthorized use
and disclosure and agrees not to use them to compete with those other companies.
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HSAR 3052.219-70 Small Business Subcontracting Plan Reporting (JUN 2006).

(a) The Contractor shall enter the information for the Subcontracting Report for Individual
Contracts (formally the Standard Form 294 [SF 294]) and the Summary Subcontract Report
(formally the Standard Form 295 {SF 295]) into the Electronic Subcontracting Reporting System

(eSRS) af www.ests.gov .

(b) The Contractor shall include this clause in all subcontracts that include the clause at (FAR)
48 CFR 52.2 19-9.

HSAR 3052.219-71 DHS Mentor-Protégé Program (JUN 2006).

(a) Large businesses are encouraged to participate in the DHS Mentor-Protégé program for the
purpose of providing developmental assistance to eligible small business protégé entities to
enhance their capabilities and increase their participation in DHS contracts.

(b) The program consists of:

(1) Mentor firms, which are large prime Contractors capable of providing
developmental assistance;

(2) Protégé firms, which are small businesses, veteran-owned small businesses,
service-disabled veteran-owned small businesses, HUBZone small businesses,
small disadvantaged businesses, and women-owned small business concerns; and

(3) Mentor-Protégé agreements, approved by the DHS OSDBU.

(¢) Mentor participation in the program means providing business developmental assistance to
aid protégés in developing the requisite expertise to effectively compete for and successfully
perform DHS contracts and subcontracts.

(d) Large business prime Contractors serving as mentors in the DHS Mentor-Protégé program
are eligible for a post-award incentive for subcontracting plan credit. The mentor may receive
credit for costs it incurs to provide assistance to a protégé firm. The mentor may use this
additional credit towards attaining its subcontracting plan participation goal under the same or
another DHS contract. The amount of credit given to a mentor firm for these protégé
developmental assistance costs shall be calculated on a dollar for dollar basis and reported in the
Summary Subcontract Report via the Electronic Subcontracting Reporting System (eSRS) at
www.esrs.gov. For example, a mentor/large business prime Contractor would report a $10,000
subcontract to the protégé/small business subcontractor and $5,000 of developmental assistance
to the protégé/small business subcontractor as $15,000. The Mentor and Protégé will submit a
signed joint statement agreeing on the dollar value of the developmental assistance and the
Summary Subcontract Report.
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(e) Contractors interested in participating in the program are encouraged to contact the DHS
OSDBU for more information.

HSAR 3052.242-72 Contracting Officer's Technical Representative (Dec 2003).

(a) The CO may designate Government personnel to act as the COTR to perform functions under
the contract such as review or inspection and acceptance of supplies, services, including
construction, and other functions of a technical nature. The CO will provide a written notice of
such designation to the Contractor within five working days after contract award or for
construction, not less than five working days prior to giving the Contractor the notice to proceed.
The designation letter will set forth the authorities and limitations of the COTR under the
contract.

{b) The CO cannot authorize the COTR or any other representative to sign documents, such as
contracts, contract modifications, etc., that require the signature of the CO.

(End of Section I)
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SECTION J - LIST OF ATTACHMENTS

Attachment J.1

Attachment J.2

Attachment J.3

Attachment J.4

Attachment J.5

Attachment J.6

List of Acronyms.

DD 254, Contract Security Classification Specification.

Monthly Status Report Format.

List of Government-Furnished Property (to be provided
in individual task orders, as applicable).

Subcontracting Plan, 4/9/2009
-Addendum to Subcontracting Plan, 4/9/2009

Contract Labor Rates

-Fixed Labor Rate for Contractor
-Prime

- Fixed Labor Rate for Government
-Prime

-Fixed Labor Rate for Subcontractors
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Attachment J.1 - List of Acronyms

ACR After Client Request

AM/FM Amplitude Modulation/Frequency Modulation

ANSI American National Standards Institute

AT&T American Telephone & Telegraph

ATIS Alliance for Telecommunications Industry Solutions

C&A Certification & Accreditation

CAS Cost Accounting Standards

CCB Configuration Control Board

CCR Central Contractor Registration

CCWG Continuity of Communications Working Group

CD Compact Disc

CFIUS Committee for Foreign Investment in the U. S.

CFR Code of Federal Regulations

CI/KR Critical Infrastructure and Key Resources

CIO Chief Information Officer

CIp Critical Infrastructure Protection

CIP-CS Critical Infrastructure Protection — Cyber Security

CLIN Contract Line Item Number

CLONES Central Location On-Line Eniry System

CM Configuration Management

COB Close of Business

CO Contracting Officer

COG Continuity of Government

COl Contflict of Interest

CONOPS Concept of Operations

COOP Continuity of Operations

COP Committee of Principals

COR Council of Representatives

COTR Contracting Officer’s Technical Representative

COTS Commercial Off-the-Shelf

CP Contingency Planning

CPIC Capital Planning and Investment Control

CPS Contract Performance System

CS Customer Service Division

CS&C Cyber Security and Communications

CSO Chief Security Officer

CSSP Communications Sector Specific Plan

DBA Database Administrator

DD 254 Department of Defense Form 254, Contract Security Classification
Specification

DHS Department of Homeland Security

DL Direct Labor

DNS Domain Name Server/Service

73

73




Contract No. HSHQDC-09-D-00062 Section J — List of Attachments

DoD Department of Defense

DUNS Data Universal Numbering System

DVD Digital Versatile Disc, formerly Digital Video Disc

EAS Emergency Alert System

ECT Emergency Communications Team

ETA Electronic Industries Alliance

EIT Electronic Information Technology

EMS Enhanced Messaging Service

EO Executive Order

EOD Entry on Duty

EOP Executive Office of the President

ER Emergency Response

ETS Emergency Telecommunications Service

FCC Federal Communications Commission

EEVP Employment Eligibility Verification Program
(superseded by E-Verify Program)

ESF #2 Emergency Support Function #2

eSRS Electronic Subcontracting Reporting System

FAR Federal Acquisition Regulation

FB Fringe Benefits

FCRA Fair Credit Reporting Act

FEMA Federal Emergency Management Agency

FFP Firm Fixed Price

FPC Federal Preparedness Circular

FTR Federal Travel Regulation

G&A General and Administrative

GAO General Accounting Office

GCC Government Coordination Council

GETS Government Emergency Telecommunications Service

GFE/I/P Government Furnished Equipment/Information/Property

GPO Government Printing Office

GPOE General Purpose Office Equipment

GSM Global System for Mobile Communications

HITRAC Homeland Infrastructure Threat and Risk Analysis Center

HSAM Homeland Security Acquisition Manual

HSAR Homeland Security Acquisition Regulation

HSPD Homeland Security Presidential Directive

HSPD-7 Homeland Security Presidential Directive 7, “Critical Infrastructure
Identification, Prioritization, and Protection”

HTML Hyper Text Markup Language (and file extension)

IAT Internet Analysis Tool

IAW In Accordance With

IDIQ Indefinite Delivery Indefinite Quantity

IDWG Internet Disruption Working Group

IES Industry Executive Subcommittee

74

74




Contract No. HSHQDC-09-D-00062 Section J - List of Attachments

IETF Internet Engineering Task Force

IMT Infrastructure Mapping Tool

IP Internet Protocol

IPD Infrastructure Protection Division

PR In-Process Review

IPT Integrated Product Team

ISAC Information Sharing and Analysis Center

ISSO Information System Security Officer

IT Information Technology

ITAC International Telecommunications Advisory Committee
V&V Independent Verification & Validation

IXC Inter Exchange Carrier

JTF Joint Task Force

JTRB Joint Telecommunications Resources Board
LAN Local Area Network

LATA Local Access and Transport Area

LEC Local Exchange Carrier

LERG Local Exchange Routing Guide

LMR Land Mobile Radio

LOE Level of Effort

MIP Mobile-IP Protocol

MMS Multimedia Messaging Service

MOU Memorandum of Understanding

MPLS Multi-Protocol Label Switching

MSC Mobile Switching Center

MSS Meeting Support System

NAICS North American Industry Classification System
NCC National Coordinating Center

NCCC National Command and Coordinating Capability
NCS National Communication System

NCSD National Cyber Security Division

ND Office of the Deputy Manager, NCS

NDA Non-Disclosure Agreement

NDAC Network Design and Analysis Capability

NDB NDAC Database

NGN Next Generation Networks

NICC National Infrastructure Coordinating Center
NIMS National Incident Management System

NIPP National Infrastructure Protection Plan
NISPOM National Industrial Security Program Operating Manual
NLO National Level Operational Planning

NLRB National Labor Relations Board

NORS Network Outage Reporting System

NPPD National Protection and Programs Directorate
NRIC Network Reliability and Interoperability Council
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NRP National Response Plan

NS/EP National Security and Emergency Preparedness
NSDD National Security Decision Directive

NSI National Security Information

NSIE National Security Information Exchanges
NSTAC National Security Telecommunications Advisory Committee
N2 NCS Technology and Programs Division

N3 NCS Critical Infrastructure Protection Division
N4 NCS Plans and Resources Division

N5 NCS Customer Service Division

OA Operational Analysis

O&M Operations & Maintenance

0C Oversight Commitiee

ODC Other Direct Costs

OEC Office of Emergency Communications

OFPP Office of Federal Procurement Policy

O/H Overhead

OIC Office of the Independent Council

OMB Office of Management & Budget

OMNCS Office of the Manager, NCS

OSDBU Office of Small Disadvantaged Business Utilization
OSTP Office of Science and Technology Policy
PASS Program Administration Support System

PBA Performance Based Acquisition

PCII Protected Critical Infrastructure Information
PDD Presidential Decision Directive

PDF Portable Document Format

PISN Private Integrated Services Network

PMEF Priority Mission Essential Functions

POC Point of Contact

PM Program Manager

PN Public Network

PSN Public Switched Network

PTS Prionity Telecommunications System

PWS Performance Work Statement

QASP Quality Assurance Surveillance Plan

QoS Quality of Service

QPR Quarterly Program Review

R&D Research & Development

SA System Administrator

SBU Sensitive But Unclassified

SCC Sector Coordinating Council

SCI Sensitive Compartmented Information

SB Small Business

SCIF Sensitive Compartmented Information Facility
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SDB Small Disadvantaged Business

SDVOSB Service-Disabled Veteran Owned Small Business
SETA Scientific, Engineering & Technical Assistance
SF Standard Form

SG Study Group

SHIRA Strategic Homeland Infrastructure Risk Assessment
SLA Service Level Agreement

SME Subject Matter Expert

SMS Short Message Service

SO0 Statement of Objectives

SOP Standard Operating Procedure

SOW Statement of Work

SRAS Special Routing Arrangement Service

SRD Systems Requirements Document

SSA Sector Specific Agency

SSI Sensitive Security Information

SSP Sector Specific Plan

STT Speech to Text

TADAC Technology Assessment and Data Analysis Cell
T&C Terms and Conditions

T&E Training and Exercise

T&M Time and Material

TIB Technical Information Bulletin

TIM Technical Interchange Meeting

™ Task Monitor

TMP Task Management Plan

TO Task Order

TS Top Secret

TSP Telecommunications Service Priority

TSPPO TSP Program Office

UMTS Universal Mobile Telecommunications System
US-CERT United States Computer Emergency Readiness Team
USC United States Code

USCIS United States Citizen and Immigration Service
VIP Very Important Person

VolP Voice over Internet Protocol

WBS Work Breakdown Structure

WOSB Women-Owned Small Business

WPS Wireless Priority Service

WMD Weapons of Mass Destruction
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Attachment J.3 - Monthly Status Report Format

National Communications System’s
“National Security/Emergency Preparedness

Scientific, Engineering and Technical Assistance”

{Contractor’s Name and Address, and Contract Number]

[Reporting Date]

[Insert Contractor Name, Address and Program Manager Name, Office, Phone Number
and E-mail address]
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[Insert Contractor name] Project Number: [Insert project number]

Government Task Manager/Contracting Officer’s Technical Representative: [Jnsert name]
[Insert Contractor name] Project Leader: [Insert name]

Task Order Period of Performance: [Insert begin/end dates]

Elapsed Period of Performance: [Insert percent  e]

Task Summary

[Insert paragraph(s) of summary activities]

Reporting Period
[Insert bullet list of meetings, to include dates]

[Insert paragraph(s) of abriviﬁek. These should include actions taken during the reporting
period and actions planned for the next reporting period.]

{Insert paragraph(s) of planned and projected activities and actions for the next reporting

period.]

[Insert paragraph(s) of Issues or Challenges that may occur for the next reporting period.
Otherwise state ‘None'.]

[Insert paragraph(s) of Suggestions for Avoidance or Alternative Solutions of the stated Issues
or Challenges for the next reporting period. Otherwise state ‘None'.]

Task Order Deliverables
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Task 1
[Insert
tidef
Task 2
fnsert
titlef
Travel
Other
Direct
Costs

Total

Contfract No. HSHQDC-09-D-00062

[Insert bullet listing with dates. ]

Section J - List of Attachments

Other
[Insert bullet listing with dates.]

{Insert summary paragraph(s). Fill out table below. 7

Funding Summary
$ $ Hrs 5 $ s s
$ s Hrs 8 $ ) 5
s $ Hrs s $ 5 $
$ s Hrs $ s s s
5 $ Hrs. s s b h
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Attachment J.4 - List of Government-Furnished Property.

If the Contractor requires use of, or access to Government-furnished property for performance
under this contract, then such property or requirements shall be listed below and identified under
individual task orders. Management of all Government property shall be in accordance with
FAR Part 45.

The following Government-furnished property is anticipated to be required in conjunction with
performance under this task order:

Government-Furnished Property or Equipment (listed below)

| Item Description_ __|Location

Government Information/Records (listed below)

| Description | Location

lr_{tcrﬁ

Government Workspace/Facilities (listed below)

P =27 Description | Location
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the Contract,
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CONTINUATION SHEET

DO/DPAS Rating: NONE
bDiscount Terms:
Net 30
FOB: Destinaticn
Period of Performance: 07/01/2009 to 06/30/2011

Change Ttem 0002 to read as follows (amount shown
is the obligated amount):

0002 Option Year 1 - Exercised 0.00
Obligated Amount: $0.00

Deliver to Location (1), Amount: $£0.00
Accounting Info:

Exercise Option

Funded: $0.0¢

Change Item 0006 to read as follows{amount shown
is the obligated amount) :

0006 Minimum Guarantee Reserve - The minimum guarantee _

referenced in Section B.3 of this contract has
been satisfied with the issua k Order
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Accounting Info:

NSEPOG0-000 K9 04-05-50-000 90~05-0003-02-000000
GE OE 2576 RN9

Fuoded; (AN

Delivery Location({l)} Code: PREP7TH&D
Department of Homeland Security

245 Murray Lane

Building 410

Attn: Preparedness (7th &b)
Washington bC 20528

Delivery Location(2) Code: PREPBSTN
Preparedness {Ballston)

1110 N. Glebe R4

Attn: Mark Deem

Arlington VA 22201

OPTIONAL FORM 336 {4-88)
Sponsored by OSA
FAR (45 CFR) 53.110

NSN 7540-01-152-8067
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PAGE OF
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NAME OF CFFEROR OR CONTRACTOR

SCIENCE APPLICATIONS INTERNATIONAL CORPORATICN

TEMNO, -

(a)

SUPPLIES/SERVICES
“(B)

QUANTITY JUNIT

(cy

(D)

UNIT PRICE
(E)

AMOUNT
(F)

Science Application International Corpcration
Cyher and Information Solution Company

6841 Benjamin Franklin Drive

Columbia, MD 21046

c/o 1710 SAIC Drive, M/S 2-2-6

McLean, VA 22102

2. Change CAGE CODE from 52303 to 52326
3. change DUNS Number from 148095086 to 878211283

DO/DPAS Rating: NONE .
Period of Performance: 07/01/2009 te 06/30/2011

NSN 7640-01-152-8067

OPTEONAL FORM 336 (4-86)
Sponsored by GSA
AR (48 CFR) 53.410




{ {

AMENDMENT OF SOLICITATION/MODIFIGATION OF CONTRACT 1. CONTRAGT ID CODE PAGlE 0? PAGES
2
2. AMENDMENTMODIFIGATION N0, 3, EFFEGTIVE DATE . REQUISHIGNIPURGHASE REQ. NO. B, PROJEGT NO. (i appiicable)
P0O0003 ) 07/01/2011 RNNC-10-00119
6, I5SUED BY CODE |pHS/0PO/NPPAD/CSE 7. ADMINISTERED BY (If olier than Itern 6} CODE IDHS/GPO/NPPRD/CS &l

0.8, bept. of Homeland Security
Office of Procurement Operations
NPPD Acquisition Divisich

U.8. Dept. of Homeland Security

Office of Procurement Operations

NPFD Acguisition Division

245 Murray Lane, SW 245 Murray Lane, 8W
Building 410

Building 410
Washington DC 20528

Washington DC 20528
8, NAME AND ADDRESS OF CONTRACTOR (No., strost, county, State and ZiP Code} ) 9A. AMENDGMENT OF SOLICITATION NG.

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
CYBER AND INFORMATION SOLUTION COMP

6841 BENJAMIN FRANKLIN DRIVE
COLUM BIA MD 21046 10A. MOBIFICATION OB%OON%'EACWDRDER NO.

CO 1710 SAIC DRIVE MS 2-2-6 % IHSHQDC-09~D~
MCLEAN VA 22102

98, DATED (SEE ITEM 11)

108, DATED (OEE ITEM 13}
FACILITY CODE 06/30/2008

47, THIS ([TEM ONLY APPLIES 10 AMENDMENTS OF SOLICHTATIONS

3 The ebove numberad saicitalion is amendad os sst farth In tem 14, The heur and date spacified for receipt of Offers
Offers musl acknowladga recelpt of this amendmaent pror to the hour and dale specified in the solicitalion or as amended, by ong of the following melhods: {a} By completing
{lems & and 15, and reluming copies of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submilted; or (c) By
goparate lekier or telagram which includes a reference to the sallcitation and amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESISNATED FOR THE REGEIPT OF OFFERS PRIORTO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJEGTION OF YOUR OFFER. If by
virue of thia amendment you dasira {o change an offer aleady submilted, such chenge may be mada by talegram or letlar, provided each telegram or telter makes referance

to the sallaitetion and this amendmenl, and is recalved prior o fho opening hour and date specified
12, AGCOUNTING AND APPROPRIATION DATA. (i required}

See Schedule
13, THIS [TEM ONLY APPLIES TO MODIFIGATION OF CONTRACTS/ORDERS, iT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED [N ITEM 14.

CODE  $782112830000

Ois extendad, [Jis nol extsided.

CHEGKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authority) THE GHANGES SET FORTH IN ITEM 14 ARE MAOE IN THE CONTRACT
ORDER NO, IN ITEM 10A.

B. THE ABOVE NUMBERED CONTRACT/ORDER |8 MOBIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as chenges in paying office,
appropriation dale, ele,} SET FORTH IM ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103({b).

G, THIS SUPPLEMENTAL AGREEMENT 15 ENTERED IRTO PURSUANT TO AUTHGRITY OF:

0, OTHER {Specify typa of medificolion and authoniy} -

X Exercise of Option Year 2 in accordance with FAR 52,217-9
0 capies {0 the fssuing offlce.

E. INPORTANT: Goniracior Eisnot, [Jis reguired to sign this document and ralum

14, DESCRIPTION OF AMENDMENT/MODIFIGATION {Ompanized by UCF section headings, Inchidling soficitaionfeonliact subject matter where feasitve.)

DUNS Number: ~878211283+0000
The purpose of this modification is to exercise CLIN 3, Option Year 2 and unilaterally

extend the term of the conmtract from July 1, 2011 to June 30, 2012, Authority to extend
the contract is pursuant te FAR 52.217-%, Option to Extend the Term of the. Contract.

This modification is at no additional cost to the government.
BAAP Number: 60362 DO/DPAS Rating: NONE

Discount Terms:

Net 30

FOB: Destination

Period of Performance: 07/01/2009 to 06/30/2014

Continued ..,
Except as provided herein, all terms end conditions of the document referencad in flem 9A or 10A, as heretofore changed, somaing unchanged and in full force and effact.
16A. NAME AND TITLE OF SIGNER (Tvpe or print) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prnf)

Robert Degnan

168, CONTRACTOR/OFFEROR 16C. DATE SIGNED 18C. DATE SIGNED
- —r
{Signature of parson dufhtrizad lo sign) \5 / L 2 / /
R 307REV. 1043}

NSH 7840-01-162-8070
Previcus ediffon unusable SA
FAR {48 CFR} £3.243




CONTINUATION SHEET

REFERENCE NO. OF b . JMENT BEING GONTINUED
HSHODC-09-D-00062/P00003

PAGE OF

NAME OF OFFEROR OR CONTRACTOR

SCIENCE APPLICATIONS INTERWATIONAL CORPORATION

ITEM NO,
{a)

SUPPLIES/SERVICES
(3)

AMOUNT
{F)

0003

is the obligated amount):
Option Year 2

06/30/2012

Change Item 0003 to read as follows{amount shown

Period of Performance 07/01/201% through

WEN 7540-01-152-8067

OPTIONAL FQRM 336 {4:06)
Spopsorad by GSA
FAR (48 GFR} 53,110




AMENDMENT OF SOLICITA TION/MODIFICATION OF CONTRACT 1. GONTRAGT ID CODE PM;E DT PAGES
1
Z. AMENDMENT/MODIFICATION NO. 3, EFFECTIVE DATE 4, REQUISITION/FURCHASE REQ. NO. 5. PROJEGT NO. (i applicable)
00004 See Block 18C RMNC~+10-00119
6, 1B8UED BY g CODE DHS/0PO/NPPAD/CS& 1. ADMINISTERED BY {if ofher than lfam 6) GODE IDHS /OPO/NPPAD/CS &¢

U.S3. Dept. of Homeland Security
Office of Procurement Operations
NPPD Acquisition Division

U.5. Dept. of Homeland Security

0Office of Procurement Operations

NPPD Acquisition Divigion

245 Murray Lane, SW 245 Murray Lane, SW

Building 410 _ Building 410
Washington DC 20528

Washington DC 20528
8, NAME AND ADDRESS OF CONTRAC TOR (o, skres, county, tale arid ZIP Code) () |#A- AMENDMENT GF SOLICITATION NO.

SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
CYBER AND INFORMATION SOLUTION COMP
6841 BENJAMIN FRANKLIN DRIVE

9B, DATED {SEE ITEM 11)

COLUM BIA MD 21046 : % 104 MODIFICATION OF CUNTR&“\CTI'DRDER NO,
CO 1710 SAIC DRIVE MS 2-2-6 HSHQDC~09-D~00062
MCLEAN VA 22102

1CB, DATED {SEE ITEM 13}

FACHITY CODE 086/30/2006
14, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICHTATIONS

[ The above numbered sollckalien Is amended as sat forth in item 44, The hour end date specified for receipt of Offers
Offers must acknevledge recelpt of this amendment prior 1o the hour end date specilied In the soliciiation or as amended, by one of the following methods: (a) By completing
Jtems 8 and 15, and returning capias of tho emandment; (b} By acknowledging receipt of this amendment on each copy of the afar submilled:; or {¢) By
saparate lelter or telagram which includes a raference {o tha sollciialion end amendment numbers. FAILURE OF YOUR ACKNOWLEDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJEGTION OF YOUR OFFER, If by
virtua of this amendmant you desire o chenpe an offer already suomitted, such change may be made by telegram or latter, provided each {elegram or lettor makas reforenao
ta the solicitation and this amendment, end {s recaived prior i¢ the apening hour and date speoified,

12, AGCOUNTING AND APPROPRIATION DATA (if required)

See Schedule
13, THES §TEM ONLY APPLIES TO MODIFICATION OF CONTRAGTS/ORDERS. IT MODIFIES THE CONTRAGT/ORDER NO. AS DESCRIEED N ITEM 14,

. CODE  £782112630000

[Tis extended, {"|is not extanded.

_CHEGKONE | A THJS CHANGE ORDER 19 ISSUED PURSUANT TO: {Specly auihorly} THE CHANGES SET FORTH IN ITEM 44 ARE MADE IN THE CONTRACT
ORDER NO.IN ITEM 04,

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED YO REFLECT THE ADMINISTRAHVE CHANGES {such as cbangesm paying office,
uppropristion date, ele,) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUPFLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:

D. OTHER [Specily ype of modiication &nd aulharly)

[Jis reguired o sign this document and raturn 0 copigs to tha issulng office,

E, IMPORTANT:  Conlractor [ ts nat,
ing solicitafior/tonlract subject matter whese feasible.)

14, DESCRIPTION OF AMENDMENT/MODIFICATION {Omanized by LICF sechon headings, I
DUNS Number: 878211283+0000
The purpose of this modification is to Change COTR from Romualde Anselmo to Christian
Onwuteaka is as follows:

Onwuteaka. Theé contact information for Mr.
Phon

BEmai

ALY other terms and conditions remain unchanged

BAP Number: 60362 DO/DPAS Rating: MNONE

Excapl as provided herain, all tarms and conditions of the document rofarenced in ltem SA or 104, as herelofere changed, reinazins unchanged ond (n full ferce and effect.
15A. NAME AND TITLE OF SIGNER (Type or prnt) 16A NAME AND TITLE OF CONTRACTING OFFICER, (Type or print)

Robert Degnan

DATE SIGNED

158, CONTRACTOR/OFFEROR 15C, DATE

(Sigrature of person authorized fo sign}

NSN 7540-01-162-8070
Pravious edilion unusatle




MENDMENT OF SOLICITATION/MODIFICATION _ CONTRACT - CONIRAGTIDGOBE /. PAGE OF PAGES

’ 1 2
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4. REQUISITION/PURCHASE REQ. NC. 5. PROJECT N0|. {If applicable)
»00005 See Block 16C RNNC-12-00065
6. ISSUED BY CODE | pHS /OPO/NPPAD/CS& 7. ADMINISTERED BY (if other than lfem 6} CODE |DHS/OPO/NPPAD/CS &C
U.S. Dept. of Homeland Security U.S. Dept. of Homeland Security
Office of Procurement Operations Office of Procurement Operations
NPPD Acquisition Division NPPD Acquisition Division
245 Murray Lane, SW 245 Murray Lane, SW
Building 410 - Building 410
Washington -DC 20528 Washington DC 20528
8. NAME AND ADDRESS OF CONTRACTOR (No., street, caunty, Stale and ZiP Code) o) 0A. AMENDMENT OF SOLICITATION NO.
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
CYBER AND INFCRMATION SOLUTICN COMP . 88, DATED (SEE [TEM 11}
6841 BENJAMIN FRANKLIN DRIVE
COLUM BIA MD 21046 10A. MODIFICATION OF CONTRACT/ORDER NO.
CO 1710 SAIC DRIVE MS 2-2-6 x HSHGDC-09-D-00062
MCLEAN VA 22102
) . 10B. DATED {SEE /TEM 13)
COPE 3782112830000 FACILITY CODE 06/30/2009
11. THIS ITEM ONLY AFPLIES TC AMENDMENTS OF SOLICITATIONS
] The abave numbered solicitalion is amended ae sei forth in Hem 14, The hour and date speclfied for raceipt of Offers [lis extended, [ ]is not extended.
Offers must acknowledge recaipl of this amendment prior to the hour and date specifled In the solicitalion or as amended, by ene of the following methods: (a) By compleling
Items B and 15, and refuming coples of the amendment; (b) By acknowledging receipt of this amendment on each copy of the offer submiliied; or (c) By

separate lotlor or telegram which Inciudes a reference to the salicilalion and amendment numbers. FAILURE OF YOUR ACKNOW.EDGEMENT TO BE RECEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF OFFERS PRIOR TC THE HOUR AND DATE SPECGIFIED MAY RESULT IN REJECTION CF YOUR OFFER, Ifby
virlue of this amendment you desire to change an offer already submitted, such chenge may be made by telegram or lefier, provided each telegram or letter makes reference
to the soficitation and this amendment, and is received prior to the opening hour and date specified. ’

12. ACCOUNTING AND APPROPRIATION DATA (if required)

See Schedule
13. THIS ITEM ONLY APPLIES TO MODIFICATION OF CONTRACTS/ORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS DESCRIBED N ITEM 14

_CHECKONE | A THIS CHANGE ORDER IS ISSUED PURSUANT TO: (Specify authorfly) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CQNTRACT
ORDER NO. INITEM 104,

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE GHANGES (such as changes In paying office,
appropriation date, eic) SET FORTH IN ITEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.103(b).

C. THIS SUFPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF: -

R 1. OTHER {Speciy lype of modiication and aulnoniy)
X FAR 52,217-9 "Option to Extend the Term of the Contract" (Unilateral)

E, IMPORTANT: Contractor [X]1s not, [Tis required {o algn this document and refum 0 copies to the Issuing office.

14, DESCRIPTION OF AMENDMENT/MODIFICATION ¢(Organized by UCF section headings, including soiicitation/contract subject matler where feasibla.)

DUNS Number: 878211283+0000
The purpose of this Modification P00005 is to exercise Option Year 3 under CLIN 0004 to

unilaterally extend the term of the contract from July 1, 2012 to June 30, 2013. Authority
to extend the contract is pursuant to FAR 52.217-9, Option to Extend the Term of the

Contract.

AAP Number: 60362 DO/DPAS'Rating: NONE
Discount Terms:

Net 30

FOB: Destination

Continued ...
Except as provided hereln, all terms and condltions of the document referenced in ltem 9A or 10A, as heretofore changed, remalns unchanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER {Type or prnt) . 1B8A, NAME AND FITLE OF CONTRACTING OFFICER (Type or print)
~EICHER
158. CONTRACTORIOFFEROR ’ 15C. DATE SIGNED 18C. DATE SIGNED
Signature of persen aufhorizad {0 sign) l L{ HW 26 i Z

FORM 230 {REV. 10-83) 1
Prescribed-by GSA
FAR {48 CFR) 53,243

NSM 7540-01-152-8070
Previous edition unuaable




REFERENGE NO. OF DIF"UMENT BEENG CONTINUED PAGE OF

CONTINUATION SHEET HSHODC~09-D{  )62/P0000S ( | 2 ,

MAME OF OFFEROR OR CONTRAGTOR
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION

ITEM NO, o SUPPLIES/SERVICES . QUANTITY [UNIT UNET PRICE AMOUNT
(A) {B} {C} |(b) (E) {(¥)

Change Item 0004 to. read as follows{amount shown
is the obligated amount):

0004 Option Year 3 0.00

Pericd of Performance 07/01/2012 through
06/30/2013
Amount: $0.00(Option Line Item)

OPTIONAL FORM 338 (4-86)
Sponsored by GSA
FAR {48 CFR) 63.110

NSN 7540-01-152-8067




AMENDMENT OF SOLICITATION/MODIFICATION OF CONTRACT 1. CONTRACTID CODE - PAGE OF PAGES

1 2
2. AMENDMENT/MODIFICATION NO. 3. EFFECTIVE DATE 4, REQUISITION/PURCHASE REQ. NO. 5. PROJECT NO! (I applicable)
PO00CO6 12/06/2012
6. ISSUED BY - CObE DHS/OPO/NPPAD/CS& 7. ADMINISTERED BY (If ofher than fiem 8) CODE |DHS/OPO/NPPAD/CS s8¢
U.S. Dept. of Homeland Security U.38. Dept. of Homeland Security
Office of Procurement Operations Office of Procurement Operations
NPPD Acquisiticn Division . NPPD Acquisition Division
245 Murray Lane, SW : 245 Murray Lane, SW
Building 410 Building 410
Washington DC 20528 Washington DC 20528
8, NAME AND ADDRESS OF CONTRACTOR (No., streel, counly, Slate and ZIP Code} %) 9A. AMENDMENT OF SOLICITATION NO.
SCIENCE APPLICATIONS INTERNATIONAL CORPORATION
GYBER AND INFORMATION SOLUTION COMP ) 9B. DATED (SEE ITEM 11)
6841 BENJAMIN FRANKLIN DRIVE ’
COLUM BIA MD 21046 . 10A. MODIFICATION OF CONTRACT/ORDER NO.
CO 1710 SAIC DRIVE MS 2.2.6 - ¥ |HSHQDC-09-D-00062
MOLEAN VA 22102
R 10B. DATED {SEE ITEM 13)
CODE " 8782112830000 FACILITY CODE 06/30/2009
11, THIS ITEM ONLY APPLIES TO AMENDMENTS OF SOLICITATIONS
[1The above numbered solicitation is amended as set forth in item 14. The hour and date specified for receipt of Offers [lis extended, [ 1is not axtendad.
Offers must acknowledge regeipt of this amendment prior to the hour and date specified in the salicitation or as amended, by one of the following methods: (a) By complsting
ltems 8 and 15, and returning coples of the amendment; {b) By ‘acknewledging receipt of this amendment on each cogy of the offer submitted; or (c) By

separate lefler or lelegram which includes a refarence fo the solicitation and amendment numbers. FAILURE OF YOUR ACKNOWLEGGEMENT TO BE REGEIVED AT
THE PLACE DESIGNATED FOR THE RECEIPT OF QFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR OFFER. IFby
virlue of this amendment you desire to change an offer already submitted, such thange may be made by telegram or leiter, provided each telegram or lefter makes reference
to the solicitation and this amandment, and {s receivad prior to the opening hour and date specified.
12, AGCOUNTING AND APPROPRIATION DATA, {If required)
See Schedule
13. THIS ITEM QONLY APPLIES TO MODIFICATION OF CONTRACTSIORDERS. IT MODIFIES THE CONTRACT/ORDER NO. AS PESCRIBED IN ITEM 14.

CHECKONE | p g'ﬂ?lg ECRl‘-IﬁgGlIPEJ (I)TRE?#IE’? IS ISSUED PURSUANT TO: {Specify aufhorfty) THE CHANGES SET FORTH IN ITEM 14 ARE MADE IN THE CONTRACT

B. THE ABOVE NUMBERED CONTRACT/ORDER IS MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such as changes in paying office,
approprialion dafe, efc,) SET FORTH IN{TEM 14, PURSUANT TO THE AUTHORITY OF FAR 43.7103(b).

X
C. THIS SUPPLEMENTAL AGREEMENT IS ENTERED INTO PURSUANT TO AUTHORITY OF:
D. OTHER (Specily type of modificafion and aufhority)
E. IMPORTANT: Conftractor . Is not, [Tis required to sign this document and return ____—0 copies to the issuing office.

14, DESCRIPTION OF AMENDMENT/IMODIFICATION (Organized by UGF section headings, including sclickation/contract subject matter where feasibfe.)
DUNS Number: 878211283+0000 ) ‘
The purpose of this Modification POO0B0E is to correct an error in PRISM.

All other terms and conditions remain unchanged.
ARP Number: 60362 DO/DPAS Rating: NONE-

Discount Terms:

Net 30

FOB: Destination

Change Item 0004 to read as follows (amount shown
is the obligated amount):

Continued ...
Except as provided hereln, al terms and conditions of ihe document referenced in ltem 9A or 10A, &s heretofore changed, remains unchanged and in full force and effect.
15A. NAME AND TITLE OF SIGNER (Type or prnf) 16A. NAME AND TITLE OF CONTRACTING OFFICER (Type or prinf)
SUSAN D. EICHER
158. CONTRACTOR/OFFERCR 16C. DATE SIGNED 168. UNITED STATES OF AMERICA i 16C. DATE SIGNED
(Signature of person authorized fo sign) . (Signature of Cenfracting Qfficar)
NSN 7540-01-152-8G70 STANDARD FORM 30 {REV. 1C-B3)

Proscribed by GSA

Previous edition unusable
FAR {48 CFR) 63.243




REFERENGE NO. OF DOCUMENT BEING CONTINUED

PAGE OF

CONTINUATION SHEET| . vne_pg-p-00062/P00006 2 2
NAME OF OFFEROR OR GONTRACTOR
SCTIENCE APPLICATIONS INTERNATIONAL CORPORATION
ITEM NO. SUPPLIES/SERVICES QUANTITY UNIT UNIT PRICE AMOUNT
(A} {B) (<) (D) (E) (F)
0004 Option Year 3 0.00

NSN 7540-01-152-8067

OPTIONAL FORM 336 (4-86)
Sponsored by GSA
FAR (48 CFR) 63110




‘

AMENDMENT OF 8OLICITATIOR/MODIFICATION IFF CONTRAGT

1. CONTRAGT 1D CODE

A O PR
1| 2

& AMENDMERTMOOIFIOATION NO, 5, EFECOTVE DATE 4. REQUIBTTONPURGHRSE REQ, NO, B, PROJEGT NO. (if appRcatio)
POOOOT Sea Block 16¢ RNCC-13-50073 _ ‘
0. (SSUED BY CODE |pHAa /OPO/NPEAD/05s | 7- ADMINISTERED BY i olner it fom 6 CODiE IDHS /0PD /NPPAD/ CS &t

U.S. Dept. of Homeland Security
Offica of Proouarement Opsrations
HPPD Acquisition Division

245 Murray lane, OW

Building 410

U,3, Dapt. of Hemeland Security
Cftlce of Proguremenk (pexations
NPPD Aoquisition Division

245 Mourray lane, W, Mailstop D115
Washington DC 20528-0115%

Washington DC 20524
8, RAME AND ADDRESE O COMTRAETOR {No,, b, covnly, Sisv ukd ZIP Cocly)

o~ AMERDMENT OF SOLIGHATION ND.

SCIENGE APPLICATIONS INTERNATIONAL GORPORATION
CYBER AND INFORMATION SOLUTION COMP
064 BENJAMIN FRAMKLIN DRIVE

98, DATED (SEE ITEM 11)

COLUM BIA MDY 21048 e
4 0A. MODIFICATION OF CONTRAGY/ORDER NO,
CO 1710 SAIC DRIVE MG 2-2-8 x HSHQDC~0‘§'ED-—00062
MCLEAN VA 22102
108, DAYED {SEE NEM 13)
COBE 782112830000 FAGILITY CODE 06/30/2009
7T, TG TR ORLY APFLIET Yo AMENDHER TS OF TOTHTT ARG

1 The ahoverramborsd solisetion ls saveded e sel forit b Hom 14, Tho hour and dale epecified for recalp! of it Oisrodendod,  []is not enesxiod,
Offors snuet ackaviadge racalps of thin amensdmond pror 4o the hotr end dato epbcifisd in Lho solicitan or 23 aranded, by ona of 1ha follewing meliods: {aj By torpioting
Boma B and 15, and retuming cojes of tha emondmant; (b Uy acknewlddging tootil of ik armeremont on ach copy of the offer subkmitied; or (o) By

. sepneala ltior oc inlagrem which Inckides a rok to the cofeltation md amendment nsnbers. FALURE OF YOUR ACKHOWLEDGEMENY TO BE REGEIVED KT
THE PLAGE DESHGNATED FOR THE RECEIPT OF DFFERS PRIOR TO THE HOUR AND DATE SPECIFIED MAY RESULT IN REJECTION OF YOUR ORFER. by
it of Wls amendmerd you desire to ehiungr an offer alesdy submillad, sucly chimgo mury b matk by abgram ar kitor, provided oach tefogruy or foliar makos roforence
{0 {ho aclicflalion and this amendment, and in socaived prior # e oporing hotr s deve spcifiol,

T2 AGGOURTING AND APFROFRIATION DATA (i requiod)

dae Schedule

13, THIS [TEN ONLY APPL:S TO MOBIFCATION OF CONTRAGTS/ORDERS. Tt MOMFIES THE COHTRACTIORDEIR NO. AS DRGCRIBED M ITEM 14,

GHECH ONE

i ek vl

8 : OROER 18 [SSUED PURSUART TO; 4 ARtE MADE I THE
*Mﬂ{lnﬁum {Specify aulhonly) THE CHANGES SET FORTH M ITEM 4 At CONTRAGCT

EAD NU&BIZRE Qﬂiﬂﬁ ER 18 MOBIFIED TO REFLEC
me};\)d%E ofe) SET FORTH IN ITEM 14, PURBUANT TO THE Al l‘;}sg
e IS OB ERERTAY ABNEEHESI IS ERTERE TN T FUROART O RUTHORTTY OF

DMIN A E8 fsteh
&rrgﬁ“‘rwgs?h&)mm; {sueh #s changas in paykng offico,

O, QTHER (OR06 B0 Ol noiieotn S/ SATon)

X FAR 52.217-%, Option te Bitend the Term of the Contract
E IMPORTANY:  Cenlratior Otenol, @12 raguid W siyn o o f.and relurt i ks to the Issuing ollics,
14 DESCRIPTION OF AMENDMENTAODIFICATION (Ortranizet! by UGF ancifon hoadings, fciudlng soicinlonontroet subjoc] motlled Whans faasiie |
DUNS Rumber: 8792112¢3+0000

Tha purxnoas of this Modirication P0G007 1g to 1) exercise {)pL.Lon Pariod 4, CLIN 0005 from

July 1, 2013 through June 30, 2014,

2y cha i ' ghn Ozwald, Emall
Addres

" nt i I3 F 3 ver, Emall Address:

4} changs the Contraclting OFflcer's Representative (COR) Fram Chrisiilan Onwateaka to Lamar

in llaim B or 104, as hevatelore chiwgid, romalns wizhangoed and in fulbfanse ond offecd.
TOANAME ANO TITLE OF GONTRACGTING OFFICER (7ype or piind)

Patricia Olivexr

SA
FAR {46 CFR) 53.243




FAR B CHIB B3 110

REFERENCE NO. OF DL #ENT BENG CONTINUED ADE  OF
CONTINUATION 8HEET |, o1 oo 08-13-00062/ 500007 2 |2
HAME OF OFREROR ORt CONTRACTOR
" SCIENCE APPLICATIONS IRTERMNAPIONAL. CORPORATION
ITEMBO. BUPPLIENIERVICES aunarvhig UNIY FRIGE AMCUNT
(A} {€)  |ip} (E} ()
'OB: Destination
Rarivd of Performance: 07/01/2013 to 06/30/2014
Change Item 0005 to read as followa(amount shown
is the obligated amount);
0pas Optilon Year 4 - Exerclaed 0.00
Amount: 40.00{Option Lins Item)
HEN 184001 102-Toay ORTKAALFOR 336 [4-06)
Spopsorebly S64












































































































