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1.0 SCOPE

Pursuant to General Services Administration (FSA) Federal Supply Services (FSS)
Contract Number GS-23F-0025 Booze Allen Hamilton (BAH) agrees to terms listed in
this Blanket Purchase Agreement (BPA) with the Department of Homeland Security
{DHS), Office of Procurement Operations (OPO) for Professional Engineering Services
(PES) under the Federal Supply Class (FSC) 871, SINs 871-1 through 871-6

2.0 BPA SPECIFIC INFORMATION
References incorporated into this BPA:

(a) RFQ HSHQPB-03-Q-00003, posted on 27 May 05.

®) Revised page changes issued, email dtd 08 Jun 05

(c) BAH Response Quote BPA-0O0021, dated 17 Jun 05 05.

(d)  GSA PES FSS number GS-23F-0025K. (effective 29 Oct 99).

Al task orders (TOs) placed against this BPA are subject to the terms and conditions of
the FSS contract cited herein. In the event of any inconsistencies between the provisions
of this BPA and the FSS contract, the provisions of the contract will take precedence.
However, more stringent requirements of the BPA like in restrictions, organizational
conflict of interest, and delivery represent added values rather than inconsistencies.

Specific deliverables and required formats for each requirernent will be delineated in
individual orders issued under'this BPA. Inspection and acceptance of all work
performed by the Contractor shall be by the Contracting Officer’s designated
representative,

The Government is obligated only to the extent of authorized services/purchases by TOs
issued under the BPA.

The Government éstimates, but does not guarantee, that the volume of purchases
_throughout the BPA is $250 million. If the actual amount is less than the estimate, the
Government will not be liable for any difference, however, the ceiling of this BPA is

NTE $250 million.

Pricing will be considered as that which was quoted as above, or otherwise negotiated
prior 1o the issuance of each respective TO. The Government will also accept spot
discounts and promotional discounts. These discounts do not preclude the Contractor
from offering, or the Government from, asking for further price reductions in accordance
with commercial practices, market forces, and volume buying at the time of placing
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orders. The Contractor can voluntarily reduce prices at any time by giving notice (by e-
mail) to the Contracting Officer.

It is the responsibility of the Contractor to notify the Contracting Officer of GSA

. Schedule price changes affecting rates and services listed or incorporated by reference in
the BPA and/or TO. The prices paid shall be at the discount rate provided in response 10
RFQ HSHQPB-05-0003, BAH’s quote no. BPA-P0021.

3.0 NON-TRAVEL ODC COSTS: All non-travel ODC costs-over $500 each must be pre-
approved by the COTR. All ODC costs must be accounted for monthly.

4.0 ORGANIZATIONAL CONFLICTS OF INTEREST:

(a) Purpose: The primary purpose of this clause is to aid in ensuring that: (i)
The Contractor’s objectivity and judgment are not biased because of its past, present, or currently
planned interests (financial, contractual, organizational, or otherwise) which relate to work under
this Contract; (2) the Contractor does not obtain an unfair competitive advantage by virtue of its
access to non-public information regarding the Government’s program plans and actual or
anticipated resources; and (3) by virtue of its access to proprietary information belonging to
others, the Contractor does not obtain any unfair competitive advantage.

(b} Scope: The restrictions described herein shall apply to performance or
participation
by the Contractor and any of its affiliates or their successors in interest (hereinafter collectively
referred to as “contractor™) in the activities covered by this clause as prime contracior,
subcontractor, cosponsor, joint venture, consultant, or in any similar capacity.

(1) Maintenance of Objectivity. The Contractor shall be ineligible to participate

in any capacity in confracts, subcontracts, or proposals, therefore (solicited or
unsolicited) which stem directly from the Contractor’s performance of work under
this Contract or are directly related to this contract, for example under the same
Project or Programs. Furthermore, unless so directed in writing by the Contracting
Officer, the Contractor shall not perform any services under this Delivery Order on
any of its own products or services, or the products or services of another firm if the
Contractor is, or has been substantially involved in their development or marketing.
In addition, if the Contractor under this Delivery Order advises the Government on
the preparation of, or prepares complete, or essentially complete, Statement of Work
or objectives for competitive acquisitions, the Contractor shali be ineligible to
perform or participate in any capacity in any contractual effort which is based on
such Statements of Work or chjectives. Nothing in this.subparagraph shall preclude
the Contractor from competing for follow-on contracts involving the same or similar
services.
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(2} Access To and Use of Government Information. [f the Contractor, in the
performance of this Delivery Order, obtains access to information such as plans,
policies, reports, studies, financial plans, or data which has not been released or
otherwise made available to the public, the Contractor agrees that without prior
written approval of the Contracting Officer, it shall not: (a) use such information for
any private purposes unless the information has been released or otherwise made
available to the public; (b} compete for or accept work based on such information
for a period of six months after the completion of this Delivery Order, or until such
information is released or otherwise made available to the public, whichever occurs
first; (c) submit an unsolicited proposal 1o the Government which is based on such
information until one year after such information is released or otherwise made
available to the public; and (d) release such information unless such information has
previously been released or otherwise made available to the public by the
Government.

(3) Access To and Protection of Proprietary Information. The Contractor agrees
that, to the extent it receives or is given access to proprietary data, trade secrets, or
other confidential or privileged technical, business, or financial information
(hereinafier referred to as “proprietary data™) under this contract, it shall treat such
information in accordance with any restrictions imposed on such information. The
Contractor further agrees to enter into a written agreement for the protection of the
proprietary data of others and to exercise diligent effort to protect such proprietary
data from unauthorized use or disclosure. In addition, the Contractor shall obtain
from each employee who has access to proprietary data under this Delivery Order, 2
writien agreement which shall in substance provide that such employee shall not,
during his/her employment by the Contractor or thereafter, disclose to others or use
for their benefit, proprietary data received in connection with the work under this
Delivery Order.

(c) Subcontract. The Contractor shall include this clanse, including this paragraph,
in all consulting agreements and subcontracts of any tier unless directed otherwise by the
Contracting Officer. The term “contract”, “contractor”, and “Contracting Qfficer” will be
appropriately modified to preserve the Government’s rights.

(d) Representations and Disclosures.

(1) The Contractor represents that it has disclosed to the Contracting Officer,
prior to award, all facts relevant to the existence or potential existence of
organizational conflict of interest as that term is used in FAR Subpart 9.5.

(2) The Contractor agrees that if after award it discovers an organizational
conflict of interest with respect to this contract, a prompt and full disclosure shall
be made in writing to the Contracting Officer which shall include a description of

the action the Contractor has taken or proposes to take to avoid or mitigate such
conflicts.
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(e} Remedies and Waiver.

{1} For breach of any of the above restrictions or for nondisclosure of
misrepresentation of any relevant facts required to be disclosed concerning this
contract, the Government may terminate this Delivery Order for Defauit,
disqualify the Contractor for subsequent related contractual efforts, and pursue
such other remedies as may be permitted by law or this Delivery Order. If,
however, in compliance with this clause, the Contractor discovers and promptly
reports an organizational conflict of interest (or the potential thereof) subsequent
to contract award, the Contracting Officer may terminate this Delivery Order for
convenience if such termination is deemed to be in the best interest of the
Government.

(2) The parties recognize that this clause has potential effects which will survive
the performance of this contract and that it is impossible to foresee each
circumstance to which it might be applied in the future. Accordingly, the
Contractor may at any time seek a waiver from the Contracting Officer by
submitting a full written description of the requested waiver and the reasons in
support thereof. If it is determined to be in the best interest of the Government,
the Contracting Officer will grant such a waiver in writing.

(f) Moedifications. Prior to a contract modification, if the Statement of Work is
changed to add a significant new work, the Contracting Officer may request and

the Contractor be required to submit either a new organization conflict of interest
disclosure or an update of the previously submitted disclosure or representation.

{End of Clause)

5.0 BPATERM

The term of the BPA is five (5) years from, 09 September 2005 through 31 August 2010,
60 STATEMENT OF WORK

Statement of Work (SOW) in Attachment 1 to this BPA.

7.0 PRICING/RATES

As referenced in paragraph 2.0 above, this BPA incorporates by reference, the
Contractor’s GSA Discounted Rates.
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However, for user ease of access, Attachment 2 to this BPA depicts the Pricing Schedule
rates through 31 August 2010 as that included by reference in paragraph 2.0 above.

8.0 SECURITY

1) Reference Attachment 3, DD Form 254, Contract Security Classification
Specification for the security requirements for the BPA.

2) FAR 52.204-2 (Security Requirements( (Aug 96) is hereby incorporated:

(a) This clause applies to the extent that this contract involves access to
information classified “Confidential,” “Secret,” or “Top Secret.”

(b) The Contractor shall comply with --

(1) The Security Agreement (DD Form 441), including the National
Industrial Security Program Operating Manual (DoD 5220.22-M); and

(2) Any revisions to that manual, notice of which has been furnished to the
Contractor.

{c) If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the
changes cause an increase or decrease in security costs or otherwise affect any
other term or condition of this contract, the contract shall be subject to an
equitable adjustment as if the changes were directed under the Changes clause of
this contract.

(d) The Contractor agrees to insert terms that conform substantially to the
language of this clause, including this paragraph (d) but excluding any reference
to the Changes clause of this contract, in all subcontracts under this contract that
involve access to classified information.

9.0 FUNDING
This BPA does not obligate any funds. Funds will be obligated on individual TOs against

this BPA. The Government is obligated only to the extent of authorized purchases
- actually made under the BPA.

,,,,,,,
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TASK ORDER SPECIFIC INFORMATION

The following ordering procedures apply to all BPA TOs:

Services will be ordered by a Contracting Officer via written TOs.

TOs are subject to the terms and conditions of the Contractor’s GSA/FSS
Contract number. )

TOs shall only be issued from the date of the BPA award through its expiration.
All costs associated with preparation and/or discussion of the Contractor’s TO
quotations will be at the Contractor’s expense and are not directly billable to the
Govemment.

No work will be performed and no payment will be made except as authorized by
a written TO.

A TO will be considered issued when the Government transmits the bilaterally
signed TO to the Contractor.

Each individual Request for Quote (RFQ) which is expected to lead to the issuance of a
TO, will specify the method and instructions for submitting either an oral presentation
and/or a written quotation. Additionally, as a minimum, each such RFQ will include:

e 0 o ¢ ® o &

-]

11.0

BPA number

Description of the services to be performed

Specific reporling requirements, e.g. Key Personnel

Desired delivery schedule

Place of performance/delivery

Security requirements

Request for a Firm Fixed Price (FFP).to complete the requirements or a ceiling
price for those tasks to be performed on not-to-exceed pricing - time and materials
or labor-hour basis

Response due date

TASK ORDER ACKNOWLEDGEMENT

The Coniractor will acknowledge signed receipt of each TO within two (2) working days
after receipt, to the Contracting Officer.
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120 PAYMENT AND INVOICE INFORMATION

Payment shall be made for services accepted by the Government delivered to the
destinations set forth in the TO. The Government will make payment in accordance with
the Prompt Payment Act (31 V.8.C. 3903) and Office of Management and Budget
(OMB) Circular A-125, Prompt Payment. The Government will make payment in
accordance with the clause FAR 52.232-33, Payment By Electronic Funds Transfer -
Central Contractor Registration (May 1999).

An EFT/ACH Vendor Payment Enrollment Form must be completed and submitted by
the Contractor to the Contracting Officer. The payment office will be cited in each BPA
TO.

All invoices shall contain the following information at a minimum:

Name & Address of Contractor/Signature and Name of point of contact/
Date and invoice number

BPA number

GSA FSS number

Number and date of BPA TO

Labor categories utilized (actual categories required only for pricing arrangements
other than FFP)

TO Line Item Number (TOLIN), if applicable

Labor Category, Labor Rate, and extension of each applied against the TO.
Performance period ,

Interim payment period, payment for partial delivery, if applicable

Prompt payment discounts

¢ & ¢ © @ O

o 0 © o ©

Invoices can be submitted on a monthly basis. The Contractor can comply with the
requirements of a proper invoice as specified in the GSA FSS contract.

13.0 KEY PERSONNEL ANDSUBCONTRACTORS

For each TO, the Contractor will identify key personnel who will work full time and
exclusively on each TO, and may not substitute with other personnel regardless of
-qualification, unless prior approval is provided by the Contracting Officer as
recommended by the Contracting Officer Technical Representative (COTR). Key
personnel must possess the necessary skills, knowledge, clearances, training, and _
. experience to perform the essential duties of their jobs throughout the period of the BPA.
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For each TO, the Contractor shall identify all subcontractor(s) and consultant(s) which
the Contractor plans to assign to the TO. The Contractor shall obtain Contracting Officer
approval prior to making the final selection of the subcontractor(s) or consultant(s) or
prior to making a substitution once the TO is issued.

14.0 SURVEILLANCE AND ACCEPTANCE OF SERVICES

The Contracting Officer’s delegated COTR shall perform surveillance over the
Contractor’s performance enstring that efficient methods for performance and effective

cost controls are being used, and shall accordingly accept or reject work and associated
deliverables.

15.0 AUTHORIZED BPA USERS

Only authorized DHS/Science and Technology Directorate personnel will be users of the
BPA.

16.0 TRAVEL DOMESTIC AND FOREIGN:

(a) All travel shall be in accordance with the Federal Travel Regulation (FTR)
and must follow DHS, S&T Domestic and Foreign travel policy and
procedure.

(b) The COTR must authorize in advance, and in writing travel Contractor
employees that is to be charged as a cost to this contract. This approval may
be granted when the travel is necessary to the efforts required under the
contract and it is otherwise in the best interest of DHS, S&T.

(¢) The Contractor may provide written notice to the COTR via email.

(d) The Contractor shall submit to the COTR, a travel report, in a format and
acceptable to the COTR, no later than fifteen (15) days after the conclusion of
the travel.

10




BPA STATEMENT OF WORK: BPA No. HSHQPA-05-A-00058, SETA (This SOW is
applicable to all successive Task Orders, unless otherwise stated within the Task Orders)

1.0 INTRODUCTION
1.1 Statement of Work

This Time and Materials/Labor Hour Statement of Work (T&M/LHSOW) provides
for Systems Engineering and Technical Assistance (SETA) to the Department of
Homeland Security (DHS) within the Science and Technology (DHS (S&T)) Directorate.
SETA support will include program and technical management, program planning and
oversight, technical evaluation, project analysis, risk mitigation, data development and
management, and other financial, human resources, information technology, security,
general administrative, and technical support for current, potential, and proposed DHS
technology programs. DHS S&T requires this support to conduct its research projects
more effectively and efficiently, and to facilitate its efforts to introduce and enhance
technological products, services, systems, and capabilities to Federal, state, local, and
tribal law enforcement organizations.

It is particularly important that support to DHS S&T be structured in a way to avoid
disruption of the development of the vital technologies it sponsors. This support requires
not only an in-depth, demonstrated understanding of DHS (§&T)’s technology projects,
practices, policies, and procedures, but the ability to respond promptly to changing
Directorate requirements. It is critical that the Contractor selected be capable of
providing personnel with sufficient background and expertise to effectively support the
broad range of DHS (S&T)’s Research, Development, Test, and Evaluation initiatives.

The contract mainly will support the following Business Units and Directorate agencies:
DHS {8&T) mission.

s Directorate Front Office (FO): Includes the Chief of Staff, Chief Financial Officer, Chief
Information Officer, Human Resources, Security, Facilities, and Weapons of Mass "~
Destruction Operations and Incident Management (WMDO-IM)

Plans, Programs and Budget (PPB)

Office of Research and Development (ORD)

Office of Systems Engineering and Development (SED)

Homeland Security Advanced Research Projects Agency (HSARPA)

g @ © o0

The DHS (S&T) directorates requires SETA support during several phases of planning,
programming, acquisition, and implementation cycles of various Homeland Security and
Government systems. Support shall complement the Govérnment’s technical expertise in
accomplishing its mission,

1.2 Mission

The mission of DHS is to: Lead the unified national effort 1o secure the United States.
The Department will prevent and deter terrarist attacks and protect against and respond to



threats and hazards to the nation. We will ensure safe and secure borders, welcome lawful
immigrants and visitors, and promote the free-flow of commerce.

The mission of DHS (S&T) is to: Conduct, stimulate and enable research, development,
test, evaluation and timely transition of homeland security capabilities to Federal, State
and local operational end-users. DHS (S&T) coordinates and conducts the nation’s
homeland security research and development needs. These urgent needs include, but are
not limited to, the following:

e Development of biological and chemical countermeasures to reduce the probability
and impact of terrorist attacks,

e Development of countermeasures against explosive attacks against citizens,
infrastructures, and transportation targets,

e Coordination with intra and interdepartmental entities for chemical, biological,
radiological, nuclear, and high explosive (CBRNE) response and operations;
principal S&T Directorate interface for coordinating with interagency entities for
CBRNE related activities, to include exercise participation.

e Development of technologies that could assist DHS units to perform their existing
missions,

o Analysis of threats and -assessments of vulnerabilities, especially in information
technology,

e Development of a standards program for homeland security technologies to ensure
integration and interoperability of systems used to secure the homeland, and

o Funding of university research and basic research in support of homeland security.

Many of the above mission responsibilities are interrelated, and emtail
specific relationships with other civilian agencies and military commands of
both the United States and its Allies.

The missions of DHS S&T Business Units are:

e  Office of Plans, Programs, and Budget (PPB): Focus for activities that ensure the
development and continuing innovation of programs to meet both short-term and
fong-term goals in accordance with national policies. Portfolic. managers within this
office partner with operational end-users to identify requirements, create RDT&E
portfolios with strategic initiatives to address these requirements, and prioritize
investments in S&T to produce effective and needed capabilities, equipment, and
systems. This office also provides policy coordination with other federal agencies
and the international community, develops standards for homeland security
equipment, and carries out the Department’s Safety Act responsibilities.

e  Office of Research and Development (ORD): Executes intramural RDT&E
programs within the national and federal laboratories and the nation’s universities.
The office supports university and fellowship programs, and provides the nation an
enduring research and development complex dedicated to iomeland security.




o Homeland Security Advanced Research Projects Agency (HSARPA): Engages,
through competitive contracting, industry, and academia in innovative research and
development, rapid prototyping, and technology transfer to meet operational needs.

e  Office of Systems Engineering and Development (SED): Transitions large-scale
or pilot systems to the field through a rapid, efficient, and disciplined project
management process. Critical functions include operationat tasks and evaluations,
systems development and demonstration, and pre-production qualifications.

2.0 DELIVERABLES: Deliverables will take the form of software, presentations and
written reports and analysis in the Contractor’s format unless otherwise specified.

3.0 GOVERNMENT FURNISHED SERVICES: Government property support to the
Contractor shall be in accordance with Federal Acquisition Regulations {FAR)
Subpart 45.3 “Providing Government Property to Contractors.” When the Contractor is
required to work in a Government facility, the Government may furnish or make
available working space, equipment and network access. Parking facilities will not be
provided, however, several private (pay) parking facilities are located in the area. Copies
of required materials cited in the SOW will be provided to the contractor in hard copy
and/or soft copy. All materials remain Government property, and will be returned to the
COTR upon request or at the end of the period of performance. DHS (S&T) members
will be available for technical exchanges with the Contractor, and will provide technical
input, answer questions, review completed work, and provide feedback regarding
contract efforts.

4.0 GENERAL INFORMATION
4.1 Governmentzl Supervision of Contractor Employees:

Work Hours: When working on Government sites, normal duty hours are 8:00
am - 5:00 pm, Monday through Friday, unless otherwise specified by the DHS
S&T Directorate. Circumstances may require the Contractor provide services after
normal duty hours. In the event of a shutdown for any reason, the Government
will not be liable for Contractors’ costs incurred during this period except to the
extent agreed in advance by the COTR/PO.

4.2 Legal Holidays: The DHS S&T office normally is closed on Government Holidays.
If work is necessary, the Contractor must make arrangements with the Government
Supervisor prior to the Holiday. The Government observes the follovwng 10
Federal Holidays:

New Year's Day

Martin Luther King's Birthday
President's Day

Memorial Day

Independence Day

Labor Day

Columbus Day

Veteran's Day

Thanksgiving Day

Christmas Day




4.3 Security Requirements: The Department of Homeland Security (DHS) has
determined that performance of this contract requires that the Contractor,
subcontractor(s), vendor(s), etc. (herein known as Confractor), may require access to
classified National Security Information (herein known as classified information).
Classified information is Government information which requires protection in
accordance with Executive Order 12938, “Classified National Security Information,”
Executive Order 12829 “National Industrial Security Program,” and supplementing
directives. The following from Clause 52.204-2, “Security Requirements,” also apply:

SECURITY REQUIREMENTS (52.204-2) (AUG 1996)

(a} This clause applies to the extent that this contract involves access to
information classified "CONFIDENTIAL," "SECRET.," or "TOP SECRET.”

(b} The Contractor shall comply with (1) the Security Agreement (DD Form
441), including the "National Industrial Security Program Operating Manual"
(DOD 5220.22-M), and (2) any revisions fo that manual, notice of which will be
furnished to the Contractor.

(c) If, subsequent to the date of this contract, the security classification or
security requirements under this contractare changed by the Government and if
the changes cause an increase or decrease in security costs or otherwise affect
any other term or condition of this contract, the contract shall be subject to an
equitable adjustment as if the changes were directed under the Changes clause of
this contract.

(d) The Contractor agrees o insert terms that conform substantially to the
language of this clause, including this paragraph (d) but excluding any reference

to the Changes clause of this contract, in all subcontracts under this contract that
involve access to classified information.

Contract security classification specifications will be as provided in a DD Form 254-E to
accompany the Request for Quotation (RFQ), see attachment 3. [t is anticipated the following
will be specified (paragraphs correspond to the DD Form 254-¢):

e Paragraph 10: The contragt will require access to:
a. Communications Security (COMSEC) information
b. Restricted Data
d. Formerly Restricted Data
e.(1). Sensitive Compartmented Information (SCI)
f. Special Access Information

j. FOR OFFICTAL USE ONLY Information



&

k. Other (Sensitive But Classified (SBU) and Law Enforcement Sensitive
(LES))

Paragraph 11: In performing this contract, the Contractor will:
¢. Receive and Generate Classified Material

g. Be Authorized to Use the Services of Defense Technical Information Center
{DTIC) or Other Secondary Distribution Center

Jj- Have Qperations Security (OPSEC) Requirements
k. Be Authorized to Use the Defense Courier Service

4.4 Information Technology Security Training and Oversight

All Contractor employees using Department. automated systems or processing
Department sensitive data will be required to receive Security Awareness
Training. This training will be provided by the appropriate component agency of
DHS.

Contractors, who are involved with management, use, or operation of any IT
systems that handle sensitive information within or under the supervision of the
Department, shall receive periodic training at least annually in security awareness
and accepied security practices and systems rules of behavior. Department
Contractors with significant security responsibilities shall receive specialized
training specific to their security responsibilities annually. The level of training
shall be commensurate with the individual’s duties and responsibilities and is
intended to promote a consistent understanding of the principles and concepts of
telecommunications and IT systems security.

All personnel who access Department information systems will be continually
evaluated while performing these duties. Supervisors should be aware of any
unusual or inappropriate behavior by personnel accessing systems. Any
unauthorized access, sharing of passwords, or other questionable security
procedures should be reported to the local Security Office or Information System
Security Officer (ISSO).

4.5 Performance of Services During Crisiss The Government on a
quarterly basis will advise the Contractor on which SETA positions are deemed
mission essential. Performance of services during dny crisis declared by the
President of the United States or the Secretary of Homeland Security is required
for mission essential SETA. positions. '

4.6 Travel Requirements: Should Contractor travel be required, it must be
submitted to the COTR for approval. All travel shall be in accordance with
Federal Travel Regulations (FTR). For reimbursement of travel and associated
direct costs, the Contractor shall provide appropriate supporting documentation.
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CONTRACT SECURITY GLASSIFICATION Y0P SECRET
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o all socunity aspetts of thiy afort) TOP SECRET
2 THIS SPECIFICATION I5 FOR: (X and complata as applicable) 8. THIS SPECIFICATION IS: (Xand oomplate as applleaBle)
< |- CONTRAGT NUMBER % Deta ( YYOHOD)
HSHQPA-05-A-000538 o QRIGINAL (Completa date in o bases) 08/08/25
T, SULCONTRAGT NURBER . REVISED (ouparavdes | Reviwian o, Oeto (Y¥HEE)
all pravvlass Bpeca)
& SOUCITATION OR OTHER HUMEER Tua Usta (Y700 Data{ FrsaDD)
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6. CONTRACTOR (oo Demmsseial wxd O Extity (0AGE) Cods)
&, RALIE, AULREES, AND 2P GOUE H. GADE CODE | . COUMZANT RECTRITY GRFICE (Nama, AAGrars, Gnd Zip O]
Booz Allen Hamilton Defense Secuity Service
8323 Greenshoro Drive 17038 | 7010Little River Turapike, Suite 430
#clean, VA 22102-3838 Anpandale, VA 22003
7. SUBCONTRACTOR ,

"o TARE AL GHRESS, AND 218 CODE T CAGE CODE | & COGNIZANT GECURITY OFFIGE (Namme, Address, snd &P Lodo)
2. ACTUAL PERFORBTANCE . )

[ & FAKE, ADDHESS, ANDZIF CODE - "B EREEConE | COGHITANTURGURITY OFFIE [FName, Addrons, snd Zip Cong)
Baoz Alien Hamilton ' Defense Security Service
8323 Greenshoro Drive 11028 7010 Little River Turnpike, Suite 430
#clean, VA 22902-3838 Annanddle, VA 22003

5. GENERAL IDENTIFICATION OF THE PROCUREMENT _
(U) Contractor Provide professional engineering services (SETA) for the Depariment of Homeland Security (DHS), Defense Nuclear

Detaction Office (WNDO).
0 THIS CONRTRACT WILL REQUIRE AQCEES TO: ©bves | Ro D14.IN PERPORGANG THIS CONTRACT, THE CONTRACTOR YE3 | ND
] a, cuwmnﬁouazﬁcumumxssmmmmou TR g Py mwmmmﬂM?ﬂmm ¥

b, RTYTAICTED OATA X <. RESEIVE CLABGIFED DOCUMENTS OMLY X

¢, CAMMCAL NUCLEAR WEAPCH DEIIUN INFORIMATION ] ¥ ] & REQSIVE AN ORNERATE CLAGIIFIED MATERIAL X

. FORRERLY REDTRICTED DATA % . FABRICATE, HOUIFY, OR STORE OLASBIFIRD MARDWARE X

w INTELLIGENOE INFORMATION: _ _ ' ' m. PERFOIRM smcp_m.\'_ B X
{1} Banaitive Compartranted tnformation (@O - ! X
(2) NowB0t - ' bR X

1. SPESIAL ACCESS INFORUATION X %

2 NATGINPORMATION - ® ] ¥ HAVE TEMPEST REQUIAGMENTS. X

h. FOREIGN GOVERIRENT INFCRIATION 3% | F Have 6@1@@3 SECURITY (OPSES] REQUIRERENTS X

L. LISITED DIGSEMMNATION INFORMATION ' -x. urae_wqmzs_.nm UBE THIZ DEFESYSE COURIER SERVICE x

). FUR OFFICIAL USE CHLY INFORMATION X 1 1 OTHER (Soackyy

K. GTHER (Spacity) Sensitive But Untlssaified (SHU) SEEVEM 13 & 14 .

ﬁ[} Form 25848, JAN 85 ’ vabés eﬁlﬂqmam'aheohbe ' " Computar Generated Form
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Seouzity Manus] & Unizan B has taon approvad Tor publla Mldsca by sppropristy U8 Governmeht atitharily, Praposad publio ralessss shull be mutmiiled for 2aproval neler to
aa858
Ciret Treaugh (Specifyls RELEASE OF CLASSFIZD INFORMAITON WITHOUT PRIOR APPROVAL FRO& DHS 13 GTRICTLY PROHIDNTED

The contractor fa responsivte for obiining approvel from DHS DNDO and the Offics of Seourity prior to releass of any infommtation reccived ot genemted under this
contrast N0 BCT o SAP INFORMATION MAY BE RELEASED 10 THE PURLIC AT ANY TIME.

13, S«ur!tycﬂdmmf by chmifinion gisd dod fom thip shoiit mter B Rbestifiod btawr. 12 ey dificolie fy econcrcred bs xppiyieg tt goidanc or 1f my otber centriboting Grer indlontes 8 nosd
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Eedenon}
Ref 10 a1 b. COMSEC Information should be handled in zegordance with applicable national directives and DHS instructions from
DHS COMSEC Custodian, Mr, Scott Oglesby, who can be cantracted at{202) 401-1079. Contractor is authorized to use U.S,
Govenmment crypropraphic equipment. Acoess to clasaified COMSEC mfoxmhon vequires a final 1.8, Government clearance at the
appropriate level. Further disclosure of COMSEC information by a confractor, o mchide subconrracting requires prior-approval of the
contracting activity. Contractor shall request COMSEC guidance und verify that a copy of the NISPOM and NSA Marual 90-1 was
requested on their behalf from NSA.
Ref 10D.J/d, Contractor is suthorized access o RD. Access to RD requires & final US Government clearance. Subcontracting requires
prior approval of the Goveniment's Contracting Officer’s Technical Representative (COTR) or designated Praject Officer (PO},
Conteactors should process their dmmemqmsttbmghthw@mnmm COR and DHS Persomel Secnrity Division, For questions
pertaining to Certification of contractors in ascordanies with 10-Code of Federal Regulations 1045; Desivative RD Classifiers,
contractons should comtsct M. Mike Taylor, at {202) 772-5012.
Bef 102.{1}(2), SCUNon-SCll: All cantractor parsdnnel requiring access to SCT o NeN-SC] information must be U.S. citizens, have
been granted a final Top Secvet Security cledrance by the U.S. Gowmmixmbmappmvﬁ asmmngncmsm criteria by DHS
€50, and have been indectrinated for the applicable compariments of SCI access prior 10 being given any access 1o soch fnformation
seleasod o gepenated under this contract, Immigrent aliens, personnel eleared on an intetim basis, or personzel holding contractor
granted CONFIDENTIAL clearances, are not eligible for access o ¢lassified information under this contract. SCI or Nou-SCI
information associated with this contract shall not be released to subcontractors witkiout permission of the DES CSO.
Ref, 10 J/10 k. FOUD and Law Enforcement Sensitive: The contractor is responsible for handling and marking FOUQ information in
accondauce with DS Directive (MD 11042.1) “Safeguarding Sensitive tut Unclassified (For Official Use Only) Information.” Dated.
J’amm:y 6, 2005. Furthennore, DHS cmployzes and confsacmrs st sign 2 special Non-Disclosure Agreement before receiving acoess

10 mlass{ﬂed FOUQ information. Cowtrackrs with questions on herdling DHS FOUO shell contact DHS OS ASD at (202) 772-5012.
14_ ADBIT&OHAL SEGUﬂH'Y ' REQUIREMENTS, fozutremienta Menity th pet Shtuni Iy fho conty X

mm:%mmm mamﬂmwwbuww

m&ym«n uwthrnmtlﬁwnisM)

Refftem 10 £ {SAP) Pror apmoval is required; COTR and Coniractor shall make prior
coordination with DHS SSPD prior to fzssuance of award to subcontracting, “DHS/OS/SSPD
CONCURS THAT EXCEPTIONAL SECURITY MEASURES ARE NECESSARY, MEASURES
THAT ARE ABOE% AND BEYOND NORMAL SECURI’I’Y’ MEASURES.”

15, INSPECTIONS. & cfiniy arg putalda the Mapactan mpemmamvmmw uﬂlm mvmmtmmdumg ] i Yea l ! No
smmwmmmwmwﬂwwwmm MeaRant 13Emmmmnnmfﬂ,)
Ref 10.e.(2) SED CONCURS ANEY APPROVES THE "NEER ENOW” AT THE 3CL, Non-SCI LEVEL”
v Date: e Mo

Clesrances: Aceess to intelligence information roquires 2 figal US Gavernment clearance, )
Subcontracting: Subcontracting requires prior approval of the GCA. The DSS (CSG) does ot conduct inspections for Seusitive
Comparimented Information (SCI), but retains responsibility for all non-SCT classified mhaterial released to/lor devaiupad utider the

Lcontract and held by the contractor.
18. CERTIFICATION AND SIGNATURE, Socurlly requirements s’tated harain ara uumplnta and adequata for mamndlng tha classifind
information to be rolensad of goneratad undar this slassifiad offort: All quostions ahall be refarrad t $ho sfitelal namad balow.

8. TYPE} NADE OF GGl TING QFFIGIAL B TIE ¢ TELEFHONE (Reis Aren Goso)
Jose Salazar .. Pragram Manager {202} 772-5078
SR, indusirial $ecurity Program

o ARDRERS (lucludo Tp Coalo) - 17. REGUIRED DISTRIGUTION

Depariment of Homalami Saoqurity x | = CONTRAGTOR

Office of Sscurity % | b GUSCONTRAGTOR

Weazshington D,C. 20628 ¥ | o COONIZANTSECURITY OFFIOR FOR PRIME AND SUBCONTRACTOR

d. U4 ACTIVITY RESPONDIELE FOR GUERREAS SEOURITY ADMINMETRATION .

-.m
-"J-‘ ' .
; 3 b&?w‘ X | & ADMINIFTRATIVE CONTRACTING OFFICER
1 |1 ornzRzASNECERSARY

) Fifm: 254-F Reverss, JAN 95
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DD Form 254 - Continaation to Com. ¢ # HSHQPA-05-A-00058 ) page 3 of3

Block 13 Security Guldance Continned: T _

Ref 11.a. Contract performance is restricted to the contractors” facility, snd DHS Govermment buildings located in aud &ronnd the
metropolitan ares of Washington, D.C. All contractor personne] must: be U.S. citizens, have been granted 2 final security .
clearance by the U.S. Government, have been approved as meeting criteria by DHS CS0, and have been indoctrinated by 2 Non
Disclosure Agreement, Standard Form 312 for this specific program prior to being given any aceess to such information released
or generated under the Blanket Purchase Agreerent (contract). Imrigrant aliens, persomoel cleared on an interim basis, ot
personnel holding contractor granted CONFIDENTIAL clearances, arc not cligible for access to classified information reicased
or generated under this conhract without the express permission of the CSO throngh the DHS Personrel Division (DHS/ED).
Interim Top Secret Clearances ate not accepted by DHS. All §CI work is to be performed at the Government Site. The
contractor and the Contracting Officer Technical Representative or other delegated representative will revalidate all SCI and SAP
billets under the contract with SSPD annuaily or whén a revised DD Form 254 18 isswed, whichever is sooner.

Ref 11.c. The contractor shall derivatively classify newly created information associated with this effort based on the
classification guidance provided through existing classified sources. All classified information shall be marked in
accordance with the NISPOM. The ISOO Pamphlet on “Marking Classificd National Security Fformation” dated March
25,2003, may be used as a guide on the proper marking of classified information. Questions relating to Marking
Classified Nationsl Security Information can be addressed to DHS Office of Secuxity Administrative Security Division, at
telephone (2023 358-1438, All classified information recaived or generated under this contract i the property of the 118,
Goveroment. At the termination or expiration of this contract, the Government will Issue 2 final DD Form 254 issue the
contractor proper disposition instructions. ‘
Contractor Requirements with regards to Intelligence Information: Intelligence material and information, either furnished by
DHS otgcnaataddmingthepeszmm of this contract, will not be;
1. Reproduced without prior approval of the otiginator of the material. All intelligence material shall bear a prohibition
against reproduction while in the Contractor’s custody. '
2. Released to foreign nationals or m:m:gmﬁ aliens whom the Contractor may :mploy, regardiess of their security clearama
or access authorization, except with the specific pérmission of DHS SSPD via the COTR :
"3. Released to any activity or person of the Contractor’s organization not directly engaged in providing services under the ,
contract or to anether Contractor Cmch:dmg Subcontractors), Covernmet agency, private individual, or organization with

piior appmval of the originator of the material, and prior approval and certification of need-ta-know by COTR thru DHS

SSPD. -

Intelligence materlal does not become the praperty of the Contractor and may be withdrawn at any time. Upon expization of the
cantract, all intelligence released and any matetial using . data from the intelligence must be retumed to the COTR or DHS SSPD
for final disposition. TheComzactorshallmamtamsuchxecordsaswﬂlpmtzhemwfumah, on deroand, the names of .
individuals who have access to intelligence material in their custody. Access fo intelligence data will only be through cognizant .
Government program managars/project engineers; independent access is not inferred or intended. Classified intelligence
information, even if it bears no comirol markings, Will not be released in any form to foreign nationals or mmmigrant aliens
(inchuding U.S. Government employed, utilized or integrated forcign nationals and immigrant aliens) withont pettrission of the
originator. The Confractor will maintain records and monst furnish on demand, the pames of individusls who have access to
inteiligence material in the Contractor’s custody. '

Ref ¥tem 11g Defense Technical huformation Center (DTIC) Services is required. A DD Form 1540 and DD Form 2345 nust be
submitted for registration with DTIC. The COTR shall be consulted to céttify need-to-know on these forms. :

RefItem I1j: As a means of increasing effectiveness across the board, contractor should address through an OPSEC Plan how
the company pliny to identify those activities likely to produce intelligence for an adversary. Contractors shell contact DHS
OPSEC Division at 202-772-5064 for firther OPSEC guidance.

Ref Ttem 13k: The contractor is responsible for requesting thre COTR, DCS services from: Commandes, Defense Courder -
Service, ATIN: Operations Division, Fort George G. Meade, Maryland, 20755:5370.
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Contract Clauases For Schedule @ 871 - Solicitation: FCXB-B2-996001=B- Refresh ¢
Clause Number Clause Title Issue Clause
. Date :
52.202-1 DEFINITIONS 2.201 JUN 2004
52.203-3 GRATUITIES APR 1984
52.203-5 COVENANT AGAINST CONTINGENT FEES . APR 1984
52.204-4 PRINTED OR COPIED DOUBLE-SIDED. ON RECYCLED PAPER AUG 2000
52.204-6 DATA UNIVERSAL NUMBERING SYSTEM (DUNS) NUMBER OCT 2003
52.204-7 CENTRAL CONTRACTOR REGISTRATION: 0CT 2003
52 215-20 REQUIREMENTS FOR COST OR PRICING DATA OR INFORMATION OTHER ocT 1907 |(ALTERNATE IV-C
THAN COST OR PRICING DATA (VARIATION I-SE
52 915-21 -?:25?5::%?;?;225;% PRICING DATA OR INFORMATION OTHER |~  T(ALTERNATE Iv -
TA-MODIFICATIONS (VARIATION I-AL
52.215-6 PLACE OF PERFORMANCE 0CT 1997
52.216-18 ORDERING ' 0CT 1995
52.216-19 ORDER LIMITATIONS. OCT 1995 |(VARIATION I-At
52.216-22 INDEFINITE QUANTITY OCT 1995 | (VARIATION-OCT
52.217-8 OPTION TO EXTEND SERVICES - NOV 1999
52.219-16 LIQUIDATED DAMAGES-SUBCONTRACTING PLAN JAN 1999
52.222-1 NOTICE TO THE GOVERNMENT OF LABOR DISPUTES . FEB 1997
52.222-46 EVALUATION OF COMPENSATION FOR PROFESSTONAL EMPLOYEES FEB 1993
52,223-3 HAZARDOUS MATERIAL IDENTIFICATION AND MATERIAL SAFETY DATA |JAN 1997 |(ALTERNATE I-1U
52.223-5 POLLUTION PREVENTION AND RIGHT-TO-KNOW INFORMATION' AUG 2003
52.227-14 RIGHTS IN DATA-GENERAL JUN 1987
52.232-17 INTEREST JUN 1996
52.232-23 ASSIGNMENT OF CLAIMS JAN 1986
52.232-37 IMULTIPLE PAYMENT ARRANGEMENTS - MAY 1599
. : PAYHENTS UNDER TIME AND MATERIALS AND LABOR HOUR -
52.232-7 CONTRACTS - . FEB 2002 |(ALTERNATEII-F -
52.237-10 IDENTIFICATION OF U&cor-wsmsﬁeo OVERTIME OCT 1997
PROTECTION OF GOVERNMENT BUILDINGS, EQUIPMENT, AND
52.237-2 VEGETATION SOVERNMENT BUILDINGS, EQUIPMENT. AN APR 1984
52.242-13 |BANKRUPTCY JUL 1995

9/23/2005
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52.246-4 INSPECTION OF . SERVICES--FIXED-PRICE , AUG 1996
52.246-6 INSPECTION-TIME-AND-MATERIAL AND LABOR-HOUR . MAY 2001
152.247-34 F.0.8. DESTINATION R ' NOV 1991
552.211-74 CHARGES FOR MARKING FEB 1996
552,211-75 PRESERVATION, PACKAGING, AND PACKING FEB 1996 }(ALTERNATE I - b
552.211-77 PACKING LIST FES 1996
552.211-78 COMMERCIAL DELIVERY SCHEDULE (MULTIPLE AWARD SCHEDULE) JuL 2001 J(VARIATION)
552.215-72 PRICE ADJUSTMENT-FAILURE TOPROVIDE ACCURATE INFORMATION  JAUG 1997
: 552 216-70 ECONOMIC PRICE ADHJSTMENT-FSS MULTIPLE AWARD SCHEDULE cep 1999 (ALTERNA;TE s
CONTRACTS
552.216-72 PLACEMENT OF ORDERS SEP 1999 |{ALTERNATE IIf -
552.216-73 ORDERING iNFORMATION SEP 1999 J(ALTERNATE II-S
552.223-71 NQNCONFORMING HAZARDOUS MATERIALS SEP 1999
552.229-71 FEDERAL EXCISE TAX- sc GOVERNMENT SEP 1999
552.232-23 ASSIGNMENT GF CE.AIMS SEP 1999
552.232-74 m\.roxcs= PAYMENTS_ ' SEP 1999
552.232-77 PAYMENT BY GOVERNMENT COMMERCIAL PURCHASE CARD MAR 2000 J{ALTERNATE I-M,
552 238-71 SUBMISSION AND DISTRIBUTION OF AUTHORIZED F5S5 SCHEDULE 5P 1999 | (ALTERNATE 1-M;
PRICELISTS
552.238-73 CANCELLATION. SEP 1999
552.238-74 INDUSTRIAL FUNDING. FEE AND SALES REPORTING JUL 2003
552.238-75 PRICE REDUCTIONS _ MAY 2004
552.243-72 MODIFICATIONS (MULTIPLE AWARD SCHEDULE} JUL 2000
552.246-73 WARRANTY-MULTIPLE AWARD SCHEDULE MAR 2000 |(ALTERNATEI - ¢
B-FSS-96 ESTIMATED SALES - NOV 1597
C-FCXE-02 MOST FAVORED CUSTOMER: DEC 2001
C-FSS-370 CONTRACTOR TASKS / SPECIAL RE"QuiREMENTs' NOV 2003
C-F55-411 FIRE OR CASUALTY HAZARDS, OR. SAFETY OR HEALTH ‘REQUIREMENTS {OCT 1992
C-F5S5-425 WORKMANSHIP . ' S OCT 1988
CITC-FCXB-330 INDEMNIFICATION FOR SERVICES RENDERED © MAR 1998
CITC-FSS-FCXC-140|GSA CONTRACTING OFFICER'S, AUTHORITY UL 1997
CSP-1 COMMERCIAL SALES PRACTICES FORMAT 871
D-FS5-456 PACKAGING AND PACKING ' ' APR 1984
E-FS55-516 PRODUCTION POINT AND INSPECTION INFORMATION * MAR 1990
F-FS$-202-G DELIVERY PRICES, o JAN 1994
FCX-FSS-16 ORGANIZATIONAL CONFLICTS OF INTEREST - .
G-FSS5-900-C CONTACT FOR CONTRACT! ADMINISTRATION JUL 2003 2
G-F55-907 ORDER ACKNOWLEDGEME g s APR 1984
G-FS5-910 . DELIVERIES BEYOND:THE CONTRACTUAL PERIOD-PLACING OF ORDERS [OCT 1988
http://apps.fss.gsa.goviclausesearch/searchbyschedile.cfm?scheduleNumber=871 9/23/2005
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I-FS5-103 SCOPE OF CONTRACT-WORLDWIDE JUL 2002
1-FSS-106 GUARANTEED MINIMUM JUL 2003
I-F55-108 CLAUSES FOR OVERSEAS COVERAGE MAY 2000
|I-FSS-109 ENGLISH LANGUAGE AND U.S. DOLLAR REQUIREMENTS MAR 1998
JI-F8G-125 REQUIREMENTS EXCEEDZNG THE MAXIMUM ORDER SEP 1999
|I-FSS-140-B URGENT REQUIREMENTS _ JAN 1994
I-F55-163 OPTION TO EXTEN_D'THE*TERM OF THE CONTRACT (EVERGR&EN) APR 2000
1-FSS-249-B DEFAULT ' MAY 2000
1-FSS-314 FOREIGN TAXES AND DUTIES DEC 1990
I-F$S5-40 CONTRACTOR TEAM ARRANGEMENTS JUL 2003
I-FSS-50 PERFORMANCE REPORTING REQUIREMENTS FEB 1995
I-FSS-550-B YEAR 2000 WARRANTY-COMMERCIAL SUPPLY ITEMS JAN 1959
I-FS5-597 GSA ADVANTAGE! SEP 2000
1-F5S-599 ELECTRONIC COMMERCE-FACNET APR 1957
I-FSS-60 PERFORMANCE INCENTIVES APR 2000
1-F$S-639 CONTRACT SALES CRITERIA MAR 2002
I-FSS-646 BLANKET PURCHASE AGREEMENTS. MAY 2000
I-FSS-680 DISSEMINATION OF INFORMATION BY. CONTRACTOR - APR 1984
I-F55-95 RE-REPRESENTATION OF SIZE STAT:U'S FOR OPTION PERIODS JUN 2003
I-FSS-965 INTERPRETATION 'OF'CONTRAC? REQUIREMENTS APR 1984
I-FS5-969 ECONOMIC PRICE ADIUSTMENT-FSS - MULTIPLE AWARD SCHEDULE JAN 2002
K-FS5-1 AUTHORIZED NEGOTIATORS .. MAR 1998
SECTION 8{a) REPRESENTATION FOR THE MULTIPLE AWARD SCHEDULE
K-F55-9 PROGRAM SEP 2000
PES-FCX8-070 SPECIAL PROVISIONS FOR TASK ORDERS MAR 1947
PES-FCXB-210 SECURITY CLEARANCES - . MAR 1947
PES-FS5-101 ADDENDUM TO CONTRACT. PRICE LIST MAR 1947
PES-G-FS5-914-A  {CONTRACTOR'S REMITTANCE (PAYMENT) ADDRESS MAY 2000
PES-I-FS5-600 CONTRACT PRICE LISTS JuL 2002
PES-1-FSS-644 DEALERS AND SUPPLIERS OCT 1988
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' Department of Homeland Security
Blanket Purchase Agreement Nuniber - ‘HSHQPA-05-A-00058
' ‘GSA Contract Number - GS-23F-0025K/BAH
Professional Entfineermg Sérvices - FSC 871

For each TO, the Contractor shall identify all subcontractor(s) and consultant(s) which
the Contractor plans to assign to the TO. The Contractor shall obtain Contracting Officer
approval prior to making the, final selection of the subcontractor(s) or consultant(s) or
prior to making a subsututlon once the TO is issued.

14.0 SURVEILLANCE AND ACCEPTANCE OF SERVICES

The Contracting Officer’s delegated COTR shall perform surveillance over the
Contractor’s performance ensuring that efficient methods for performance and effective
cost controls are being used, and shall accordingly accept or reject work and associated
deliverables.

15.0 AUTHORIZED BPA USERS

Only authonzed DHS/ Science and Technology Directorate personnel will be users of the
BPA. - ' B

16.0 TRAVEL EOMESTIC AND FOREIGN:

(a) All travel shall be in accordance with the Federal Travel Regulation (FTR) - -
and must follow DHS, S&T Domestic and Foreign travel policy and -
procedures.

(b) The COTR miust authorize in advance, and in-writing Contractor employee
travel that is to be charged as a-cost to this contract. This approval may be * -
granted when the travel is necessary. to the: efforts required under the contract ‘
and it is otherwise in-the best interest of DHS, S&T. o

(¢) The Contractor may provide written notice to the COTR via email.

(d) The Contractor shall submit to the COTR, a travel report, in a format =~ 7.
acceptable to the COTR, no later than fifteen (15) days after the conclus:on of ,
the travel. : =

161 LOCAL TRAVEL:

(a) General: Local area travel costs incurred by contractor and subcontractor
personnel « on ofﬁclal Department of Homeland Security Science and chhnoiogy (DHS
S&T) busmess are allowable subject to the following provisions:

1. Local ‘area travel is defined as a directed or authorized trip on DHS S&T
* business within the Washington DC Local Commuting Area (see paragraph of
' that title below). It is to be completed within one (1) day or less. It may
include consecutive day trips to attend conferences and meetings lasting more
than one (1) day ’

10



Department of Homeland Security
Blanket Purchase Agreement Number - HSHQPA-05-A-00058
GSA Contract Number - GS-23F-0025K/BAH
Professional Engineéring Services - FSC 871

2. Contractors and subcontractors may be reimbursed for actual cost of local
travel by bus, tzain, taxi, or other public transportation.

3. Tiavel by Personally Owned Conveyance (POC) will be reimbursed at the
Government established rate per mile for the distance actually traveled via the
most direct route, plus the actual cost of parking and toll fees.

4. Only those meals covered under a conference, seminat, ot training registration
fee, and which were artanged by the event sponsor as an integral part of the
{unction, will be reimbursed. No other meals will be reimbursed under local
area travel claims

5 Lodging costs are not reimbwsable for local area travel.

(b) Reimbuisement Procedure: Because local area travel is frequent and izregular,
and the cost per tﬁp normally is minimal, reimbursement vouchers will not be submitted
for each individual frip. Instead, Prime contractor (who is responsible for collecting local
travel data from their subcontractor) will submit one request to be reimbursed which
consolidates all local area trips taken during the month. Requests may be submitted via
e-mail. The Piime Contractor shall have available {on file) supporting data for each trip
billed duting the month which includes location/destination, date, numbers of miles and
other related expenses. Although expense vouchers are not required, any single expense
in excess of $75.00 will require a receipt, which will also be maintained by the Prime
Contractor. Forward requests for travel reimbursement through the SETA Contact
COTR to certify for payment.

(¢} Local Area: The Government has specified that zeimbwrsement of
transportation expenses is authorized for those local areas:

1. Within the limits of the metropolitan atea where the normal place of woik is
located, ie., 1120 N. Vermont Avenue. The “metropolitan atea” is defined as
those locations ordinarily served by local common carriers; ot

2. Within a local commuting area of the normal work site, the boundaries of
which will be determined by the official directing travel; or

3. Scparate cities; towns, or counties adjacent to or close to each other, within
which the commuting public travels during normal business hours on a daily
basis

11
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GSA Contract #: GS~=23F-0025X

DUNS Mumber: 006928857

The puxpose of thls modlification is to incorporate Clavssz £6z epplicable to travel in
war-hazard zones and expand cleuse 15.0 of the SOW, Travel Domestic and Foreign.

2. The following clauses are hereby added and made part of this BPA (full text attaghed):
FAR 52.228-3 Workers' Compansaticn Ingsurance (Dafense Base Aot) {(Apr 1984)
FAR 52.228~4 wWorkers' Compensation and War-Hazerd Insuzance Oversazs {Apz 15984,

L. ©50W, Para 16.0, Travel Domestic and Foreign, page 10, Add: (e} Thers may be occaslonal
requirements to have contractor pergomnel travel to War-Hazard zones, This type of traval

Continued ...
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will require COTR and CO approval.

c. All cther terms and conditions of the BpRa
remain unchanged.
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Page 2 of 2

52.228-3 Workers’ Compensation Insurance (Defenise Base Act).
As prescribed in 28.309(a), insert the following clause:

Workers' CompensaTion INsuRaNcE (DeFEnsE Base Act) (Arr 1984)

The Contractor shall (a) provide, before commencing performance under this contract, such workers’
compensation insurance or security as the Defense Base Act (42 U.8.C. 1651, ef seq.) requires and (b) continue
to maintain it until performance is compileted. The Contractor shall insert, in all subcontracts under this contract to
which the Defense Base Act applies, a clause similar to this clause (including this sentence) imposing upon those
subcontractors this requirement to comply with the Defense Base Act.

{End of clause)

52.228-4 Workers’ Compensation and War-Hazard Insurance Overseas,
As prescribed in 28.309(b)}, insert the following clause:

WORKERS' COMPENSATION AND WAR-HAZARD INSURANCE OversEas (APR 1984)

{a) This paragraph applies if the Contractor employs any person who, but for a waivéer granted by the Secretary
of Labor, would be subject to workers' compensation insurance under the Defense Base Act (42 U.S.C. 1651,
et seq.). On behalf of employees for whom the applicability of the Defense Base Act has been waived, the
Contractor shall (1) provide, before commencing performance under this contract, at-least that workers’
compensation insurance or the equivalent as the laws of the country of which these employees are nationais may
. require, and {2) continue to maintain it until performance is completed. The Contractor shall insert, in ail
subcontracts under this contract to which the Defense Base Act would apply but for-the waiver, a clause similar to.
this paragraph (a) {including this sentence) imposing upon those subcontractors this requirement to provide such
workers' compensation insurance coverage.

{b} This paragraph applies if the Coniracior or any subcontractor under this contract empiloys any person who,
but for a waiver granted by the Secretary of Labor, would be subject to the War Hazards Compensation Act '
{42 U.5.C. 1701, et s52q.). On behalf of employees for whom the applicability of the Defense Base Act (and hence
that of the War Hazards Compensation Act) has been waived, the Contractor shall, subject to reimbursement as
provided elsewhere in this contract, afford the same protection as that provided in the War Hazards
Compensation Act, except that the level of benefits shall conform to any law or international agreement controlling.
the benefits to which the employees may be entitled. In all other respects, the standards of the War Hazards
Compensation Act shall apply; e.g., the definition of war-hazard risks (injury, death, capture, or detention as the
result of a war hazard as defined in the Act), proof of loss, and exclusion of benefits otherwise covered by
. workers’ compensation insurance or the equivalent. Unless the Contracior elects to assume directly the liability.to -
subcontractor employees created by this clause, the Contractor shall insert, in all subcontracts under this contract
to which the War Hazards Compensation Act would apply but for the waiver, a clause similar to this paragraph.{b}
(including this sentence) imposing upon those subcontractors this requirement to provide war-hazard benefits: -

4/12/2006
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GSA Contract #: GS5-23F-0023K

DUNS Kumber: Q06928857

The purpose of this modification i1s to (1) acknowledge the execution of an Assignment of
Claims under this Blanket Purchase Agreement ({BPA], (2) incorporate a “General Statement
for Information Technology Systems” clause into the Agreement, and (3} make a correction

to a previously issued BPA wodificaticn,

1. This modification acknowledges thke execution of che Assignment of Claims. (See
"Attachment A: Notice of Assicnment of Claims”.)}
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FTEMNO
{A)

SUPPLIES/SERVICES
{B}

GUANTITYIUNIT

{CY

(D}

UNIT PRICE

(E}

AMDUNT

{F)

As noted, all payments dus or to become due undey
the cgontract described above should be made to
the following address:

ABA Number:

Account Name: Booz Allen Hamllton, Inc.
Account Number: |

Atrention:

5 :

As such, it is agreed that the Contractor {Bcoz
Allen Hamilton} will update all systems from
wherein the Government wiil derive the
Contractor's information to make payment—to
inglude the Central Contractor Registration
{CCR)~to reflect the above-stated payment receipt
address.

2. This modification alsc incorporates the
attached “Gengral Statement for Information
Tachnology Systems” clause into the Agreement.
(See “Attachment 3: General Statement for
Informaticon Technology Systems,)

3., Modification P0$012 to HSHQPA-05-RA-00058/Call
HSEQDC-05-3-0005% (which was applicable to the
whole 3PA and not just the Cail) errcneously
stated,

*Reference SOW Para 2.3.3 is revised as follows:
“All contracicr personnel employed under this
contract, including sub-coniracteors, are reguired
to have a suitability check. The nature of this
work will at times regquire a Secrst {Interin
Secret acceptable); or a Top Sacxet Clearance.
The need for a Secrvet or Top Secrat Clearance
will be stated in che applicable Task Ozdey SOW.”"

This modification hereby corrects this paragraph
te read as follaows:

“Reference Statement of Work (SOW) Paragraph
1.3.1 is revised as follows: “All contractor
personnel employed under this contract, including
sub-contractors, who require unesceorted (staff
like} access to Department of Homeland Security
Contcinued ...
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All other terms and conditions remain unchanged.
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Attachment A: Notice of Assignment of Claims




NOTICE OF ASSIGNMENT OF CLAIMS UNDER GOVERNMENT CONTRACT

August 14, 2008

To: DHS Office of Procurement Management
245 Murry Drive
Building 410
Washington DC 20528

This has reference to United States Governmment Contract No. HSHQPA-05-A-0058,
dated 08/25/2005, as amended, entered into by and between the United States of America, as DHS Office
of Procurement Management, and BOOZ ALLEN HAMILTON INC.

PLEASE TAKE NOTICE that, pursuant to the Assignment of Claims Act of 1940, as
amended (31 U.8.C, § 3727, 41 US.C. § 13), all moneys due or to become due to BOOZ ALLEN
HAMILTON INC. under the contract described above, as it may be modified from time to time, have been
assigned to CREDIT SUISSE, as collateral agent for the secured parties under the Credit Agreement referred
to in the Assignment of Claims Under Government Contract referred to below, as Assignee.

A true copy of the Assignment of Claims Under Government Coniract. executed by
B0z ALLEN HAMILTON INC,, dated AUGUST 14, 2008, which is the instrument of assignment, is
attached to the original of this Notice of Assignment of Claims Under Government Contract (this
“Notice”). CREDIT SUISSE is the type of financing institution which meets the criteria of the Assignment
of Claims Act of 1940, as amended.

Payments due or to become due under the contract described above should be made to the
following account:

ABA Number:

Account Name: Booz Allen Hamilton Inc.
Account Number: H
Attention:

Wachovia Bank, NLA.



Please acknowledge receipt of this Notice by returning to CREDIT SUISSE the three
enclosed copies of this Notice (together with appropriate notations showing the date and hour of receipt
and duly signed by the person acknowledging receipt on behalf of the addressee) at the following address:

CREDIT SUISSE
One Madison Avenue
New York, NY 10010

Attn: Agency Manager

Very truly yours,

CREDIT SUISSE, CAYMAN ISLANDS BRANCH




ACKNOWLEDGMENT

Receipt is acknowledged of the above notice and of a copy of the instrument of

assignmenl. They were received at

___(a.m.)(p.m.)&on 2:“ r-} _?}T}?}’ , 2008,

pr}
= b

i !

i P
Name: ~ Y 5%
Tie:  WEPIEDCYT

DHS Office of Procurement Management
245 Murry Drive

Building 410

Washington DC 20528

1;3
;

On behalf of

Contract # HSHQPA-05-A-0058
Please siga this Acknowledgment and return ali three copies to:

CREDIT SUISSE
One Madison Avenue
New York, NY 10010

Attn: Agency Manager



Assignment of Claims Under Government Contract

AUGUST 14, 2008

FOR VALUE RECEIVED, the sufficiency of which is hereby acknowledged, and
pursuant to the Assignment of Claims Act of 1940 (Public Law No. 811, 76th Congress), as amended,
B0OzZ ALLEN HAMILTON INC. {the “Assignor™) does hereby assign, transfer, set Over and convey as
collateral security 1o CREDIT SUISSE (the “Assignee” or the “Collateral Agent”), as collateral agent for the
secured parties under the Credit Agreement. dated on or around July 31, 2008, among Explorer Investor
Corporation, Explorer Merger Sub Corporation, the Assignor, the several banks and other financial
institutions or entities from time to time parties to the Credit Agreement. the Assignee. as Collateral
Agent and Administrative Agent, Bank of America, N.A., as Syndication Agent, Lehman Brothers
Commercial Bank, C.IT. Leasing Corporation and Sumitemo Mitsui Banking Corporation, as
Documentation Agents, Credit Suisse, as Issuing Lender and Banc of America Securities LLC. Credit
Suisse Securities (USA) LLC, Lehman Brothers Inc. and Sumitomo Mitsui Banking Corporation, as Joint
Lead Arrangers and Joint Bookrunners (as the same may be amended, restated, supplemented or
otherwise modified from time io time. the “Credit Agreement”; capitalized terms used herein without
-definition shall have the meanings ascribed to such terms in the Credit Agreement), all of Assignor’s
right, title and interest in and to 21l monies or other amounts due or 1o become due under:

that certamn United States Government Contract No, HSHQPA-05-A-0058, as amended
(the “Contract”™). entered into by and between the United States of America (the
“Government ™}, as DHS Office of Procurement Management, and Assignor, as BOOZ
ALLEN HAMILTON INC., and any and all additions. amendments, change orders,
supplements or other modifications, now or hereinafter in effect to or of the Contract.

This Assignment of Claims Under Government Contract (this “Assignment™) is in
addition to. and not in substitution for, all other assignments, security interests and other Liens granted by
Assignor in favor of the Collateral Agent.

IN WITNESS WHEREOF, the undersigned has caused this Assignment to be duly executed
and delivered as of the date first above written.

B0z ALLEN HAMILTON INC.

Name: ari.
Title:  Vice President .




I hereby attest that I am an Assistant Secretary of BOOZ ALLEN HAMILTON INC. and that the above
Assignment has been executed by a duly authorized representative of BOOZ ALLEN HAMILTON INC. In
attestation thereof, I have this day impressed the corporate seal of BOOZ ALLEN HAMILTON INC. hereon.

Dated: August 14, 2008

Na;ne Q\l\\ k‘:}w\ﬁ\{\e\ W\' %ﬂ GW\\{

Title:  Assistant Sechetary

ACCEPTED AND AGREED
as of the date first above written:

CREDIT SUISSE, CAYMAN ISLANDS BRANCH
as Assignee and Collateral Agent

By:

Name:
Title:

By:

Name:
Tife: . .




Attachment B: General Statement for Information Technology Systems

All IT systems (as defined by DHS Management Directive 0007.1) being planned.
designed. developed. modified. and maintained under this BPA for the Department of
Homeland Security, Science and Technology Directorate (DHS-S&T). its customers,
and/or with DHS data. shall align and comply with the following (and successor
documents) at a minimum:

» DHS and/or S&T Federal Enterprise Architecture.
= OMB Circulars. including but not limited to:
e OMB Circular A-11
o OMB Circular A-130, Management of Federal Information Resources
o OMB Circular A-123, M‘anagement"s; Responsibility for Internal Control

= Section 508 of the Rehabilitation Act of 1973. per the 1998 Amendments, and the
Architectural and Transportation Barriers Compliance Board's Electronic and
Information Technology Accessibility Standards at 36 CFR 1194

= Certification and Accreditation - DHS Management Directive 4300 and NIST
Special Publication 800-37, “Guide For The Security Certification and Accreditation
of Federal Information Svstem™.

= Federal Regulations to the E-Goverament Act (including Privacy Impact
Assessment),

= 44 U.S.C. Chapter 35. Paperwork Reduction Act
= Government Paperwork Elimination Act (GPEA), P.L 103-277

= 44 U.S.C. 3541, P.L. 107-347. Section 111, Federal Information Security
Management Act of 2002 (FISMA)

= DHS Management Directives including 0007.1. 4010.2, 102-01 (Appendix B -
Svstem Engineering Lite Cyele). 4300.1 (and 4300A4), 4900, and others as
appropriate. '

= DHS MD 4200.1 [T Capital Planning and [nvestment Control (CPIC) and Portfolio
Management

= OMB and DHS policies, procedures, and practices for Capitalized Property and
Internal Use Software, including:

o OMB Circular A-136, “Financial Reporting Requirements™

o DHS Financial Management Policy (FMP) 003, *Accounting for Internal Use
Software™

» DHS Capitalized Property Policies and Procedures - Chapter 11, “Accounting
for Capitalized Property™. Para 11.3 and 11.4

e US Immigration and Customs Enforcement (ICE), Office of the Chief
Financial Officer, “Internal Use Software Policies and Procedures™

= .Guidance related to the Secure Coding Initiative and seeure coding verification may
also apply. Determination of compliance shall be made in writing by the S&T CIO.
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5. 1SSUEDBY CODE DHS/OPO/SET/EXBOR 7. AOMINISTERED BY {If olttor thon ftem 6) CODE E—{S/GPGIS&T/EXBORE
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T HR T ORLY APPLIES TO ANENDHENTS GF SOLTEITATIONS

[ Tho ebove numbered solicilation is amended &5 sol fords in Rem 14, The hour and dale specificd for reeelp of Offers (s extended,  [Jis ot extendod.

Offars must acknowiedge receint of his amongmant prior to the haur and dole specified [n he solicitalion or as umended, by ane af the following methods: (a} By completing
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virlue of this amendment you desire 1o chasge an offer alrandy submilled, such cliangt may be mude by lelegram or letter, provided each olegram or lelier makes referance
to the soficiiation and this amandment, and Is Teceivad pror o the cpening hour and dale specificd.

13, AGCOUNTING AND APPROFRIATION DATA {If roguired)
See Schedule
13, THIS TS ONLY APPLIES TO MODIFICATION OF CONTRACTS!ORDERS. IT MODIFIES THE CONTRACTIORDER NG, AS DESCRIBED IN ITEM 14,

WGHECKONE | 4 THIS CHANGE ORDER IS ISSUED PURSUANT TO: {Spesily authorly) THE CHANGES SET FORTH IN [TEM 14 ARE MADE IN THE CONTRAST
CROER NO. 1N iTEM 10A,

B, THE ABOVE NUMBERED GCONTRACT/ORDER 15 MODIFIED TO REFLECT THE ADMINISTRATIVE CHANGES (such o5 changos in paying ofice,
nppropriation data, ele.} SET FORTH IN ITEM 14, PURSUANTY TO THE AUTHORITY OF FAR 43.103(b}.

G, THIS SUPPLEMENTAL FGRECMENT 16 ENTERED INTO PURBUANT 10 AUTHORITY OF:
® By Mutual Agreement of the Parties.
. OTHER [Spocdy (750 & Roaication and Sutcnty)

E. IMPORTANT: Corgraclor Misnol, (£ regulred to sign this documentandretun 1 copleslothe issting office.
14 DESCRIPTICN OF AVENDMENTMODIFICATION (Organized by UCF seciion
GSA Contract #: G5-23F-0023K

DUNS Number: G0692BB57

The purpose of this modification is to {1) incorporate additional Federal Acguisition
Regulation {FAR] and Homeland Security Acguisition Regulation [HSAR] elauses and (2}
provide an electronic mail {e-mail} address for the submission of Contractor invoices.

G5, including soficiiation/seniract subfect matfer whare foasibie.)

1. This modification hereby incorpcrates the feollowing clauses into the ag.:r—lement:

FAR 52.227-14 Rights in Data--General (DEC 2007}

FAR 52.227~16 Additional Data Requirements ({(JUN 1%87)

Continued ...
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REFERENCE NQ. OF BOCUMENT BEiING CONTINUED

AGE QF
CONTINUATION SHEET), o ovn 05-3-00058/200004 2 | 2
NAME OF OFFEROR OR CONTRACTOR ’
B0CZ ALLEN HAMILTON
ITEM ND. SUPPLIES/SERVICES QUANTIFY [UNIT UNIT PRICE AMOUNT
(a) (8) © o (B} (F)

HSAR 3082.204-70 Securiiy Requirements for
Unclassified Information Technology Rescurces
{Jun 24086}

HSAR 3052.204~71 Contractor employee access (JUN
2008)

HSAR 3052,2059~70 Prohibition on Contracts with
Corporate Expatriates (JUN 2006}

HSAR 3052.228-70 insurance (DEC 2003)

HSAR 3052.242-71 Dissemination of Contract
Information (DEC 2003}

HSAR 3052.242-72 Contracting Officer's Technical
Representztive {DEC 2003)

2. In addition to sending its invoices to the
Invoice ARddress shown on each Call, the
Contractor is required to send an electronic copy
of the invoice, via e-mail to the following
address: SAT.Inveice,ConsolidationgDHS.gov.

The only exception to this requirement is Call
Number HSEQDC-09~J-00047 {the "National
Protection and Programs Directorate SETA (NPBD)
SETZ Support” Call}. In the case of this Call,
invoices are to be sent to the e-mail address
listed in the Call.

All other terms and conditions remain unchanged.

WON TE40-01-182.535T

OFTIONAL FOR 336 (£60)
Saonsorad by GSA
FAR (48 CFR}53.110
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REQUEST FOR QUOTATION

RFQO NUMBER AND ISSUE DATE HSHQPB 03-Q-00003
May 27.2005

ISSUED BY:

Brenda Brady
Contracting Officer
DHS/OPO/S&T

" US. Department of Homeland Security

Washington, DC 20528

FOR INFORMATION CONTACT:

Brenda Brady, e-mail: Brenda. Brady@dhs.gov

QUOTATION DUE DATE/TIME:  June 17, 2005@ 3:00 PM EST

SUBMISSION OF QUOTATIONS: Submit an electronic Quohtlon on or befoxe the date
and time indicated in Section 4 above via email address:
DHSscienceandtechnologySETAsupport@dhs.gov

. QUESTIQNS: All questions regarding this Request for Quqt'atiori‘. (RFQ) or the attached

Statement of Work (SOW) shall be submitted via e-mail to Brénda Brady no later than COB
June 06, 2005. Responses will be provided via e-mail to prospective Offerors no later than
COB June 08, 2003,

STATEMENT OF WORK: The BPA SOW is in Sectior 15. The T’isk Order SOW
attachment 1.

PERIOD OF PERFORMANCE: The General Services Administration (GSA), Federal

~ Supply Schedule 871 Single BPA shall be for-five years, and the subsequent Time &

Materials (T&M) Task Order shall be for a period of six months, Additional task orders will

be let as necessary.

BPA CEILING:

- The cetling for the BPA will'be $250M with a period of performance of five years. The
. number is an estimate only, the Government is obligated only to the extent of authorized
© services actua!iy performed.

[




May 27, 2005

VIA E-MAIL TRANSMITTAL

To: CONTRACTOR

Subjcct: Request for Quotation (REQ) ~ Federal Supply Schedule 871 — Professional
Engineering Services (PES)

Enclosed is a Request for Quotation (RFQ), Statement of Work (SOW) and deliverable requirement
for a Single Blanket Purchase Agreement (BPA} and successive Task Order against Federal Supply
Schedule 871. Not later than 3:00 PM on June 17, 2003 piease provide this offi ce with a Quotation,
as specified in the attached RFQ and SOW. ,

If you should have any questions concerning this request, or if you require any mformatlon related to
the attached, please contact me by email at Brenda.Brady@dhs.gov

- Issuance of this RFQ does not constitute an award commitment on the part of Government, nor does

it commit the Government to pay for costs incurred in the preparation and submission of a quotation.

In addition final award of any subsequent BPA and subsequent Task Order cannot be made until

~ funds have been fully appropriated, allocated and obligated through the internal DHS procedures.
While it is anticipated that these procedures will be successfully completed, the potential Offeror is
hereby notified of these requirements and conditions for award.

Sincerely:

Brenda Brady
Contracting Officer
Office of Procurement
L ‘DHS/OPO/S&T
Enclosures




9.2 The Government anticipates awarding a Single BPA and an initial Task Order based upon the
‘< "best value” 1o DHS. Best value shall be determined by the criteria specified in Section 12.0
below. L

93 The SOW identifies the required skills needed to perform this requirement and offerors are
: expected fo provide the corresponding labor categories and qualifications in the GSA
schedule categories as provided below. The prime contractor must have Schedule 871 SIN 1-

871 1 Strategic Planning for Technology Programs/Activities - Services required under this SIN
involve the definition and interpretation of high-level organizational engineering
performance requirements such as projects, systems, missions, etc., and  the objectives and
approaches to their achievement. Typical associated tasks include, but are not limited to an
analysis of mission, program goals and objectives, requirements analysis, organizational
performance assessment, special studies and analysis, training, privatization and
outsourcing. .

Concept Development and Requirements Analysis - Services required under this SIN
involve-abstract or concept studies and analysis, requirements definition, preliminary
planning, the evaluation of alternative technical approaches and associated costs for the
development or enhancement of high level general performance specifications of a system,
project, mission or activity. Typ;ca] associated tasks include, but are not limited to
requiremenis analysis, costfcost—performance trade-off analysis, feasibility analysis,
regulatory compliance support, technology conceptual designs, trammg, pr:vat;zatmrs and
outsourcing.
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System Design, Engineering and Integration - Services required under this SIN involve the
translation of a system (or subsystem, program, project, activity) concepl into a
preliminary and detailed design (engineering plans and specifications), performing risk
identifi catxon/aualysss/mltlgatzon traceability, and then integrating the various components
to produce working prototype or model.of the system. Typical associated tasks include,
but are not limited to computer-aided design, design studies and analysis, high level
detailed specification preparation; configuration management and document control,
fabrication, assembly and simulation, modeh g, training; privatization and outsourcing.

|
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‘Test and Evaluation - Services required under this SIN involve the apphcatlon of various
techniques demonstrating that a; prolotype' system (subsystem, program, project or activity)
performs in accordance with the ob_]ectwes outlined.in the original design. Typical
associated tasks include; but. are not limited to testing of a prototype and [irst article(s)

; testing, environmental testmg, mdependent verification and validation, reverse

. engineering, simulation and modeling (fo test the feasibility of a concept) system safety,
quality assurance, physxca! testing of the product or system, training, privatization and
outsourcing, '

|
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Integrated Logistics Support - Services required-under this SIN mvolve the anatys:s "
planning and detailed design of all engineering specific logistics support including material i
goods, personnel, and operauonal maintenance and repair of systems throughout their life
cycles, Typical associatéd tasks mciude but are’ not}xmtted to.ergonomic/human -
performance analysis, feambi[lty anaiysxs IO‘TiSt pianmng, requlremems determmatlon

]
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policy standards/procedures development, long-term reliability and mamlamab:lﬂy,
training, privatization and outsourcing. i

8716 Acquisition and Life Cycle Management - Services required under this SIN invelve all of
the planning, budgetary, contract and systems/program management functions required to
procure and/or produce, render operational and provide life cycle support {maintenance,
repair, supplics, engineering specific logistics) to technology-based systems, activities,
subsystems, projects, ete. Typical associated tasks include, but are not limited to operation
and maintenance, program/project management, technology transfer/insertion, training,
privatization and outsourcing,

10.0 QUOTATION FORMAT

' THE GOVERNMENT INTENDS TO'SELECT A CONTRACTOR FOR AWARD WITHOUT
' DISCUSSIONS. Therefore, each Offeror is urged to examine this solicitation in its entirety and to

ensure that their Quotation contains all the necessary information, provides a]l requxred
documentation, and is complete in all aspects. -

All quotations received by the deadline will be reviewed for responsiveness to the statement of work
* outlined in Section 15.0.

You are aiso advised that any data contained in your quotation that shall not to be disclosed should
be marked with the following legend onthe cover page of quotation:

“This quotation includes data that should not be disclosed outside the U.S. Government and
shall not be duplicated, used or disclosed in whole or in part for any purpose other than 1o evaluate
this quotation. If however a BPA and successive Task Order is awarded to the offeror as a result of or
in connection with the submission of this data, the U.S. Government shall have the right to duplicate,
use or disclose the data to the extent provided in the BPA and Task Orders. The data subject 1o these
restrictions are contained on pages , each page is marked as follows: *Use or disclosure of data
contained on this page is subject to the restriction on the title page of this quotation.”,

10.} A Quotation:shall be submitted via a single email with five (5) attached Adobe PDF format
files as detailed below. All information shall be confined to the appropriate part to facilitate
independent evaluation. The total size for all-four files must not be greater than 10 MB.

?ART NUMBER/TITLE : .P_ACE LIMYI‘ATIQN
I- GENERAL .. None
[I - TECHNICAL (BPA) 25
{ll - PAST PERFORMANCE 15

IV — TASK ORDER PROPOSAL - 50

V —PRICE (BPA AND Initial Task Order) ~ None -




10.2  To aid in evaluation, written portions of the Quotations shall be clearly and concisely written
as well as being neat, indexed (cross-indexed, as appropriate) and logically assembled. Pages -
(8-1/2 x 11 with 1” margins on all four sndes) are 1o be typed in no less than 12-point (pitch)
type. Vendors are cautioned that while a professmnaf submission is desired, excessive
"brochuremanship" is neither preferred nor beneficial. Any cost/price information should
be contained in PART V - PRICE only. The desired format and contents of each of the
required five (5) files of the Quotation are as follows:

PART I, GENERAL

Ata minimum, this part shall conain: (A) Offeor’s GSA Schedule Number (b) a copy of Offeror’s
schedule: and (¢) name, address, and telephone number of Offeror (comractmg, business and security
POC). Any cover letter forwarding the Quotation shall be contained in this part only.

PART II, TECHNICAL

The Offeror shall address the capability of the Contractor’s organization to perform the work which
demonstrates a comprehensive understanding of the requirements, The Contractor shall provide their
technical approach for the requirement and proposed staffing mix, to include procedure for staffing
Technical Surges when they oceur. The proposal shall include the contractor’s ability to quickly staff
at the required skill levels, as well as the employee Clearances as required.

' The contractor shall provide resumes of their key personnel. Key PersonneE are deﬁned in Section
19.0 Key Personnel Resumes shall be a maximum of 2 pages each. Resumes shall provide the name,
role. labor category, years of relevant experience and education.

All proposed Key Personnel require leiters of commitment. The ofteror shall provide letters of
commitment from current employees that state that they will remain employed by the offeror and will
work on the resulting contract, if awarded to the offeror. Letters of commitment must be submitted
for contingent hires, which is defined as a person whois not currently amploved but has executed a
binding letter of commitment for employment with the offeror, if award is received. Letters of
commitment should be current (within 30°days of proposal submission) and dated. Offeror shall
notify DHS immediately of any changes to Key Personnel.

~This volume shall also address the Offeror’s approach to any teaming arranﬂement(s), addressmg the
relationships between the team members. Participation in a Contractor Team Arrangement is
limited to Federal Supply Schedule’ can_tractor_s under Category 871. The GSA contract
numbers for each of the Contractor’s in the Team MUST be provided.. =

PART 1iI, PAST PERFORMANCE

The Offerors shall identify a minimum of three, 3) contracts awarded within the past five (5) years
that are similar in nature to the proposed BPA-Task Order. The offeror must either provide the below
information or affirmatively state that it possesses no relevant past performance that is directly refated
or similar to the efforts required by the SOW. The Offeror shall prowde the foIlowmg information
for Past Performance .

- Contract number, contract type and doilar value
- Period of Performance - = :
- Name, Email address and phone numbe__r_ for the Contracting offi icer (contractor is to

verify the mformatmn is current prior to submlttmg)
- Brief description of contract work scope. and respons:bthtnes




- PART IV, TASK ORDER : :

The offerors shall describe in this part the Offeror s phase-in methodology and approach, in addition
to addressing the Task Order approach. See attachment | for further mformation The Offeror will
describe exceptions, ifany, to the Task Order SOW. :

PART V., PRICE '

Offerors shall propose fully loaded Eabor rates for each labor category as neﬂonated in their
“agreement with GSA. Both on-site and off-site rates are requested. Because the Government

intends to place orders exceeding the maximum threshold, the offeror is strongly encouraged to

propose further price reductions to the prices cited in their GSA Schedule. The successive Task

Order cost proposal should be prepared and included in the same part as the BPA cost proposal

but marked accordingly.

BLANKET PURCHASE AGREEMENT: ol

Because this.is a Single Award BPA Offerors shall propose fully anded labor rates for each
labor category as negotiated in their agreement with GSA. Offerors are encouraged to
offer further price reductions to the already negotiated rate with GSA.

Offerors shall propose labor rates botli on site and off site, broken out per year, commencing
(first period) 12 August 2005 through 31 July 2006, each year thereafter (01 August through
31 July) through 31 July 2010. Offerors aré requested to match therr labor categories with
those below.

(Job Descriptions at Attachment 2, For Information Purposes, provides minimum

requiremenis}*

Administrative Specialist ' -~ Scientist, Lead

Financial Analyst, Senior ' Scientist/Engineer, Senior
Financial Analyst Scientist/Engineer, Project
Graphic Artist . Senior Project Manager
Information Specialist, Senior Support Specialist, Semor
Information Specialist - Support Speuahst

Lead Program Manager - : Technical Writer

Management Analyst, Senior. - Human Resources Assrstant (HR)

Management Analyst, Mid-Grade S HR Program Specialists
Management Analyst, Junior :

*Note: The Government estimates 200 — 260 full and/or part time personnel will be
required to support the requirements of this PBSOW. The Government estimates a 5 fo 20%
expansion in oontractor nersonncl will be needed durmg tl:e out years to support technical
surges.

TASK ORDER: '

The successive Task Order will be issued on a T&M-basis. The cost proposal shall be
prepared to support the requtremems of the Task: Order SOW (attachment 1). The successive

TO shall be for a period of six months (12 August 2005 through 28 February 2006) and will

be analyzed as part of the cost proposal evalhation and will also be evaluated for realism, _

completeness, and reasonableness: As.funds becomc avallabio, the period of performance of

the Task Order may be extendcd through ai Juiy 2006 and the celhn pnce of the Task




Order raised accordingly. The results of the cost/price evaluation will be used as part of the
Agency’s tradeoff analysis.

In pricing the attached Task Order offerors are to propose their labor categories, loaded rates,
price reductions. ALL OFFERORS ARE TQ PROPOSE THEIR LABOR MIX
USING A TOTAL OF 44.892/MONTH, 538.704/12 MONTHS. TRAVEL
WILL BE ON A COST REIMBURSEABLE BASIS, G&A WILL APPLY NQ
FEE. QFFEROR’S ARE NOT TO PROPOSE TRAVEL COSTS.

11.0 PRINCIPLE PLACE OF PERFORMANCE:

It is anticipated that the majority of the required work will be performed at the Government Site or
in the Washington, D.C. Metropolitan Area. The location of the Government place of performance is:

Department of Homeland Security
Science and Technology Directorate
Washmgten D.C. 200035

11.5 LEGAL COMMITMENT:

The Contracting Officer is the only individual who may legally commit the government to the
expenditure of public funds. No costs chargeable to the proposed BPA and subsequent task orders
may be incurred before receipt of either a BPA/Task Orders signed by the Contrdctmcr Officer or
through specific written authorization from the Contracting Officer.

120 EVALUATION METHODOLOGY: The Government intends to award a single BPA and
Initial T&M Task Order under FAR Part 8, 10 a single prime contractor holding a GSA Schedule 871
Award for Professional Enginecering Services (PES) whose Quote is the most advantageous to the
Government, price and other factors considered. Price will be evaluated for accuracy, completeness,
reasonableness, and realism as part of the determmanon of overall best value to the Government.
Should subsequent Task Orders be issued under this BPA, the Government will evaluate which
portions of the work might be converted to Firm Fixed Prlce, and which would remain Time
and Materials/Labor Hours. (this provision will be included in the resulting BPA)

The Government shall evaluate the two factors listed below using the following criteria (Section 12.1-
12.3) when evaluating the Offerors' Quotations for award of this BPA and successive Task Order. As
noted above in Section 10, each Quotation shall be submitted in five Parts. Each evaluation factor is
critical to the effective accomplishment of task orders; Award selection will be based upon the best
value to the Government — as described below -- with evaluation factors listed in descending order of
importance, but w:th no factor significantly less tmport'mt than another.

Evaluation Criteria: Each factor will be given a rating of either. outstandin‘g’;"acécptable
unacceplable, and w:ll also have a Petformance Risk asmg,ned of Low, Moderate or High defined as
- follows:

: OUTSTANDING The proposal excccds the fullest: expectattons of lhe Govemmcnt The offeror
has convincingly demonstrated that the evaluation requlrsments have been analyzed, evaluated, and
should result in an omstandmﬂ eﬁectwe eff" caent and economxcai performance under the contract.




the proposal demonstrates an “outstanding” understanding of the factor, contams essentially no
: weaknesses and exceeds the fullest expectations of the Government. '

ACCEPTABLE. Meets performance requirements necessary for acceptable contract performance;
.may have weaknesses; any risks are manageable. The proposal meets the requirements. The proposal
‘may contain weaknesses and/or significant weaknesses that are correctable but no deficiencies. An
assigned rating of “good” indicates that, in terms of the specific factor (or subfactor), the proposal

demonstrates a “good” understanding of the factor. If any weaknesses and/or significant weaknesses

are noted, they should not seriously affect the offeror's performance.

UNACCEPTABLE. Fails to meet 4 minimum requirement(s) or contains a major deficiency or
major deficiencies that is/are not correctable without a major revision of the proposal.

PFRFORMANCF RISK: Offeror’s proposal will be evaluated to dercrmme the: level of
performance risk as follows:

Low Risk: :

Based upon ofteror’s level of understanding and proposed approach, no doubt exzsts that the offeror
will successfully perform the required effort. - Little or no government oversight is expected to be
required in achicving the proposed level of performance. No risk anticipated with delivery of quality
product, on time, or of any degradation of performance or lack of customer sat:sfact:on (or cost
growth if applicable) based upon offeror’s proposal approach. L

Meoderate Risk:
Based on offeror’s proposed response some doubt exists that the offeror will succes‘sf‘ully perform the
required effort in 4 timely and efficient manner. Some government oversight is expected to be
required in achieving the proposed level of performance.

- Hizh Risk:

~ Based on offeror’s proposed response significant doubt exists that the offeror will successfuily
perform the required effort in a timely and efficient manner. Significant government oversight is
expected to be required in achieving the proposed level of performance,

Evaluation Factors: '
~ The following factors listed in order of importance, and’sub-factors whlch are of equal importance
will be evaluated: :

121 FACTOR ONE; Technical :
The Government will evaluate your proposal on the f‘oilowzno technical sub- factors

- Qualified technical support

- Program Management

- Key Personnel

- Integrated Logistics Support and Training
- Executive Level Program Support

- Systems Engineering

" 12.2 Contractor Past Performance :
Past performance information shalk be emluated agamst the following, arc.as




Offeror/subcontractor experience in the areas specified in the Statement of Work;
Quality of performance under previous. DHS and non-DHS awards;

Timeliness of performance under previous effort;

Cost control under previous efforts,

Experience and previous performance of personnel who are not available to work greatér than
90% time on this contract.

e ¢ o 0 ©

12.3 Price
Price accuracy, completeness, reasonableness, and realism will be considered durmfr the best value
~ determination. Note: Phase In and Travel Costs will not be evaluated for award purposes.
Offerors are to propose Phase In on a Fixed Price basis. Labor rates proposed for all five years
~in the BPA will be evaluated for award. .

12.3 Basis for Award: '-};}‘ B

a. The Government will make an award resulting from the Request for Quote to the respon51ble
offeror whose quote, conforming to the Statements of Wark, will provide the Best Value to the :
Government, technical, price and other factors considered. The Government may select for awaid the
offeror whose total ceiling price is not necessarily the lowest, but whose overall proposal is deemed
sufficiently more advantageous to the Government so as to justify the payment of a higher cezhng
price. Conversely, the Government may select for award the offeror whose total ceiling price is the
lowest, when other proposals are not sufficiently more advantaveous 50 as to JllS[lfy the payment of a
higher ceiling price. S

b. The Government intends to evaluate offers and award a task order without communications with
offerors. Therefore, the offeror’s initial offer should contain its best terms from a price and technical
standpoint. However, the Government reserves the right to make clarifications or request revise
quotes it later deteérmined by the Contrdcting Officer toi be necessary. The Government may reject
any or all offers if such action is in the public interest; accept other thzm the lowest offer; and waive
informalities and minor irregularities in the submitted quotes. >

13.0 SUBCONTRACTING PLAN: '

Offerors, other than small business Offerors, must submit a subcontracting plan as part of their offer

under this RFQ in accordance with FAR 52.219-9. All Offerors’ plans must address subcontracting,

with small business concerns, with small disadvantaged business concerns, women-owned small

business concerns; veteran-owned, aid with HUBZone small business concerns. The plans must

include a percenlaﬁe goal for total planned subcontracting to small business concerns, small

~ disadvantaged business concerns, women-owned small business concerns, veteran-owned, and
HUBZone small busmess concerns. Zero is not an aceeptable zoal-for any category. -

15.0 BPA STATEMENT OF WORK (This. SOW s appi:cable to ail successive Task Orders,
unless otherwise stated wnhm the Task Ot ders)

1.0  INTRODUCTION

1.1 Statement of W_ork'




This Time and Materials/Labor Hour Statement of Work (T&M/LHSOW) provides for
Systemis Engincering and Technical Assistance (SETA) to the Department of Homeland
Security {DHS) within the Science and Technology (DHS (8&T)) Directorate. SETA support
will include program and technical management, program planning and oversight, technical
evaluation, project analysis, risk mitigation, data development.and management, and other
financial, human resources, information technology, security, general administrative, and
technical support for current, potential, and proposed DHS technology programs. DHS S&T
requires this support to conduct its research projects more effectively and efficiently, and to
facilitate its efforts to introduce and enhance technological products, services, systems, and
capabilities to Federal, state, local, and tribai law enforcement organizations.

It is particularly important that support- to DHS S&T be structured in a way to avoid
disruption of the development of the vital technologies it sponsors. This support requires not
only an in-depth, demonstrated understanding of DHS  (S&T)’s technology projects,
practices, policies, and procedures, but the ability to respond promptly to changing
Directorate requirements. It is critical that the Contractor selected be capable of providing
personnel with sufficient background and expertise to effectively support the broad range of
DHS (S&T)'s Research, Development, Test, and Evaluation initiatives.

The contract mainly will support the following Business Units and Drrectorate agencies: DHS
(S&T) mission.

o Directorate Front Office (FO): Includes the Chief of Staff, Chief Financial Officer, Chief
Information Officer, Human Resources, Security, Facilities, and Weapons of Mass Destruction

Operations and Incident Management (WMDO-IM) :

Plans, Programs and Budget (PPB)

Office of Research and Development (ORD)

Office of Systems Engineering and Development (SED)

Homeland Security Advanced Research Projects Agency (HSARPA)

¢ o o0 9

The DHS: (S&T) direciorates requires SETA support during several phases of planning,
programming, acquisition, and implementation cycles of various Homeland Security and
Government: systems. Support shall complement the Govemment s techmca! expertise in
accomplishing its mission. .

1.2 Mission

- The mission of DHS is- to; Lead the unified national effort to secure the United States. The
Department will prevent and deter terrorist’ attacks and protect against and réspond to threats
and hazards to the nation. 'We will ensure  safe and secure borders, welcome lawiul
:mmwrants and visitors, and promote the free-flow of commerce

The mission:of DHS (8&T) is to: Conduct stimulate and enable research. development, test,
evaluation and timely transition of homeland security capablht:es to Federal, State and local
operational end-users. DHS. (S&T) coordinates and conducts the nation’s homeland security
research and deve[opment needs These ur"cnt needs mclude, but are not limited to, the
following: : : :




Development of biological and chemical countermeasures to reduce the probability and
impact of terrorist attacks,

Development of countermeasures against explosive attacks against citizens,
infrastructures, and transportation targets,

Coordination with intra and interdepartmental entities for chemical, biological,
radiological, nuclear, and high explosive (CBRNE) response and operations; principal
S&T Directorate interface for coordinating with interagency entities for CBRNE
related activities, to include exercise participation.

Devefopment of technologies that could assist DHS units to perform their existing
missions,

Analysis of threats and assessments of vulnerabilities, eSpeclaIly in information
technology,

Development of a standards program for homeland secunty technolog:es 1o ensure
integration and interoperability of systems used to secure the homeland, and

Funding of university research and basic research in support of homeland security.

Many of the above mission respons_ibilit_ies are interrelated, and entail specific
relationships with other. civilian agencies and military commands of both the
United States and its Allics.

The missions of DHS S&T Business Units are;

(-]

Office of Plans, Programs, and Budget (PPB): Focus for-activities that ensure the
development and continuing innovation of programs to meet both short-term and long-
term goals in accordance with national policies. - Portfolio managers within this office
partner with operational end-users to identify requirements, create RDT&E portfolios
with strategic initiatives to address these requirements, and prioritize investments in S&T
to produce effective and needed capabilities, equipment, and systems. This office also
provides policy coordination “with other federal agencies and the international
community, develops standards for homeland security eqmpment and carries out the
Department’s Safety Act responsibilities.

Office of Research and Development (ORD): Executes intramural RDT&E programs -
within the national and. federal laboratories and the nation’s universities. The office
supports university and- fellowship programs, and. provides the nation an enduring
research and deve]opmen_t complex dedicated to homelan_d security.

Homeland Security’ Advanced Reaearch Projects Aoency (HSARPA): Engages,
through : competitive. contlactmg,, mdustry, and academia in innovative research and
deve]opment rapid prototyping; and technology:transfer to meet operational needs.

Office of Systems. Engineering and Development (SED): Transitions large-scale or
pilot systems to the, field through a rapid, efficient, and disciplined project management
process.  Critical” functions include operational . tasks and evaluations, systems
development and demonstration, and pre-production qualifications. :




2.0 DELIVERABLES: Deliverables will take the form of software, presentations and
written reports and analysis in the Contractor’s format unless otherwise specified.

3.0 GOVERNMENT FURNISHED SERVICES: Government property support to the
Contractor shall be in accordance with Federal Acquisition Regulations (FAR) Subpart 45.3
“Providing Government Property to Contractors.” When the Contractor is required to work
in a Government facility, the Government may furnish or make available working space,
equipment and network access. Parking facilities will not be provided, however, several
private (pay) parking facilities are located in the area. Copies of required materials cited in
the SOW will be provided to the contractor in hard copy and/or soft copy. All materiais
remain Government property, and will be returned to the COTR upon request or at the end of
the period of performance. DHS (S&T) members will be available for technical exchanges
with the Contractor, and- will provide technical input, answer questlons review completed
work, and provide feedback regarding contract efforts. :

4.0 GENERAL INFORMATION
4.1 Governmental Supervision of Contractor Employees: ‘

Work Hours: When working on Government sites, normal duty hours are 8:00 am -
5:00 pm, Monday through Friday, unless otherwise specified by the DHS S&T
Directorate. Circumstances may require the Contractor provide services after normal
duty howrs. In the event of a shutdown for any reason. the Government will not be
liable for. Contractors’ costs incurred during this period Lxcept to the extent agreed in
advance by the COTR/PO.

4.2 Legal Holidays: The DHS S&T office normally. is closed on Government Holidays, [f
work is necessary, the Contractor must make arrangements with the Government Supervisor
prior to the Holiday. The Government observes the following 10 Federal Holidays:

New Year's Day

Martin Luther King's Birthday
President's Day =

Memorial Day

Independence Day

Labor Day

LColumbus Day

Veteran's Day

Thanksgiving Day

Christmas Day

4.3 Secarity Reqmrements The Depanment of Homeland Security (DHS) has determined
that performance of this contract requires that the Contractor, subcontractor(s), vendor(s), etc.
(herein known as Contractor), may require access to classified National Security Information
(herein Rnown as classified information). Classified information is Government information
which requires protection -in accordance with Executive Order 12958, “Classified National -

Security Information,” Executive Order 12829 “Natjonal Industrial Sewnty Program,” and. .

supplementing directives. The: fo[[owmg from- Clausc 52 ”04 2, “Security Requirements,”
also apply:
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SECURITY REQUIREMENTS (52.204-2) (AUG 1996)

{a) This clause applies 10 the extent that this contract involves access to information
classified "CONFIDENTIAL,” "SECRET." or "TOP SECRET."

(b) The Contractor shall comply with (1) the Security Agreement (DD Form 441),
including the "National Industrial Security Program Operating Manual® (DOD
5220.22-M), and (2) any revisions to that manual, notice of wh:ch will be furnished
to the Contractor. :
(e} If, subsequent to the date of this contract, the security classification or security
requirements under this contract are changed by the Government and if the changes
cause an increase or decrease in security costs or otherwise affect any other term or
condition of this contract, the contract shall be subject to an equitable adjustment as if
the changes were directed under the Changes clause of this contract.
{d) The Contractor agrees to insert terms that conform substantially to the language
of this clause, including this paragraph (d) but excluding any reference to the
Changes clause of this contract, in all subcontracts under this contract that involve
access to classified information.
Contract security classification specifications will be as provided in a DD Form 254-E to accompany
the Request for Quotation (RFQ), see attachment 3. It is anticipated the f‘oHowmg will be specified
{paragraphs correspond to the DD Form 254-e):
o Paragraph 10: The contract will require acecess to:
a. Communications Security (COMSEC) Information
b. Restricted Data
d. Formerly Restricted Data
e.(1). Sensitive Compartmented El}f(_)rm_&timi (SCh)
f. Special Access [nformation
J- FOR OFFICIAL USE ONLY Information
k. Other (Sensitive But Classified (SBU) and Law Enforcement Sensitive (LES))
e Paragraph 11:In 4performing this contract, the Contractor will: o

c. Receive.,and_ chérﬁte Ciassified Material

g Be Authorized to Use. the Servxces of Defense I‘echmcal Information Center
(D'I"IC) or Other "Seuondary D:stnbutxon Center '




J. Have Operations Security (OPSEC) Requirements
k. Be Anthorized ta Use ihe Defénsé Courter Service

4.4 Information Technology Secunt}f Training and 0versxght

All Contractor employees using Department automated systems or processing
Department sensitive data will be required to receive Security Awareness Training.
This training will be provided by the appropriate component agency of DHS.

Contractors, who are invelved with management, use, or operation of any IT systems
that handle sensitive information within or under the supervision of the Department,
shall receive periodic training at least annually in security awareness and accepted
security practices and systems rules of behavior. Department Contractors with
significant security responsibilities shall receive specialized training specific to their
sccurity responsibilities annually. - The level of training shall be commensurate with
the individual’s duties and responsibilities and is intended to promote a consistent
understanding of the principles and concepts of teiecommumcatlons and IT systems
security.

Al personnel who access Department information systems will be continually
evaluated while performing these duties. Supervisors should be aware of any unusual
or inappropriate behavior by personnel accessing systems. Any unauthorized access,
sharing of passwords, or other questionable security procedures should be reported to
the local Security Office or Information System Security Officer (ISSO).

4.5 Performance of Services During Crisis: The Government on a quartcriy
basis will advise the Contractor on” which SETA positions are deemed mission
essential. Performance of services during any crisis declared by the President of the
United States or the Secretary of Homeland Security is requ:red for mission essential
SETA positions.

4.6 Travel Requirements: Should Contractor travel be required, it must be
coordinated with the COTR and approved by the contracting officer. All trave! shall
be in accordance withFederal Travel Regulations (FTR). For reimbursement of
travel and assomated direct costs, the Contractor shall provide appropriate supporting
documentation, 4

160 NON-TRAVEL ODC COSTS: All non-travel ODC costs over SSOO each must be pre-
_approved by the COTR. All ODC costs must be accounted for monthly.

170 ORGANIZATIONAL CQNFLICTS OF INTEREST: .

(a) Purpose: The primary purpose of this clause is to aid in ensuring that: (1}
The Contractor’s objectivity and judgment are not biased because of its past, present, or currently
planned interests (financial, contractual; organizational, or otherwise) which relate to work under this
Contract; (2) the Contractor does not obtain an ‘unfair competitive advantage by virtue of its access to
non-public information regarding the Govemment’s ‘program plans and actual or anticipated
- resources; and (3) by virtue of its access 'propnetary information belong,uw to others, the
. Comrdctor does riot obtain an} unfair. compentwe 1dvantag,e
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(b) Scope: The restrictions described herein shall apply to performance or participation
by the Contractor and any of its affiliates or their successors in interest (hereinafter collectively
referred to as “contractor”) in the activities covered by this clause as prime contractor, subcontractor,
cosponsor, joint venture, consultant, or in any similar capacity.

(I) Maintenance of Objectivity. The Contractdr shall be incligible to participate

in any capacity in contracts, subcontracts, or proposals, therefore (solicited or unsolicited)
which stem directly from the Contractor’s performance of work under this Contract or are
directly related to this contract, for example under the same Project or Programs,
Furthermore, unless so directed in writing by the Contracting Officer, the Contractor shall
not perform any services under this Delivery Order on any of its own products or
services, or the products or services of another firm if the Contractor is, or has been
substantially involved in their development or marketing. In addition, if the Contractor
under this Delivery Order advises the Government on the preparation of, or prepares
complete, or essentially complete, Statement of Work or objectives for competitive
acquisitions, the Contractor shall be ineligible to perform or participate in any capacity in
any contractual effort which is based on stch Statements of Work or objectives. Nothing
in this subparagraph Shali preclude the Contractor from competmg for follow-on
contracts involving the same or >;zmhr services,

(2} Access To and Use of Government Information. [fthe Contractor, in the
performance of this Delivery Order, obtains access to mformation such as plans, policies,
reports, studies, financial plans. or data which has not been released or otherwise made
available to the public, the Contractor agrees that without prior written approval of the
Contracting Officer, lt_Shd lnot:  (a).- use such information for any private purposes
unless: the information has been released or otherwise made available to the public: (b)
compete for or accept work based on such information for a period of six months after the
completion of this Delivery Order, or until such information is released or otherwise
made available to the public, whichever oceurs first; (¢) submit an unselicited proposal
to the Government which is based on such information until one year after such
information is released or otherwise made available to. the public; and (d) release such
information unless such mformation has previously been released or otherwise made
available to the public by the Gowmment

(3) Access To and Protection of Propnetary Inf'ormauon The Contractor agrees

that, to the extent it receives or is given access to proprietary data, trade secrets, or other
confidential or privileged technical,. ‘business, or financial information (heremaﬁer
referred to as “proprietary data™), unde1 this contract, it shall treat such information in
accordance with any restrictions imposed on such information. The Contractor further
agrees to enter into a written agleelmnt for the protectlon of the proprietary data of others
and to exercise diligent effort to protect .
disclosure. In addition,.the Contracto

- {c) Subcontract The Comractor shall mciude th]S c]ause mcludma this paragraph,
in all consulting anreements and subcontracts o{" any tier un!ess dlrccted otherwasc by the



Contracting Officer. The term “contract”, “contractor”, and “Contracting Officer” will be
appropriately modified to preserve the Government’s rights.’

(d) Represemations and Disclosures.

(1) The Contractor represents that it has disclosed to the Contracting Officer, prior to
award, all facts relevant to the existence or potential existence of organizational
conflict of interest as that term is used in FAR Subpart 9.5, -

(2) The Contractor agrees that if after award it discovers an organizational conflict of
interest with respect to this contract, a prompt and full disclosure shall be made in
writing to the Contracting Officer which shall include a description of the action the
Contractor has taken or proposes to take to avoid or mitigate such conflicts.

(e) Remedies and Waiver.

(1) For breach of any of the above restrictions or for nondisclosure of
misrepresentation of any relevant facts required to be disclosed concemning this
contract, the Government may terminate this Delivery Order for Default, disqualify
the Contractor for subsequent related contractual efforts, and pursue such other
remedies as may be permitted by law or this Delivery Order. If, however, in
compliance with this clause, the Contractor discovers and promptly reports an
organizational conflict of interest (or the potential thereof) subsequent to contract
award, the Contracting Officer may terminate this Delivery Order for convenience if
such termination is deemed to be in the best interest of the Government.

(2) The partics recognize that this clause has potential effects which will survive the
performance of this contract and that it is impossible to foresee each circumstance to
which it might be applied in the future, Accordingly, the Contractor may at any time
seck a waiver from the Contracting Officer by submitting a full written description of
the requested waiver and the reasons in support thereof. [fit is determined to be in
the best interest of the. Govemmcnt the Contractmfr Off icer will grant such a waiver
i’ writing,.

(f): Modifications. Pnor to a contract mod[f cat!on if the Statement of Work is
changed to add a significant new work, the Contracting Officer may request and the
Contractor be required to submit either a new organization conflict of interest
disclosure or an update of the previously submitted disclosure or representation.

(Ena of Clause)

180  SPECIAL ACCESS AND COMPETITIVE PROCUREMENT:

a. Proprietery Data of Third Parties: In the event the Contractor requires access to proprietary data
of other companies, in order to conduct studnes and research under the contract, it will enter into
agreements with the supplying. compames to protect such -data from unauthorized use or
disclosure so ]ong as such data remains propﬂetary These agreemems shall be made available to
the Governmcm‘ upon request of' the CO ..
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b. Proprietary Data Furnished by the Government: In thé event the Contractor is given access by the
Government to proprietary data of the Government or proprietary data of third partics possessed
by the Government, the Contractor will be required to sign a Non-Disclosure Agreement to
protect such data from unauthorized use or disclosure as long as such data remains proprietary,

190 KEYPERSONNEL:

a. Certain skilled experienced professional and/or technical personnel are essential for successtul
contractor accomplishment of the work to be performed under this contract. These are defined as
"key personnel” and are those persons whose resumes shall be submitted w1th the contractor's task
order proposa!

The contractor shall use the key personnel whose resumes are submitted with its task order proposals.
The contractor shall submit a certificate signed by that person and the prime contractor containing a
statement of the person's willingness 1o work for the contractor. The contractor shall not remove key
personnel from the contract work or replace them without compliance with paragraphs (b) and (c)
below. Ifthe employee is being plowded through a subcantracm: the subcontractor signature shall
also be provided. :

b. The contractor agrees that during any contract performance period, no key personnel substitutions
will normally be permitted by the Contracting Officer unless such substitutions are necessitated by an
individual's sudden iliness, death, or termination of employment. In any of these events, the
contractor shall promptly notify the Contracting Officer and the Contracting Officer's designated
representative in writing and provide the information required by paragraph (¢) below. All proposed
substitutions must be submitted in writing, at least seven (7) days prior to the date performance is
scheduled to begin. The contractor shali obl’un the Contracting Officer's approvat prior to making
any change in key personnel.

¢. All requests for substitutions must provide a detailed explanation of the circumstances
necessitating the proposed substitutions, a complete resume for the proposed substitute, and any other
information requested by the Contracting Officer needed to approve or disapprove the proposed
substitution. All proposed substitutes must have qualifications that are equal to or higher than those
in the contract. The Contracting Officer's designated representative will evaluate such requests and
provide the Contracting Officer with the resuls of his evaluation. The Contracting Officer will act on
the request and promptly notify the confractor of approval or disapproval thereof.

d. The Contractor, shall not substitute pcrsonile! for the individuals whose resumes were submitted
with each delivery order proposal for the first 120 days of the delivery order's performance unless
such substifutionsare necessilated by an mdw:dual s sudden illness, death, or termination of
employment. ‘In any of these events the Contractor shall prompt y not:f’y the Contractmc Officer and
provide the information required by para«rraph c. above. L
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1.0

1.1

1.2

INTRODUCTION

Statement of Work

This Time and Materials/Labor Hour Statement of Work (T&M/LHSOW) provides for
Systems Engineering and Technical Assistance (SETA) to the Department of Homeland
Security (DHS) within the Science and Technology (DHS (S&T)) Directorate. SETA support
will include program and technical management, program planning and oversight, technical
evaluation, project analysis, risk mitigation, data development and management, and other
financial, human resources, information technology, security, general administrative, and
technical support for current. potential, and proposed DHS technology programs. DHS S&T
requires this support to conduct its research projects more effectively and efficiently, and to
facilitate its efforts to introduce and enhance technological products, services, systems, and
capabilities to Federal, state, local, and tribal law enforcement organizations.

Mission

The mission of DHS is to: Lead the unified national effort to secure the United States. The
Department will prevent and deter terrorist attacks and protect against and respond to threats
and bhazards to the nation. We will ensure safe and secure borders. welcome lawful
immigrants and visitors, and promote the free-flow of commerce.

The mission of DHS (S&T) is to: Conduct, stimulate and enable research, development,
test, evaluation and timely transition of homeland security capabilities to Federal, State and
local operational end-users. DHS (S&T) coordinates and conducts the nation’s homeland
security research and deveIOpment needs. These urgent needs mclude but are not limited to.
the following:

o Development of biological and chemical countermeasures to reduce the
probability and impact of terrorist attacks,

e Development of countermeasures against explosive attacks against citizens,
infrastructures, and transportation targets,

o Coordination with intra and interdepartmental entities for chemical, biological,
radiological, nuclear,. and high:explosive (CBRNE) response and operations;
principal S&T Directorate interface for coordinating with interagency entities for
CBRNE related activities, to include exercise participation.

e Deve]opment of technoionxes that could assist DHS units to perform their existing
missions, : ;

o Analysis of threats and assessments of vulncrablhtxes especially in information
technology, . : :

° Devclopment of a standards provram for home]and security technologies to
ensure mtegranon and mteroperabIhty of systems used to secure the homeland,
&nd : ., _
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1.3

o Funding of umvcrsuy research and basic research in support of homeland
security. :

Many of the above mission responsibilities are interrelated, and entail specific
relationships with other civilian agencies and m;.htary commands of both the United
States and its AIhes

The missions of DHS S&T Business Units are:

e Office of Plans, Programs, and Budget (PPB}): Focus for activities that ensure the
development and continuing innovation of programs to meet both short-term and
long-term goals in accordance with national policies. Portfolio managers within this
office partner with operational end-users to identify requirements, create RDT&E
portfolios with strategic initiatives to address these requirements, and prioritize
investments in 8&T to produce effective and needed capabilities, equipment, and
systems. This office also provides policy coordination with other federal agencies
and the international community, develops standards for homeland security
equipment, and carries out the Department’s Safety Act responsibilities.

o Office of Research and Development (ORD): Executes intramural RDT&E
programs within the national and federal laboratories and the nation’s universities.
The office supports university and fellowship programs, and provides the nation an
enduring research and development complex dedicated to homeland security,

o Homeland Security Advanced Research Projects Agency (HSARPA): Engages.
through competitive contracting, industry. and academia in innovative research and
development. rapid prototyping, and technology transter to meet operational needs:

e Office of Systems Engineering and Development (SED): Transitions large-scale or
pilot . systems to the- field through a rapid, efficient, and disciplined project
management process. Critical functions include operational tasks and evaluations,
systems development and demonstration, and pre-production qualifications.

Scope
131 Delivery of Services: -

Outputs may take the form of information, advice, opinions, alternatives, analyses,
recommendations, program and technical management, program planning and oversight,
technical evaluation, training and/or services to complement the Government’s technical
expertise in accomphshmg its missmn .

Other service performame dlsmphnes may include: risk mitigation, database
development and management “and other financial, administrative and technical support
for current, potential, and/or’ proposed DHS technology programs. DHS requires this
support to’ conduct its- misszon pro_]ects more effecnvelyrand facilitate its efforts to
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introduce and enhance:‘technological products, services, systems, and capabilities to
federal, state, and local law enforcement organizations. - |

The nature of this work will at times require the contractor to be able to respond quickly
to stringent deadlines.-Most positions will require security -clearances for required
assistance. Special Access Programs may be included in these requirements up to and
including, TOP SECRET / Special Compartmented Information (TS/SCI). All positions as
a minimum will require an Interim SECRET c]earance This level of clearance is
considered included in the scope of this SOW. :

1.3.2 Required Level of Support:

To accomplish the level of effort required of this SOW, the Contractor shall provide
qualified management and technical support as set forth in this SOW.

The Govcmmeni csitmates SETA emplovec rnqmrements could expand in the out-years
at a 5 to 20% rate. -

Sample job categories include, but are not limited to:

Administrative Specialist

Facilities Coordinator (1o include a FamiltlesfProperty Support Spec1a[15t)
Financial Analyst (senior and junior)

Graphic Artist

Information Technology Specialist (senior and juruor)

Systems Engineer
Lead Program Manager ’
Management Analyst (senior, mid-level, }umor)

Security Specialist (physwai and information security)

Lead Scientist

Senior/Project Scientist (multi-disciplinary to include Chemical-Biological.
High-Explosive, Threat and Vulnerability Testing and Asscssment, Critical
Infrastructure Protection, Standards Devclopment and Testing)

Senior Project Manager . .

Support Speczahst (senior and j junior lcvels to provide clerical, administrative,
account tracking, security operations, time-sensitive planning (focused on
mission planning and operations), procurement assistance (including Life
Cycle Cost analyms) and human resources, support to all Business Units)

e Technical Writer -

o. Human Resources Ass;stant (HR) and HR Program Specialists

s

00@@09@“000__0

The above do not reﬂect sor should t!zey be cons:dered a complete and final listing of
.all the Governments’ comprehenszve requirements, This on{y is an estimate of potem‘ml
worAIoa(! Reqmrements may be adrfed mu!/or mad ifi ed depend:ng upon changes in
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DHS (S&T) priorities and/or émergént tasking during the course of each contract year.
Required Staffing can be produced with a multitude of configurations and position
titles to be defined by the Government without SOW modification as they are identified,

133

This solicitation seeks a SETA Contractor capable of providing personnel who can serve as
integral members of the Business Unit teams to which they are assigned. SETA Contract
personnel shall provide support m managing certain aspects of S&T programs, including
supporting day-to-day ' program management, providing and managing office facilities,
managing ongoing operations, providing conference planning and arrangement services,
providing physical and information security, and supporting the upgrade and/or design,

Required Skills and Technical Backgound -

testing, procurement, and deployment of S&T equipment andfor services.

This SOW defines the general reqmremunts of the Front Office and four DHS (S&T)
Directorate Business Units requiring SETA support. The Contractor shall provide
Engineering and Technical Assistance as follows (Note: The Government reserves the
right to add others as S&T work requirements evolve.):

a. Program Management: The Contractor shall assign one Program Manager to act
as the point of contact for task management, to include tracking all tasks assigned
under this delivery order, monitoring the progress of Contractor performance on these
tasks, and providing the deliverables required unde1 this Performance Based
Statement of Work.

1)

2)

Reviews/Meetings. The Program Manager shall, as needed, conduct technical
interfaces and meetings between Contractor - and S&T personnel. ~These
meetings shall be both working and formal sessions to review overall program
efforts. The Program Manager shall provide monthly cost and performance
reporting of all assigned tasks. The contents and formats of the reports shall be
specified in the Contract Management Plan (see paragraph 2.1.1 below). Ata

-minimum, these reports shall include: highlights of support provided,
-expenditures, projected expenditures for the next reporting period and to term,

and major issues affecting cost and performance.  The costs portion of the

" report shall be structured to enable ready discernment of cost trends,

projections, and variances. The Program Manager shall be qualified to act as
the Contractor’s single’ p_oint of contact for all technical and administrative
matters related to this delivery order.

: Specialized Technical- Program Support: The Contractor shall provide
- specialized technical prooaam support to key S&T programs and functions.
* This assistance shall support a wide range of S&T functions, including policy

. and procedure devclopment and ov ersxght financial, task and activity tracking,
- Human resources management, and strategic and management planning.
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c.

e,

3) Personnel Availability: The Contractor shall ensure the availability of
technically qualified personnel required for performance of tasks assigned
under this delivery order. Some individuals will require specialized skills and
experience necessary for effective support of S&T technology programs. The
skills and technical backgrounds required may include, but not be limited to:
biological, chemical, high explosive countermeasures; critical infrastructure
protection; standards development and testing; threat vulnerability testing and
assessment. - The Program Manager shall assure the technical quality and
timeliness of work performed under all authorized tasks.

b. Systems Engineering: The Contractor shall provide data collection and analyses
of user requirements and of existing and emerging systems, capabilities, and
technologies. The Contractor also shall provide engineering and technical support in
the assessment, evaluation, and testing of existing and emerging technologies,
systems, and capabilities.. The Contractor shall support the development and
production of architectures. organizational charts, and operations plans and
procedures, to include program Standard Operating Procedures.

Life Cycle Management: The Contractor shall provide life cycle management
support for S&T systems, prototypes, and programs. . The Contractor shall assist S&T
with program teviews and evaluations of life cycle management plans and budgets.
The Contractor shall support the deveiopment and pioductlon of all stages of
technology award packages. P

Technical Assessments and Studies: The Contractor will be reguired to identify
S&T and constituent needs and objectives, to include coordination with potential end-
users: support the identification of potential technology solutions, including
coordination with related government academic and industry programs; attend
meetings and symposia; coordinate and host meetings and programs reviews: and
support program advocacy mcludmo development and production of presentation
materials.

Systems Enhancements: The Contractor shall respond to technology and mission
changes to provide increased capability for S&T mission accomplishment through
systems analysis, engineering, design, and evaluation, to include equlpment sofiware
procurement, mteorataon and/or mstallatmn

Integrated Logistics Support and Training: The Contractor shall provide reviews
of S&T logistics and/or training requirements, assess training and/or maintenance.
support requirements, provide recommendations for improvements, and conduct
training support SchlaHy tailored for S&T systems users, supervisors, and
technicians. - cow

Executive-Level Program Support: The Contractor shall provide executive-level
support in program planning, assessment, and advice in the following areas: strategic
and operational pIanmn mfrastruciure enhancement and new program conceptual
development . - -
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k. Proposal Review Process Support: . Integration of new technologies and upgrades
into current and future systems - ' :

1.4 Points of Contact

Contracting Officer (CO)

Ms. Brenda Brady

Office of Procurement Operations
- Department of Homeland Securi ity "

Washington, DC 20005

202-357-8343

Brenda. Bradviadhs.cov

Contracting Officer’s T echmcal Representatwe (COTR) ’
Mr. Arnold Gritzke .
DHS, Science and Technology Dlrectorate

Washington, DC 20005 '

202-254-6046

arnold.gritzket@dhs.gov

1.5 Location of Work

It is anticipated that the majority of the required work will be peffonned at the Government Site
or in the Washington, D.C. Metlopohtcm Area Some emergent off-site work may be required,
particularly during einergencies. :

The location of the Government place of performance is:

Department of Homeland Security
Science and Technology Directorate.
Washington, D.C. 20003 '

1.6 Period of Performance '

The Government plans to award a five year Blanket Purchase Agreement (BPA). The first Task-
Order is expected to commence on 12 August 2003 and contmuc to 28 February 2006. As
additional funding is made available, the performance penod of the Task Order may be extended
~ and the ceiling price for the Task Order mmeased accordmgly_.’

20 CONTRACTOR REQ’UIREMENTS" o

2.1 Tasks: Contractor support is needed; > 51st w_ith_ the ;nii:_,lementation of the following

task area objecnves
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2.1.1

2.1.2

2.1.3

2.14

Contractor Quality Contrel and Program. Plan: The Contactor will be
required to develop and maintain a contractor’s Quality Control and Program
Plan as a blueprint for work to be performed addressing issues in areas such as
{(but not limited to):

e Program goals, needs. objectives and requirements
Work breakdown structure

Acquisition strategy and synopsis of task statements secondary
statements of work

o Technical approaches and alternatives

e Schedule and milestone events, critical path elements
e QOrganization, staffing and responsibility matrix
Funds, budget and cost/price control management
Data management

Program risk management

Quality management

Performance measurements

¢ @ o o

Contract Phase-in Plan: Prepare a comprehensive Phase-in Plan in collaboration
with, and to be approved by, the Contracting Officer’s Technical Representative
(COTR) from the DHS S&T Staff. The objective of the plan, summarized briefly
in paragraph 1.3.2. is to prevent dlsruptlon of SETA support and services during
Contractor transition. .

Coantract-Level and SOW Management Plan: Prepare a Project Management
Plan in collaboration with, and to be approved by, the Contracting Officer’s
Technical Representative (COTR) from the DHS S&T Staff. The COTR, or an
alternate formally designated in writing to the Contractor, are the Government’s
Representatives who may give direction to the Contractor, Direction is defined
as that process by which the Contractor receives guidance, instruction or contract
clarification as it is related to an element of work solely within the existing
requirements of the SOW :

Monthiy and End of Year Program Status Reports: The PM is requ1rcd to
deliver monthly cost and performance reporting of tasks assigned. At a minimum,
reports shall include: highlights of support provided, expenditures, and projected
expenditures for the next reporting period and to term, and major issues affecting
cost and performance.  The cost portions of the reports shall be structured to
enable ready discernment of cost trends, projections, and variances. Reports also
shall address problems or issues identified during the previous month and those
still unresolved from previous reports. The required delivery dates and formats
of the reports 'shall be specified in the SOW Management Plan (see paragraph
2.1.1). End. of year reports also shall be provided at a period following the
completion of the basic year and each option year (as executed). The delivery
date for these reports shall be in accordance with the SOW Management Plan.
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2.1.5 Deliverables:

The SETA Contractor shall proﬁide technical, science and technoiooy information and studies to
support the Department of Homeland Secur;ty as specified in the SOW. The Contractor shall
perform and/or deliver the following:

Item ' Descripiion

1

L2 1D

Lh

Quality Control and Program Plan
for Conftract

Phase-in Plan

Contract Level and SOW
Management Plan

Monthly and End of Contract Year

Financial and Activity Report

Reference

2.1.1

i\) !\.)
et gk
Lk I

™
n

Format/Nr.

Delivery Schedul¢

Contractors/ 5

~ Contractors / 8

Contractors / 8

- Contractors / 8

With proposal

With proposal

7 calendar days after
award.

As required by the SC
Management Plan
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ADMINIBTRATIVE SUP?O.R?:' SPECZALYST‘

Education/Experience: B. A or B.S. Degree or equlvaient experience. 2 years of
general experience, TR :

Duties: Provide services in travel management, "administrative policy, project
administration, general office support, conference planning, and executive
assistance as required. 'Design, coordingte, and impiement office operational
activities necessary to support effectively the production of project deliverables,
presentation records, and mater:als Coordinate meetmg schedules and arrange
client interviews. s

Education/Experience: Edﬁéétior{/Expertence: MS Degree in civil/environmental
engineering, life science, or physical sciences. PhD desired 10 years experience
in scientific or enganeermg research or equ:valent ﬁeid

Duties: Experienced in assessmg requrrements for new or modified systems,
performing detailed systems . design, preparing written specifications,
programming. and conducting “module and integration tests. Able to train
personnel in subject matter related to information technology. Knowledge of MIL-
STDs and system development processes. Research experience and publication
history with recent (within last 5 years) contributions to the scientific literature.
Knowledge of Federal and state laws and regulations related to land and natural
resources management.’ .

FACILITIES COORDINATOR:

Educatlon/Expertence B.A. or B8.S. Degree or equlvalent experlence 5 years of
general experience. o

Duties: Coordinates all facility maintenance issues and mitiates service calls with
Building Property Management.  Participates in "walk-through" inspections to
identify maintenance needs.  Flexible availability during and after
designated business hours .to provide access . and escort assistance.
Responsibilities include, but are not limited to, setting up conference rooms, copy -
centers and pantries. Assists in identifying VTC, AV, PA and all systems related
equipment requirements., Once. established, acts as liaison between IT and
internal staff to provide technical equipment support. :

FINANCIAL ANALYST, SENIOR:



Education/Experience: B.A. or B S Degree or equ:valent experience in a related
field, 8 years of general ﬁnanczal management experaence, mcludmg 5 years of
specialized experience. : o , .

Duties: Conducts financial analysis projects and statistical studies. Familiar with a
variety of the field's concepts, practices, and procedures. Relies on experience
and judgment to plan and accomplish goals. Performs a variety of complicated
tasks. May [ead and direct the work of others. Must be able to assess, develop,
and execute accounting policles.and procedures for compliance with Government
Standards. Prepares status reports and presentations for colleagues and senior
staff. Track past, current, and: future expenditures at.various levels (office,
program, performer). Prepares. annual budget submissions. May report to an
executive or manager. A wide degree of creativity and latitude is expected.

FINABNCIAL ANALYST:

Education/Experience: B.A. of B.S. Degree or equivalent experience in a related
field. 5 years of general fnanua! management experzence

Duties: Conducts Fnanc:al analysns projects and stat:stical studies Familiar with
standard concepts, practices, and procedures within a particular field. Relies on
limited experience and judgment tc plan and accomplish goals. Performs a
varlety of tasks. Works under general supervision; typically reports to a
supervisor or :manager. A certain degree of creativity and latitude is required.
Prepares status reports and presentations for colleagues, subordinates, and other
end user representatives, Track past, current, and future expenditures at various
levels (office, program, performer). Assist in the preparation of annual budget
submissions. S :

GRAPHIC ARTIST:

’e.»,"”

Education/Experience: B.A. or B.S. Degree or equwalent experrence 3 years of
graphic arts experience. o Y

Duties: Creates, modifies, and integrates graphic arts for use both in print and
digital media.. Functional Responsibility: creates, modifies, and selects graphic
arts for use in client projects. Work includes, but is not limited to: providing and
determining; the ideal graphics for use both in print and digital media: modifying
graphics as necessary and incorporating graphics according to client and program
spec;f“cattons May superv_:se junior staff members.

HUMAN RES@URCES .'QSS!S?.&.?'&T (TECHNIC.&L & AD?@”NTSTRQT.L%E)

Education/Experience: B A. or B s. Degree or equuva[ent experlence Minimum 3
years of work-related skill, knowledge, or experience is needed for this
occupation.’ Employees. m these occupataons usuaIEy nead at least one year of
work-related experlence. R SRR .




Duties: process and issue employee time and attendance cards to the National
Finance Center. Compile employee time, production, and payroll data from time
sheets and other records. Review time sheets, work charts, wage computation,
and other information in order to detect and reconcile payroll discrepancies.

Verify attendance, hours worked, and pay adJustments and post information
onto designated records.: Record employee-information, such as exemptions,
transfers, and re5|gnat|0ns, in order to maintain and update payroll records.

Issue and record adjustments to pay related to. previous errors or retroactive
increases. Keep informed about changes in tax and deduction laws that apply to
the payroll process. Complete time sheets showing employees' arrival and
departure timeas. . N

HUMAN RESBOURCES ASSISTANT.

Education/Experience: B.A. or B.S. Degree or equivalenf experience. 3 years of
work-related skili, knowledge, or experience. Employees in these occupations
usually need two years of work related expenence or on- the—Job training.

Duties: Explain company personnel poltc;es, benefits, and procedures to
employees or job applicants. Maintains and verifies documentation relating to
personnel activities such as staffing, : recruitment, training, grievances,
performance evaluations, and classifications.  Maintains employee office files,
Answers questions regarding salaries, benefits, and other pertinent information.
Examine employee files to answer inquiries and provide information for personnel
actions. Analyzes and compiles a variety of document using databases, the
National Finance Center and the f‘nancaai system : :

HUMAN RESCQURCE SP:CI&L?S?

Education/Experience: B A or B.S. Degree or equnvaient experience. Minimum of
6 years of work-related skill, knowledge, or experience. Employees in these
occupations usually need several years of work- related expenence

Duties: Administer compensatfon, benef‘ts and performance management
systems, and-training programs. Identify staff vacancies and recruit, Allocate
human resources, ensuring appropriate matches between personnel.  Provide
current and prospective employees with information about policies, job duties,

working conditions, wages, and opportunities for promotion and employee
benefits. Perform difficult staffing duties, including dealing with understaffing.

Advise managers on organlzatlonai policy matters such as equal employment
opportunity: and sexual harassment, and recommend needed changes. Analyze
and modify compensation and benefits policies to establish competitive programs
and ensure compliance with legal requirements. - Plan and conduct new
employee orientation to foster positive attitude toward. organizational objectives.
Serve as a link between management and employees by handling questions,
interpreting and administering contracts and helping resolve work-related
problems. Plan, direct, supervise, and coordinate work activities of subordinates
and staff reEatmg to employment compensataon labor relations, and employee
relations. ~ Prepare policy ' as needed:;- Many - of- these posn:ions required
coordlnatmg, superv:smg, managmg, or trammg others, o




HUMAM RESOURCES PROGRAM SPECIALIST: .

Education/Experience: B.A, or B.S. Degree or equivalent éﬁ(perience. Minimum of
6 years of work-related skill, know{edge or exper:ence

Duties: Establish and ma:nta:n relatlorash;ps with hlrmg managers to stay abreast
of current and future hiring” and business -needs. - Review applications to
determine work history, training, educations, and job skills., Maintain current
knowledge of Equal Employment . Opportunity . (EEO) and affirmative action
guidelines and laws, such as the Americans with Disabilities Act. Prepare and
maintain Science and Technology employment records. - Contact applicants to
inform them of employment possibilities "and consideration. Inform potential
applicants about facilities, operations, benefits, and job or career opportunities in
the organization. Advise managers and. employees on staffing policies and
procedures. Develop organization policy and procedures as needed. Employees
in these occupations usually: need several vears of work-related experience.
Many of these positions required coordmatmg, superwsmg, managing, or training
others. _

INFORMATION ';"ac;mamev S?ECEALiS;, SENIOR:

Education/Experience: B.S. Degree in Computer Sczence, Informatlon Systems,
or other related d:sc:pfme 5 years exper:ence

Dutles: Substantial IT knowledge and hands on expertlse and/or training in areas
of emerging technologies. Designs, develops, programs, installs, implements,
researches, and maintains internal data’ processing «computer systems and
utilities. Areas of work include national. policy development, continuity of
government operations, crisis - management, disaster recovery, database
frameworks, enterprise resource planning, -information systems, and visual
simulation applications, and systems security and security architecture skills,
including security control assessment, . certification”. and accreditation, and
National Institute of Standards and . Technology (NIST) documentation.
Functional Responsibility: Provides highly technical and specialized guidance and
solutions to complex IT problems. Performs elaborate analyses. Reviews and
recommends solutions to customer problems based on prior experience and
hands-on understanding of how products and services interrelate and support the
customer mission. Establishes system parameters and formats; ensures
hardware/software compatibility; coordinates or modifies useir requirements in
terms of existing and projected computer capacity and capabilities. Prepares
reports and -gives presentations. Demonstrates excellent oral and written
communications skills. . o 0 T

INFORMATION TKCHMOLOGY SPECZALIST

Education/Exper:ence B.S. Degree in. Computer Scuence, Information Systems,
or other related dlsc1pt|ne 2 years expereence ' Lo




Duties: Significant IT knowledge and hands-on expertise and/or training in areas
of emerging technologies. These areas include national policy development,
continuity of government operations, .crisis management, disaster recovery,
database frameworks, enterprise resource planning, information systems and
visual simulation applications; -and. systems security and security architecture
skills, including security control assessment, certification and accreditation, and
National Institute of Standards and Technology (NIST) documentation. Functionai
Responsibility: Provides technical expertise and support to complex IT problems.
Works with the responder community to define and establish information
requirements, information flow, :information sharing protocols, and response
protocals. Reviews and recommends solutions to customer problems.based on
prior experience and hands-on understanding of how products and services
interrelate and support the customer mission. Educational Requirements:

A

LEAD PROGRAM ?&éNAGER

Education/Experience: BA orBS Degree M,S preferred 8 years experience.

Duties: Manages the day to day operations of the pro;ect and interfaces with
client management daily: regarding program/project issues. Prepares project
estimates and work plans based on the Contractor's past experience with similar
projects using: the Contractor's methodology. Prepares and delivers project status
reports and communications to client management. Resolves project staffing and
planning issues and manages. company staff assigned to the project. Ensures
projects are completed within applicable estimated time frames and budget
constraints through coordination of project approach, methods, and staffing;
resolves any issues with staff, tools, and methods. Reviews project deliverables
and work products - for completeness ¢ and-  adherence to client
requirements/standards. ' Delivers presentations and. leads client meetings.
Minimum/General Experience: Over eight vyears of progressive experience -
managing projects. Capabie of leading highly complex projects.

e

MAMAGEMEMT ANALYSET, SENEOR' |

Education/Experience: B.A. or B.S. Degree ,(M S preferred 8 years expenence

Duties: Experience in the development, rmplementatmn, administration, and
review of Federal Government or quasi-Federal Government management
projects, including tralnmg and - communications. initiatives. Major Functions:
Develops new and/or revises existing policies and procedures to increase
accountability for development efforts, enhance coordination and cooperation
between offices, improve information and data flow, and facilitate management
planning. Coordinates the Jmplementat:on and re\news the effectlveness of
developed pohmes and procedures. S

Able to manage, plan, and organize tasks and pro;ects for the entire acquisition
life-cycle. . May be required to provide acquisition support for services and
supplies, including major system acqmsrtuons, and executes the full life-cycle
acquisition requirement. 7. EEREE S -

MANAGEMENT ANALYST, MID-LEVEL: -



Duties: Analyzes user needs to determlne funct:xona! and cross-functional

requirements for management projects including training and communications . -

initiatives. Perform functional allocation to identify required tasks and their
relationships. Identifies resources required for each task. May serve as task
Team Leader directing the activities of technical staff in task accomplishment.
Conducts formal reguirements analysis and prepare requirements documents
according to required standards. Functional expert In task participation,
coordinating with the customer, "and -assisting to resolve functional issues
encountered in task accomphshment ' S :

MAMAGEMENT Amws?, JUNIOR:

T
S

Education/Experience: B A. or B. S Degree or equwalent experience. 3 years

experience.

Duties: Performs requarements ana[ysrs, feasrbmty studres systemns design, and
systems evaluation, . .

SECURITY OFFICER, .;Ei"»éIGR

Education/Experience: B. A or 8 S Degree or equ;va!ent experaence 5 years of
general experience, L S S

Duties: Primary custodian of all security system associated hardware, card
readers, cameras, duress ‘alarms, sensors, metal detectors, locks, X-ray
equipment, key control equipment, and communications equipment. Develops
guidelines on proper use and training policy for users, oversees all installation of
security hardware waorks with DHS directors to ensure proper conflguration of
security system hardware in the even of changes to DHS working space, conducts
tests of hardware to ensure proper function and tracks ail work orders issued for
repair and maintains - current. as building drawings and technical manuals.
Conducts vuinerability assessments and site surveys to identify weakness in the
system, evaluates security system to identify future requirements, plans and
projects budget requirements to cover upgrades and replacement of security
system software, budget requirements will be presented annually with no less
than three year projections and key member of the threat working group.
Conducts vulnerability assessments and site surveys -to identify weaknesses’
associated with the hardware, evaluates security hardware requirements for
future needs, plans and projects budget requirements to cover upgrades and
replacement of security system hardware, budget requirements will be presented
annually with no less than three year pt’OJEC'E!OﬂS and key member of the threat
working group : . .

SECURITY SPECIALIST:



Education/Experience; B A or B.S. Degree or equnva!ent experience, 3 years of
general experience.

Duties: Provide both physical and information security. Security projects involve
the security disciplines of Operations Security (OPSEC), Automated Information
System. (AIS) security, verification and oversight of clearances and management
of related clearance documentation, personal and facallty security oversight and
management, security awareness training. “

SCIENTIET, LEAD ~ SCEENTEFIC SGSJEC’I‘ MAT"ER EXPER"'
Education/Experience: M S Degree, PhD des:red 10 years of experience,

Duties: Provides techmca! knowledge and analys:s of highly specialized
~ applications ‘and operational environment, high-level functional systems analysis,
design, integration, documentation and implementation advice on exceptionally
complex problems which require graduate level knowledge of the subject matter
for effective implementation. Participates as needed in all phases of software
development. Applies principles, methods and knowledge of the functional area of
expertise to specific Task Order. requirements, advanced mathematical principles
and methods to exceptionally. difficult and narrowly defined technical problems in
engineering: and other scientific applications to arrive at automated solutions.
Technical support includes technical advice on security requirements for highly
specialized applications, techmca! report preparatlon or other services as
required by the task order S

SCIENTIST SENEOR/?ROJECT'

Education/Experience; M S Degree, PhD desrred 5 years of experience.

Duties: Deve!ops and tests programs on systems components, and material
concurrent with design, fabrication, .or testing to better evaluate and minimize
future problems. Develops alternate solutions to existing problems. Performs or
delegates all detail work necessary to determine opiimum selutions. Evaluates
proposal and makes recommendations based on sound scientific principles and
.practical considerations. Prepares cost and schedule estimates and technical
.documents on proposed projects in assigned area. Demonstrates creative ability
through patent disclosures, problem solvmg, saentlﬁc reports or technlcai papers
and articles, . i e,

SENIOR PRDBS:CT MQNAQER

Education/Experience: M S Degree PhD des:red i 10 years of experience,

_ Duties: Pro;ect manager for a iarge, comp!ex task Resgmnsnble for formulatmg
and enforcing work ' standards, . assigning'  schedules, reviewing work
discrepancies, supervising . contractor personnel and communicating policies,
purposes, and goals of the.organization to. subordinates. Responsible for the
overall management of the*pm}ect and insuring that the technical solutions and




schedules are implemented in a timely. manner. Performs enterprise wide
horizontal integration planning and interfaces to other functional systems.
Qualifications: Requires a minimum of twelve years project management
experience. Specific required experience includes: project development from
inception to:deployment, expertise in the management and control of funds and
resources using a variety of reporting mechanisms, demonstrated capability in
simultaneously managing multiple tasks, functions, locations, staffs, and
contracts. L :

SUPPORT SPECIALIST, SENIOR‘

Education/Experience: B.A. or B 5. Degree or equwaient experience 5 years of
general experience. : .

Duties: Provide expert level support in specialized areas that include, but are not
limited to: research, studies, requirements / specifications definifion, analysis,
assessments, planning, acquisition, design, development, integration, testing,
- installation, performance tuning, clerical and administrative work, contracting and
procurement {including Life Cycle Cost analysis), human resources support,
deployment; and maintenance. Interfaces with users at all levels during the
support process. Supports strategic or tactical planning to justify, market, or
manage the technology needed’ for successful operations. Provide users or
subordinates with training, as required. May need to author or edit technical
documents or procedures. Prepare presentations. Work with other disciplines, as
needed, to achieve the best. solution. Use  applicable methodologies,
modeling/estimating techniques,  tools, applications, systems, sofiware, or
databases at advanced levels to perform assugned tasks May lead or manage
projects. _ : :

SUPPORT SPE CEALEST‘?

Education/Experience: B.A. or B S Degree or equuvatent experience. 3 years of
general experience. S _ .

Duties: Provide support in specialized areas that can inclu‘de, but are not limited
to: research, studies, requirements '/ - specifications. definition, planning,
integration, testing, installation, performance tuning, clerical and administrative
work, contracting and procurement (including Life Cycle Cost analysis), human
resources support, deployment, and maintenance. Interfaces with users at all
levels during the support process. May need to edit documents or procedures.
Work with other disciplines, as. needed, to achieve the best solution. Use
applicable methodologies, modeling/estimating techniques, tools, applications,
systems, software, or databases to perform assigned tasks.

TECHNICAL WRITER:

Educatlon/Exper:ence BA or' ‘S”.lDegree or ,equi{i'alent'experience. 3 years of
- deneral experience. : S BV L




Duties: Prepare and edit technical documentation incorporating and operational
personnel. Duties include writing, editing, and graphic presentation of technical
information for both information provided by the user, specialist, analyst
programmer, and technical and non-technical personnel. Produces user manuals,
training  aids, software/system  engineering - change  proposal and
functional/physical configuration reports. May include system specification and
operational instructions. Must be able to interpret technical documentation
standards and prepare documentation according to standards,

Note: All position descrlpt;ons were taken from the GSA Advantage website at
www.gsaadvantage.qov oo




. 1. CLEw ANCE AND SAFEGUARDING
DEPARTMENT OF DEFENSE = S AACHMENT 3 10 REO
: . FACILITY CLEARANCE REQUIRED
CONTRACT SECURITY CLASSIFICATION | 0P SEGRET
SPECIFICATION o :
{The requirements of the DoD Industrial Security Manua/ app/y : b. LEVEL OF SAFEGUARDING REQUIRED
ta all security aspects of this effort. ). wo: o TOP SECRET

2. THIS SPECIFICATION IS FOR: {X and complete as applicable) 3. THIS SPECIFICATION IS: (X and complete a5 applicable)
N 3. PRIME CONTRACT RUMBER X . Dave ( PYMAIDD)

TC BE DETERMINED UPON AWARD . 2. ORIGINAL {Comptete datein all cases)

b. SUBCONTRACT NUMBER _ b. REVISED (Supersedes Revision o, Date { FPAMDD)

31 pravigus specs)

¢. SOLICITATION OR OTHER NUMBER- Due Date ( YYH4DD) Date { YYaimDm
X HSHQPB-05-G00003
4. IS THIS A FOLLOW-ON CONTRACT? l YES 1 X { 80, 1f Yes, complete

Cassificd matesia! received or generated under . ( Pre:eding Conlrg inber) is transferred 10 this follew-on ¢on
5, IS THIS A FINAL DD FORM 2547 I l YES. X KO, If Yes, com; following:
Tn Respanse to the contractor's request dated R , retention of the identi] ified materizl is 2uthorized for the period of

6, CONTRACTOR (Inchude Commerdial and Government Enlity (CAGE) Code)
. NAME, ADDRESS, AND ZIP CODE NT SECURITY OFFICE {Hame, Address, p Code}

7. SUBCONTRACTOR

a. NAME, ADDRESS, AND 7IF CODE

. COGRIZANT SECURYTY QFFICE {(Xame, Address, and Zip Code)

8. ACTUAL PERFORMANCE

a. NAME, ADDRESS, AND 21P CODE

C. COGNIZANT SECURTTY OFFICE (Nome, Address, 2ad Zip Code)

a. GENERAL IDENTIFICATIO
Thisisa competmw, General Hpply Schedule (FSS) Request for Quotation (RFQ) pursuant to
e Department of Homeland Security (DHS), Defense Nuclear

528. The requirement is considered URGENT.

Detection Office (DNDO), Washmgt

0. THIS CONTRACT WILL REQUIRE ACCESS %0 | 11.IN PERFORMING THIS CONTRACT, THE CONTRACTOR YES | ND
: WILL: '
a, COMMUNICATIONS SECURITY {COMSEC) INFORMATION 3. HAVE ACCESS TO CLASSIFIED INFORMATION ONLY AT AHOTHER CONTRACTORS X
FACILITY OR A GOVERNMENT ACTIVITY
b. RESTRICTED DATA b. RECEIVE CLASSIFIED DOCUMENTS ONLY X
¢, CRITICAL NUCLEAR WEARON DESIGN INFORMATION X ¢, RECEIVE AND GENERATE CLASSEIFIED MATERIAL X

& FORMERLY RESTRICTED DATA d. FABRICATE, MODIFY, OR $TORE CLASSIFIED HARDWARE . X
2. INTELLIGERCE INFORMATION: . @, PERFORM SERVICES OHLY . X
: : ' T FAVE ACCESS Y0 U'S. CLASSIFIED THFORMATION GUTSIDE TViE U 5n
{1} Sensitive Compartmented Information (SC3) X PUERTO RIS, U5, POSSESSIONS AND TUST TERATYORIES X
23 NomSCl T . : | 9 BEAUTHCRIZED TC USE THE SERVICES OF DEFEHAE TECHAILAL NFORPATION X
: ; CENTER (DTIC) OR OTHER SECONDARY DISTRIBUTION CERTER

f. SBECIAL ACCESS IMFORMATION e X . h. REQUIRE A COMSEL ACCOUNT X
Q. NATQ [NFORMATION E - R ) X t. HAVE TEMPEST REQUIREMENTS X
. FOREIGN GOVERNMENT INFORMATION X j- HAWE OPERATIONS SECURITY {OPSEC) REQUIREMENTS
1. LIMITED DISSEMINATION INFORMATION | | o X k. BE AUTHORIZED TO USE THE DEFENSE COURIER SERVICE
1. FOR QFFICIAL USE OHLY INFORMATION . : - b4 | OTHER (Specify)

k. OTHER (Speafy) Sensitive But Unclassfied (SBU} SEE ITEM 13 & 14 b ox

Computer Gerierated Form

DD Eorm 254-E, JAN 95 Previous editions are o_bsc%ete :



12, PUBLIC RELEASE, Any information {classified or unciassified) pertaining to tis contract shall not be released for public dissemination except as provided by the Industrial
Security Manusi or unioss it has bean approved for public release by appropriate U.S. Government authority. Proposed public releases shall be submated for approval prict 1o release

E:i Direct Exxj Through (Specfy): RELEASE OF SCT WITHOUT PRIOR APPROVAL FROM DHS IS STRICTLY PROHIBITTED.

The contractor is respousible for obtaining approval from DHS DNDQ and the Office of Security prior Lo release of any information received or generated under this
comtract. NO INFORMATION MAY BE RELEASED TO THE PUBLIC WITHOQUT THE EXPRESS WRITTEN CONSENT OF THE DHS.

13. Sceurity Guidance. The svcurity chssifieation guidinee noeded fior b chissified oon is Kentified belaw. ITany difliculty & encountered in applving this puithinee er if any uther conribusing factor indicizes 3 need

et channes i ths guidance, he contzastar b akthorized and engowrzzas th jprovide o ded cl 10 chad the guidance or the clssification assigred 10 any mformation of matenzl furnishad ar generated under b
catitract; atd 10 submit any guestions for mterpretation of Hris guidance 10 $e offisiml identificl below:  Panding final detuion, the information tnvolved shall be hand?ed and protected at the Righest kevel of clissification anizned
Dot recominended, {F3lE i as appropriate for the chissified <ot Astach, or {ﬂmu ad under seg correspendence, any d guédu.’ﬂuam referenced herein. Add additional pages 2s needed to provide complete
¢ wmdence. )

Ref 10 a./t1 b, COMSEC Information shouid be handled in accordance with app!xcable national d:reatwes and DHS instructions from
DHS COMSEC Custodian, Mr. Scott Oglesby, who can be contacted at (202) 401-1079. : thorized to use U.S.
Government cryptographic equipment, Access to classified COMSEC information reg niment clearance at the
appropriate level. Further disclosure of COMSEC information by a contractor, 1o ip rmr approval of the
contracting activity. Contractor shall request COMSEC guidance and verify tha danual 90-1 was
requested on their behalf from NSA.

Ref 10 b./d. Contracior is authorized access to RD. Access to RD requ[res a
prior approval of the Government’s Contracting Officer’s Techunical Represen
Contractors should process their clearance request through their Govemmem
should contact Mr. Mike Taylor, at (202) 772-5012. .

Ref 10e.(1)(2), SCI/Non-SCI: All contractor personnel requirip
been granted a final Top Secret security clearance by the U.
CS0, and have been mdoctrmated for the applxcab!e con

(PO).
contractors

mrking FOUO information in
fied (For Official Use Only) Information.” Dated
it a special Non-Disclosure Agreement before recetving access

ing DHS FOUOQ shall contact DHS O8 ASD at (202) 772-5012.

X Yes No
usal, or provide an approgriste statément whi
13 ¢ atational space i needed.)

Refltem 10 £ (SAP)

. jzant sesurity office. (If Yes, explain and Wentfy ] X l Yas l ! No
for inspections, Use item 13 if additiona! space is needad.}

2APPROVES THE “NEED-TC-KNOW” AT THE SCI LEVEL”

ires a fipat US Government clearance.

¢ GCA., The DSS (CSQO) does not conduct inspections for Sensitive
nility for all non-SCI classified material released tofor developed under the

Clearances: Access to intelligence inform
Subcontracting: Subcontracting requires prio
Compartmented Information (SCI), but retains r

contract and held by the  contractor.

16. CERTIFICATION AND SIGN_A_T_URE. Security quiremenfs stated herein are complete and adequate for safeguarding the classified
information to be released or @enerated under this classified effort. All questions shall be referred to the official named below.

3. TYPED TRAME OF CERIIFYING OFFICTAL _ b, TIILE . ¢ TELEPHORE {Tnchide Arez Code}
Jose Salazar . : _ . Program Manager, Industrial Security Program (202) 772-5073
d. ADDRESS {Inciude Zip Code) : - _ 17. REQUIRED DISTRIBUTION
Department of Homeland Security L X | 2 CONTRACTOR
Office of Security : S x| b. suscontRacTOR
Washingéon D.C. 20528 : o % £ COGNIZANT SECURITY OFFICE FOR PRIME AND SUBCONTRACTOR
. SIGNATURE ' o d. us. ACI'IVH’Y RESPONSIBLE FOR OVERSEAS SECURETY ADMINISTRATION
' R % | e ADMINISTRATIVE CONTRACTING OFFICER
X f. OTHERS AS NECESSARY

DD Form 254~ Reverse, JAN 95




DD Form 254 -- Continunation to RFQ # ._sHQPB-05-Q80603
Ref 11.a. Contract performance is restricted to the contractors’ facilities, and DHS Government buildings located in
and around the metropolitan area of Washington, D.C., and at other locations. All contractor personnel must: be U.S.
citizens, have been granted a final security clearance by the U.S. Government, have been approved as meeting criteria
by DHS CSO0, and have been indoctrinated by a Non Disclosure Agreement, Standard Form 312 for this specific
program prior to being given any access to such information released or generated under the Blanket Purchase
Agreement (contract). Immigrant aliens, personnel cleared on an interim basis, or personnel holding contractor granted
CONFIDENTIAL clearances, are not eligible for access to classified information released or generated under this
contract without the express permission of the CSO through the DHS Personnel Division (DHS/PD) The contractor
and the Contracting Officer Technical Representative or other delegated 1 revalidate all billets under

the contract with the CSO annually or when a revised DD Form 254 isg8

Ref 11.c. The contractor shall derivatively classify newly created infarmati i ort based
on the classification guidance provided through existing classified
marked in accordance with the NISPOM. The ISOO Pamphiet on
Information™ dated March 25, 2003, may be used as a gu de on the
Questions relating to I\/Iarkm6 Classified National Se
Security Administrative Security Division, at tele
generated under this contract is the property of t

king Classified National !
er marking of classified inft

Contractor Requirements with regard
furnished by DHS or generated during - (
1. Reproduced without prior approval of i e material.” All intelligence material shall bear a
 prohibition against reproduction while in t

2. Released to foreign nationals or immigrant al m the Contractor may employ, regardless of their security

clearance or access permission of DHS SSPD via the COTR

3. Released to any ggitv \ zanon not directly engaged in providing services
under the confgist ol i s), Government agency, private individual,
or organiz ith pri ; al, and ptior approval and certification of need-

to-know,
tractor and may be withdrawn at any time. Upon
expiration of the contract."
the COTR or DHS SSPD f

is not inferred or intended.  Classified
in any form to foreign nationals or i
foreign nationals and immigrant aliens) wi
must furnish on demand, the names of i

aliens: (mcludmg U.S. Government employed, unhzcd or integrated
ut permission of the originator. The Contractor will maintain records and
gividuals who have access 10 intelligence material in the Contractor’s custody.

Ref Item 11g Defense Technical Information Center (DTIC) Services is required. A DD Form 1540 and DD Form
2345 must be submitted for registration with DTIC The COTR shall be consulted to cemfy need-to-know on these
forms. SRR _ _

Ref Item 11j: As a means of increasing éffé&tii?eﬁeés across the board, fc.:vantrac’oar should address through an OPSEC
Plan how the company plans to identify those activities likely to produce inteiligence for an adversary. Contractors.
shall contact DHS OPSEC Dmsmn at 202-772- 5064 for further OPSEC gludance

Ref Item 1 Ik “The contractor is respon51ble for _reques‘fmc thru COTR, DCS services from: Commander, Defense
Courier Service, ATTN: Operatlons Dmswn F rt Georgc G. Weade, Maryland 20755-5370.
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Brady, Brenda o

From: Brady, Brenda

Sent: _Wednesday, June 08, 2005 2:45 PM
To: Jubilee, Jim' 7

Subject: SETA RFQ, Past Performance
Importance: High

Potential Offerors:

Reference page 8 of the subject RFQ. para 12.2: change ...following “areas” to read: .....following “sub factors”.
Attached is a page change accordingly. '

Thank you,
Brenda Brady
Contracting Officer

6/9/2005



the proposal demonstrates an ° outstandmc" understandmg'of the factor contams essent;ally no
weaknesses, and exceeds the fullest expectatlons of the Government

ACCEPTABLE. Meets performance requuements necessary for acceptable contract performance;
may have weaknesses; any risks are manageable. The proposal meets the requirements. The proposal
may contain weaknesses and/or significant weaknesses that are correctable but no deficiencies. An
assigned rating of “good” indicates that, in terms of the spec;f‘ ic factor (or subfactor), the proposal
demonstrates a “good” understanding of the factor. If any weaknesses and/or significant weaknesses
are noted, they should not seraous[y affect the offeror s performance

UNACCEPTABLE. Fa1ls to meet a minimum requ;rement(s) or conitains a major deficiency or
major deficiencies that is/are not correctab!e wn:hout a major revision of the proposal.

PERFORMANCE RISK: Offeror 5 proposaE wail be evaluated to determine the level of
performance risk as follows '

Low Risk: -

Based upon offeror’s level of understandmor and proposed approach, no doubt exists that the offeror
will successfully perform the required effort Little or no government oversight is expected to be
required in achieving the proposed leve! of performance. No risk anticipated with delivery of quality
product, on time, or of any degradation of performance or lack of customer satisfaction {or cost
growth if applicable) based Upon oﬁ‘eror s proposa] approach.

Moderate Risk: C

Based on offeror’s proposed response some doubt exists that the offeror will successfully perform the
required effort in a timely and efficient manner. Some government oversight is expected to be
required in achieving the proposed level of performance; -

High Risk:

Based on offeror’s proposed response swnsf’xcant doubt exists that the offeror will sucmssfu!iy
perform the required effort in a timely and efficient nannef: Significant government oversight is
expected to be required in achieving the proposed level of performance.

Evaluation Factors: -
The following factors listed in order of importance, and sub-faotors which are of equal importance
will be evaluated o

12.1 FACTCR ONE: Techmeal s
The Government will evaluate your proposal on the foilowmo technical sub-factors:

- Qualified techmcal support

- Program Management '

- Key Personnel -, =% - '

- Integrated Loglstlcs Support and Trammg
- Executive Level Program Support -

- Systems anmeermg.

12.2 Contracter Past Performa:zce g .
Pasi performance mf'ormatlon shaI!: be evaluated agamst the fo]lowmg, sub factors:




QUESTIONS AND ANSWF*RS
SETARFQ -
HSHQPB-05-Q-00003

1. RFQ, Page 5. Section 10.2, Part I Techmcal states that all key personnel as defined
in Section 19.0 are required to submit resumes. Sectzon 19, page. 17 states that resumes
should be submitted with Task Order.

Should resumes be included in the Part i »thhnical or Part. EV T ask Order'7

RESUMES ARE TO BE INCLUDED IN PART H TECHNICAL
(Section 19 revised accordingly)

2. Do resurics and letters of commitment count as part of the page limitations?

g RESUMES AND LETTERS OF COMMITMENT ARE NOT PART OF
-~ THE 25 PAGE LIMITATION, HOWEVER, RESUMES ARE NOT TO EXCEED 2
' PAGES EACH.

3. Does the government: uncnd tousea Smglc (Prlme) PES Schbdule for all team
member staff?

EACH TEAM MEMBER MUST HAVE A PES GSA SCHEDULE
CONTRACT. EACH TEAM MEMBER HAS PRIVITY OF CONTRACT WITH
EHT GOVER’\IMENT AND CAN INTERACT DIRECTLY WITH THE
GOVERNMENT. THE ORDERING ACTIVITY IS INVOICED AT EACH TEAM
MEMBER’S UNIT PRICES OR HOURLY RATES AS AGREED IN THE TASK
ORDER OR GSA SCHEDULE BPA

- (http: //umw gsa. gm/Pert‘t[/usa/ep/contcntVIew do‘?faq—yes&pageT} peld= 8199&con
tentID—S124&c0ntent’1‘ype-GSA OVERVIEW#S} R

4. Do the two Task Order deliverables (Phase -in Plan and Quallty Control Plan) count as
part of the page lumtattons of Part IV—'I ask Order? ,

NO
5. RFQ. page 4, section 10.1: [n one.instance siates that five f:le.s .should be wbmu’md
" though, in another instances steites that. zhe number of, f les to be _submztted is four and

 that they mz:sf be no lar ge: than: 1 ()MB

THERE ARE FIVE PARTS (RFQ revxsed accordmgly)




Should all five Parts be subnutted v1a one emaxl and aII ﬁve combmed be 1o more than
10 MB'7' .

10.

11.

12,

YES
Is this procurement set—"'as_ide for small business or other classification?

NO

A very short time to submit a proposal was provided and there is not much time fo work in
answers {o the questions. Would the government grant a three-week extension?

NO

15 there an incumbent ccntfactor? If 50, who is it and what |s the contract number for the
current effort?

THE INCUMBENT IS BOOZE ALLEN HAMILTON, N, CONTRACT NO.
NBCHA030008. THIS CONTRACT WAS AWARDED BY FORT
HUACHUCA, PHONE: 520-583-1347

The proposal instructions indicate that the BPA is estimated at 200 280 FTES The

proposal instructions also mdzcate that the Task Order level of effort should be 44,892
hours per month which is approxnmateiy 280 FTEs. Is this the correct LOE to be priced
for the Task Order? .

OFFERORS ARE TO PROPOSE TO 44,892 Ho_URs PE_R MONTH.

The RFQ indicates that Teammates must havé a GSA schedule 871, Will the
Government aliow subcontractors to-work Wlthm {he Prime contractor s GSA schedule
8717 X

CONTRACTOR TEAMS MUST HAVE GSA SCHE”I)ULE 871
CONTRACTS, HOWEVER, SUBCONTRACTORS DO NOT.

The RFQ states that the Phase—ln istobe priced on a Fixed Pnce baSIS What is the
duratscn of the Phase-in?. When does the Phase-In start? - .

PHASE IN WILL- BE FOR 30 DAYS AND WELL CO’\’IME‘\ICE AT
CONTRACT AWARD APPROX, JULY 12, 2(}03
(RFQ para 123 revised dccordmoly)

The RFQ states that the Contractor Quality Control and Program Ptan and the Contract
Phase-in Plan are to be deiavered ‘with the proposal in-a quantity,of 5 and 8, respectwely
However, the RFQ also states that the proposal is to be defivered in electronic format.
Please clarify how the. Contractor Qual[ty Ccntro! and Program Plan and the Contract
Phase~in Plan are to be: submltted ' .

- CONTRACTOR QLALITY CON’I‘ROL ‘AND PROGRAM PLAN, AND-

THE PHASE-IN PLANARE TO BE SUBM ITTED ELECTRONICALLY

.(I)IE:RI‘GARD \IO OF COPIES) DELIVF[{ABLES 3 AND 4 ARETO BE




DELIVERED ARE TO BE DELIVERED TO S&T DIRECTORATE
ADDRESS IN PARA 1.4 UNLESS OTHERWISE INSTRUCTED AFTER
CONTRACT AWARD. (Task Order revised accordingly) :




policy standards/procedures developmenr Iong—term relaabthty and mamtamablhty,
training, privatization and outsourcing,. ' o

8716 Acquisition and Life Cycle ‘\r[anagement Services requxred under 'thlS SIN involve all of
the plunning, budgetary, contract and systems/program management functions required to
“procure and/or produce, render operational and provide life cycle support (maintenance,
repair, supplies, engineering speeific logistics) to technology-based systems, activities,
subsystems, projects, etc: Typical asscciated tasks include, but are not limited to operation
and maintenance, program/project managemen, technology transfer/ insertion, training,
privatization and outsourcing, - - s

100 QUOTATION FORMAfr-

THE GOVERNMENT INTENDS TQ SELECT A CONTRACTOR FOR AWARD WITHOUT
DISCUSSIONS. Therefore, each Offeror is urged to sxamine this solicitation in its entirety and to
ensure that their Quotation contains all the necessary mfonnauon provtdes aI] requrred
documentation, and is complete in all aspects.

All quotations received by the deadline will bc reviewed for responsweness to the statemem of work
. outfined fn Section 15.0. S

You are also advised that any data contamed in your quotatmn that 3hall not to be disclosed should
be marked with the following legend on the cover page of quotation:

“This quotation includes data that shou!d not be disclosed outsxdc the U S Government and
shall not be duplicated, used or disclosed in whole or in part for any purpose other than to evaluate
this quotation, If however a BPA and successive Task Order is awarded to the offeror as a result of or
in connection with the submission of this data, the U.8. Government shail have the right to duplicate,
use or disclose the data to the extent provided in the BPA and Task Orders, The data subject to these
restrictions are contained on pages .- ,'each page is marked as follows: “Use or disclosurc of data
contained on this page is subject to the restriction on the title page of this quotation.”.

10.1 A Quotation shall be submitted via a sfngle email with five (5) attached Adobe PDF format
files as detailed below. All information shall be confined to the appropriate part to facilitate
independent evaluation. The total size for all ﬁve files must not be greater than 10 MB.

PART NUMBER/TITLE o PAGE LHVIITATION
I- GENERAL S None
H-TECHNICAL BPA) .~ 25
[l - PASTPERFORMANCE - -~ -~ 15
IV -TASK ORDERPROPOSAL - = = 50

V ~PRICE (BPA AND Initial Task Order) . None




e Offeror/subcontractor eXperlance in the areas Spco:ﬁed in the Statement of Work
Quality of performance under- prev:ous DHS and non-DHS awards; .

a 9 o

Timeliness of performance under previous effort;
Cost control under previous efforts,
Experience and previous performance of personnel who are not avarlab!e 10 work greater than
90% time on this contract; .
12,3 Price

Price accuracy, cornpieteness reasonablcness and realism w:!l be c0nsxdered durmg the best value
determination. Note: Phase In, 30 day duration from dafe of contract award, and Travel Costs
will not be evaluated for award purposes. Offerors are to propose Phase In on a Fixed Price
basis. Labor rates proposed for ail five years in the BPA will be evaluated for award,

' . 12.3 RBasis for Award:

a. The Government will make an award resulting from the Request for Quote to the responsible
offeror whose quote, conforming to the Statements of Work, will provide the Best Value to the-
Government, techinical, price and other factors considered; The Government may select for award the
offeror whose total ceiling price is not necessarily the lowest, but whose overall proposal is deemed
sufficiently morc advantageous to the Government so as ta justify the payment of a higher ceiling
price. Conversely, the Government may select for award the offeror whose total ¢ciling price is the
lowest, when other proposals are not sufficiently more: advamaaeous 50 as to 3usttfy the payment of a
higher ceiling price. : .

b. The Government intends to evaluate offers and award a task order without communications with
offerors. Therefore, the offeror’s initial offer should contain its best terms from a price and technical
_ standpoint. However, the Govermment reserves the right to make clarifications or request revise
quotes if later determined by the Contracting Officer toi be necessary. The Government may rejéct
any or all offers if such action is in the public interest; accept other than the lowest offer; and waive
informalities and minor lrrceuiarstrcs in the submuted quotes. : S

130 SUBCONTRACTING PLAN: .

Offerors, other than small business Offerors, must subimit 2 subwntractmg plan as part of their offer
under this RFQ in accordance with FAR 52.219-9.- All Offerors’ plans must address subcontracting
with small business concerns, with small disadvantaged business concerns, women-owned small
business concerns, veteran-owned, and with HUBZone small business concerns. The plans must
include a percentage goal for total planned subcontracting to small business concerns, small
disadvantaged business concerns, women-owned small business concerns, veteran-owned, and
HUBZone small business concerns. . Zero is not an acceptable goal for any category.

el

15.0 BPA STATEMENT OF WORK (T h:s SOW is appl:cabfc to aII succcsswe ’]“ask Orders,
unless otherwise stated within thc Task Orders)

1.0 INTRODUCTION

11 Statementof Work




b. Proprictary Data Furnished by the Government: In the event the Contractor is given access by the
Government to proprietary data-of the Government or proprietary data of third parties possessed
by the Government, the Contractor wil! be required to sign a Non-Disclosure Agresment to
protect such data from unauthorized use or disclosure as long as such data remains proprietary,

19.0 KEY PERSQNNEL:

a. Certain skilled experienced professional and/or technical personnel are essential for successful
contractor accornplishment of the work to be performed under this contract. These are defined as
"key personnel” and are those persons whose resumes were submitted with the contractor's BPA
proposal.

‘The contractor shall use the key personncl whose resumes are subinitted with its task order proposals.
The contractor shall submit a certificate signed by that person and the prime contractor containing a.
statement of the person’s willingness to work for the contractor. The contractor shall not remove key
personnel from the contract work or replace them without compliance with paragraphs (b} and (c)
below. ifthe emplovee is being provzdcd through a subcomractor thb subcontractor signature shall
also be provided.

b. The contractor agrees that during any contract perforntance period, no key personnel substitutions
will normally be permitied by the Contracting Officer uniess such substitutions are necessitated by an
individual's sudden iliness, death, or termination of employment. “In any of these events, the
contractor shall promptly notify the Contracting Officer and the Coniracting Officer's designated
representative in writing and provide the information required by paragraph () below. All proposed
substitutions must be submitted in writing, at least seven (7) days prior to the date performance is
scheduled to begin, The contractor shall obtam the Contractmg Off icer's appmvaf prior to making
any change in key personnel. : A :

c. All requests for substifutions must provide a dctailed explanation of the circumstances
necessitating the proposed substitutions, 2 complete resume for the proposed substitute, and any other
information requested by the Contracting Officer nceded to approve or disapprove the proposed
substitution. All proposed substitutes must have qualifications that are equal to or higher thar those
in the contract. The Contracting Officer's designated representative will evaluate such requests and -
provide the Contracling Officer with the results of his evaluation.  The Contracting Officer will act on
the request and promptly not:fy the contractor of approval or dlsapprova] thcreof'

d. The Contractor shall not substltute personnel for the mdwxduals whose resumes were submitted
with each delivery order proposal for the first 120 days of the delivery order's performance unless
such substitutions are nccessitated by an. individual's sudden illness, death, or termination of
employment. In any of these events the Contractor shall promptly nottﬁ( zhe Conrractmg Officer and
provide the information requlred by paragraph c, above ,




Attachment ] -

2.1,5 Deliverables: |

The SETA Contractor shall prévidé "Eeéhni;:ai 'ééiéﬁée and {echnologj; information and studies to
support the Department of Homeland‘ Secunty as specxﬁed in the SOW ‘The Contractor shall
perform and/or déliver the followmcr g : ot

Item Descrigtioﬁ y

i ‘Quality Control and Program Plan .

‘ for Contract o

2 Phase-int Plan .. SR

3 Contract Level and SOW '
Management Plan S

5 Monthly and End of Contract Year o

Financial and Activity Report- =+

o

Reference

2.1
2
3
5

" Format/Nr. .

" Contractors / 8

Delivery Schedul¢
; .Co‘n‘tractors With proposal
Contractors With proposal
Contractors /8 7 calendar days after
award, _
As required by the SC

. Management Plan





