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Top Stories

Jaguar Land Rover Limited issued a recall June 7 for 14,731 of its model years 2015 -
2016 Land Rover Discovery Sport vehicles sold in the U.S. due to a problem in the
vehicles’ exterior lighting systems. — TheCarConnection.com (See item 1)

A chemical spill at Gehl Guernsey Farms in Germantown, Wisconsin, June 7 caused 5
people to be sent to area hospitals and prompted the evacuation of hundreds of workers
after a contractor inadvertently mixed acid and sodium chloride in a tank. - WTMJ 4
Milwaukee (See item 9)

Officials announced June 6 that Genentech Inc. and OSI Pharmaceuticals LLC will pay
$67 million to resolve False Claims Act allegations after the companies reportedly made
misleading statements to health care providers regarding the effectiveness of Tarceva, a
drug used to treat non-small cell lung cancer. — U.S. Department of Justice (See item 19)

A potential tornado caused more than 1,100 residents living in a Jacksonville, Florida,
neighborhood to lose power June 6. — WJAX 47 Jacksonville (See item 29)
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Enerqy Sector

See item 29

Chemical Industry Sector

See item 9

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

1. June 7, TheCarConnection.com — (National) 2015 — 2016 Land Rover Discovery
Sport recalled to fix exterior lighting. Jaguar Land Rover Limited issued a recall June
7 for 14,731 of its model years 2015 — 2016 Land Rover Discovery Sport vehicles sold
in the U.S. due to a problem in the vehicles’ exterior lighting systems where the license
plate illumination lamp, supplied by Hella KGaA Hueck & Co., may fall out, making it
difficult for other drivers to identify the vehicle at night.
Source: http://www.thecarconnection.com/news/1104348 2015-2016-land-rover-
discovery-sport-recalled-to-fix-exterior-lighting

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

2. June 6, U.S. Department of Justice — (Kansas) Kansas tax return preparer pleads
guilty to stealing more than $2 million in government funds. A Kansas tax return
preparer pleaded guilty June 6 to Federal charges after he obtained over $2 million in
fraudulent tax returns from the U.S. Internal Revenue Service (IRS) by filing false tax
returns in the names of his clients without their knowledge and directing the refunds
into bank accounts he controlled.

Source: https://www.justice.gov/opa/pr/kansas-tax-return-preparer-pleads-quilty-
stealing-more-2-million-government-funds

Transportation Systems Sector

3. June 8, WJW 8 Cleveland — (Ohio) Highway reopens after truck hits median, leaks
fuel. State Route 8 in Akron, Ohio, was closed for several hours June 8 while
HAZMAT crews worked to clear a fuel spill after a semi-truck hit the median wall and
spread debris on the roadway, causing flat tires to several other vehicles.

Source: http://fox8.com/2016/06/08/semi-leaking-fuel-leads-to-local-highway-being-
shutdown/
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4. June 8, Fox News — (California) Onion truck crash closes California highway. Crews
worked for more than 4 hours June 7 to clean an onion spill from a three-vehicle
accident that closed Interstate 10 in Yucaipa, California. The driver was sent to an area
hospital for non-life threatening injuries.

Source: http://www.foxnews.com/leisure/2016/06/08/onion-truck-accident-closes-
california-highway/

5. June 7, KSBW 8 Salinas — (California) Highway 1 in Monterey reopens after fatal
crash. A fatal single-vehicle crash left one person dead and closed southbound lanes of
Highway 1 in Monterey, California, for several hours June 7 after the driver lost
control, veered off the highway, and crashed into trees.

Source: http://www.ksbw.com/news/fatal-accident-causes-major-highway-one-backup-
south-of-holman-highway/39938594

6. June 7, Denver Post — (Colorado) Interstate 70 westbound reopens in Golden after
deadly crash. A four-vehicle crash involving a semi-truck and three other vehicles
forced the closure of Interstate 70 in Golden, Colorado, for 4 hours June 7 while
officials investigated the scene and crews worked to remove the wreckage. One driver
was Killed in the accident and another was sent to an area hospital.

Source: http://www.denverpost.com/2016/06/07/interstate-70-westbound-shut-down-at-
west-colfax-avenue-by-accident/

7. June 7, KMVT 11 Twin Falls; KSVT 14 Twin Falls — (Idaho) Multi-vehicle fatality
crash leads to highway being shut down, all lanes now open, names released. A
dust storm in Hazelton, Idaho, June 6 caused a multi-vehicle crash that prompted the
closure of Interstate 84 for approximately 10 hours overnight June 6 — June 7, killed
one person, and sent seven others to nearby hospitals with various injuries.

Source: http://www.kmvt.com/content/news/Multi-vehicle-crash-leads-to-road-closure-
on-highway-382051491.html

8. June 6, WTVA 9 Tupelo — (Mississippi) Train tracks in Amory expected to reopen at
midnight. BNSF Railway officials closed the main rail line through Armory,
Mississippi, June 6 after 5 of 40 cars carrying automobiles and the locomotive derailed.
No injuries were reported and no hazardous materials were spilled.

Source:
http://www.wtva.com/news/Rail_cars_derail_in_Amory no_threat_to_public.html

For another story, see item 21

Food and Agriculture Sector

9. June 7, WTMJ 4 Milwaukee — (Wisconsin) 5 injured, hundreds evacuated after
chemical spill at Gehl Foods in Germantown. A chemical spill at Gehl Guernsey
Farms in Germantown, Wisconsin, June 7 caused 5 people to be sent to area hospitals
and prompted the evacuation of hundreds of workers while authorities worked to clean
the spill after a contractor inadvertently mixed acid and sodium chloride in a tank. Fire
crews flushed the building, completed air monitoring checks, and are working to
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restore normal operations at the facility.
Source: http://www.tmj4.com/news/local-news/hundreds-evacuated-after-chemical-
spill-at-gehl-foods-plant-in-germantown

June 7, U.S. Food and Drug Administration — (National) Frito-Lay issues voluntary
recall of select Rold Gold Tiny Twists, Rold Gold Thins, Rold Gold Sticks and
Rold Gold Honey Wheat Braided due to potential undeclared peanut allergen.
Frito Lay, Inc., issued a voluntary recall June 6 for select lots of its Rold Gold Tiny
Twists, Rold Gold Thins, Rold Gold Sticks, and Rold Gold Honey Wheat Braided
products due to a potential undeclared presence of peanuts after the company’s flour
supplier recalled certain lots of the flour it provided the firm due to undeclared peanut
residue. No illnesses have been reported and the products were distributed to retail
stores and via foodservice and vending customers nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm505365.htm

June 7, U.S. Food and Drug Administration — (National) The Body Shot Bar issues
voluntary nationwide recall of Step 2 due to undeclared Sibutramine. The Body
Shot Bar issued a voluntary recall June 7 for all lots of its Step 2 60 gold capsule
dietary supplement products after Federal sampling and testing revealed the presence of
unapproved Sibutramine in the products. No adverse reactions have been reported and
the products were distributed via the company’s Web site nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm505374.htm

June 7, U.S. Food and Drug Administration — (National) Herr Foods Inc., announces
voluntary recall of Waffle Works Brand of 4 oz. Double Chocolate Waffle
Sandwiches due to undeclared milk: allergy concern for those with milk allergy.
Herr Foods Inc., issued a voluntary recall June 6 for its Waffle Works Brand Double
Chocolate Waffle Sandwiches products sold in 4-ounce packages due to mislabeling
and undeclared milk after a quality assurance review of the ingredient declaration
revealed that milk was not included on the product’s ingredient and allergen statement.
No illnesses have been reported and the products were shipped to retail stores,
distributors, and vending sales nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm505475.htm

June 7, Food Safety News — (Texas) Possible Salmonella outbreak traced to Texas
restaurant. Ajuua’s Mexican Restaurant in Odessa, Texas, shut down until further
notice June 7 after 2 confirmed cases of Salmonella and 18 potential cases were linked
to the restaurant. Health officials advised customers who recently ate at the restaurant
and were experiencing Salmonella symptoms to consult their doctors and undergo
testing for the bacteria.

Source: http://www.foodsafetynews.com/2016/06/possible-salmonella-outbreak-traced-
to-texas-restaurant

June 6, U.S. Department of Agriculture — (Indiana; Ohio) Butterfield Foods, LLC.
recalls Broccoli Salad Kit products due to possible Listeria contamination.
Butterfield Foods, LLC issued a recall June 3 for approximately 15,966 pounds of its
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Butterfield Foods Custom Food Production Broccoli Salad Kit dressing products sold
in 22 variations due to a potential Listeria monocytogenes contamination after the
company’s sunflower kernel supplier, SunOpta Inc., notified the firm that the kernels
used in the dressing products were recalled due to possible Listeria contamination.
There have been no confirmed reports of adverse reactions in connection with the
products which were distributed to retail locations in Indiana and Ohio.

Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/recall-046-2016-release

Water and Wastewater Systems Sector

15.

16.

17.

June 8, Tampa Bay Reporter — (Florida) City of St. Petersburg discharging partially
treated wastewater into Tampa Bay. Tropical Storm Colin and the overflow of the
Albert Whitted wastewater facility from processing wastewater for St. Pete Beach,
Gulfport, and Treasure Island prompted the City of St. Petersburg to discharge partially
treated wastewater from the plant directly into Tampa Bay June 7. City officials
advised residents to avoid contact with water in the Tampa Bay area.

Source: http://www.tbreporter.com/local-news/city-st-petersburg-discharging-partially-
treated-wastewater-tampa-bay/

June 7, WFSB 3 Hartford — (Connecticut) 5 State park beaches closed. The
Connecticut Department of Energy and Environmental Protection closed the following
five beaches June 7 due to high levels of bacteria as a result of storm water runoff:
Chatfield Hollow in Killingworth, Indian Well in Shelton, Kettletown in Southbury,
Wadsworth Falls in Middlefield, and Wharton Brook in Wallingford.

Source: http://www.wfsb.com/story/32163813/5-state-park-beaches-closed

June 7, WMBB 13 Panama City — (Florida) 4500 gallons of raw sewage spilled into
the bayou. The Florida Department of Health announced June 7 that approximately
4,500 gallons of raw sewage was released from a manhole in Panama City and flowed
into a storm drain that empties into Johnson Bayou. Officials advise people against
swimming in all of Johnson Bayou and St. Andrews Bay until further notice.

Source: http://www.mypanhandle.com/news/4500-gallons-of-raw-sewage-spilled-into-

the-bayou

Healthcare and Public Health Sector

18.

June 7, Associated Press — (National) FDA: people are overdosing on anti-diarrhea
drugs. The U.S. Food and Drug Administration warned doctors and patients June 7 that
the primary ingredient in prescription Imodium and similar over-the-counter drugs
intended to control diarrhea can cause potentially deadly heart problems and lead to
overdose as abusers sometimes try to achieve heroin-like effects by taking massive
doses. The administration stated that it is monitoring the issue and considering next
steps.

Source: http://www.msn.com/en-us/health/medical/fda-people-are-overdosing-on-anti-
diarrhea-drugs/ar-BBtYWIE?li=BBnb7Kz
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19. June 6, U.S. Department of Justice — (National) Pharmaceutical companies to pay

$67 million to resolve False Claims Act allegations relating to Tarceva. The U.S.
Department of Justice announced June 6 that Genentech Inc. and OSI Pharmaceuticals
LLC will pay $67 million to resolve False Claims Act allegations after the companies
reportedly made misleading statements between January 2006 and December 2011 to
physicians and other health care providers regarding the effectiveness of Tarceva, a
drug used to treat non-small cell lung cancer.

Source: https://www.justice.gov/opa/pr/pharmaceutical-companies-pay-67-million-
resolve-false-claims-act-allegations-relating-tarceva

Government Facilities Sector
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22,

June 8, Associated Press — (Georgia) Air National Guard F-16 fighter pilots collide
over Georgia, eject safety. The Air National Guard reported June 8 that two South
Carolina Air National Guard F-16 fighter pilots safely ejected after a midair collision
June 7 over a military operating area in Jefferson County, Georgia, during a training
mission. The two pilots were transported to an area hospital for observation and the
incident remains under investigation.

Source: http://www.airforcetimes.com/story/military/2016/06/08/air-national-guard-f-
16-fighter-pilots-collide-over-georgia-eject-safely/85588370/

June 7, Bergen County Record — (Pennsylvania) Wayne Valley High School students
suffer minor injuries in school bus collision with truck. Five Wayne Valley High
School students, one adult, and the bus driver were transported to an area hospital June
7 following an accident involving a school bus, a semi-truck, and another vehicle on
Interstate 78 in Pennsylvania. The incident forced the shutdown of the highway for 2
hours.

Source: http://www.northjersey.com/news/wayne-valley-high-school-students-suffer-
minor-injuries-in-school-bus-collision-with-truck-1.1611918

June 6, Concord Monitor — (New Hampshire) Concord superintendent: Large data
breach may have compromised district employees. The superintendent of the
Concord School District in New Hampshire announced June 6 that employees were
notified of an April data breach which compromised 2015 W-2 forms of all district
employees, after the attacker masqueraded as the superintendent in order to obtain the
information.

Source: http://www.concordmonitor.com/Concord-NH-School-District-data-breach-
affects-staff-2640528

Emergency Services Sector

23.

June 7, KTVU 2 Oakland; San Francisco Bay City News — (California) SFPD chase
stolen ambulance to Treasure Island; pursuit ends in fiery crash. Police
apprehended a suspect near Treasure Island June 7 after the driver stole an ambulance
while it was responding to a call at a hotel in San Francisco and crashed it into a
cement guardrail on a Bay Bridge off-ramp. The ambulance was deemed a total loss.
Source: http://www.ktvu.com/news/155313764-story
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Information Technology Sector

24. June 8, SecurityWeek — (International) Critical vulnerabilities patched with release
of Firefox 47. Mozilla released version 47 of its Firefox Web browser which patched
more than a dozen flaws including a heap buffer overflow vulnerability that can be
exploited when parsing Hypertext Markup Language 5 (HTMLJ5) fragments, several
memory safety bugs, a use-after-free flaw, a pointer lock permission bypass issue, and
an out-of-bounds write flaw, among other vulnerabilities.

Source: http://www.securityweek.com/critical-vulnerabilities-patched-release-firefox-
47

25. June 7, Threatpost — (International) Uber pays researcher $10K for login bypass
exploit. Uber Technologies Inc., recently patched a flaw in its Web site after a security
researcher found a hacker could bypass the OneLogin system used for employee
authentication and potentially compromise its internal network hosted on Atlassian’s
Confluence collaboration software. In addition, the security researcher stated that the
flaw could be exploited to compromise a server that uses WordPress plugins.

Source: https://threatpost.com/uber-pays-researcher-10k-for-login-bypass-
exploit/118516/

26. June 7, SecurityWeek — (International) Critical vulnerabilities patched in Android
Mediaserver, Qualcomm drivers. Google released security updates for its Android
operating system (OS) which patched a total of 40 vulnerabilities in the platform
including 15 security vulnerabilities in the Mediaserver component, 16 flaws in the
Qualcomm drivers, and 9 bugs in other components and drivers.

Source: http://www.securityweek.com/critical-vulnerabilities-patched-android-
mediaserver-qualcomm-drivers

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

27. June 8, WVGA 105.9 FM Lakeland — (Georgia) South Georgia internet provider
unplugs, leaves customers without service. TAP Broadband customers in Lake Park
and Moody Air Force Base in Valdosta, Georgia, unexpectedly lost service June 3
while the company continued to charge customers during the outage.

Source: http://www.wctv.tv/content/news/Lake-Park-Moody-internet-provider-
unplugs-leaving-customers-without-service-382218541.html
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Commercial Facilities Sector
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June 8, WKYT 27 Lexington — (Kentucky) Surveillance photos released of suspects in
Lexington jewelry store theft. Lexington Police are investigating a theft incident June
8 after 177 rings worth about $13,000 dollars were stolen from a Pandora store in the
Fayette Mall June 5. Police believe a man and a woman were responsible for the theft
after employees realized a tray of rings were missing.

Source: http://www.wkyt.com/content/news/Lexington-Police-investigating-theft-at-
jewelry-store-382049901.html

June 7, WJAX 47 Jacksonville — (Florida) Power outage after possible funnel cloud
in Jacksonville neighborhood. Tropical Storm Colin traveling across Florida caused
more than 1,100 residents living in a Jacksonville neighborhood to lose power June 6
including the Paradise Village Mobile Home Park and residents in Duval County
following an alleged tornado. Crews were working to restore power to those affected.
Source: http://www.actionnewsjax.com/news/local/neighbors-without-power-after-
possible-funnel-cloud-at-jacksonville-mobile-home-community/327044693

June 7, WMC 5 Memphis — (Tennessee) A/C unit causes apartment fire in Midtown.
A Memphis apartment complex sustained about $120,000 in damages June 6 due to a
fire that began after an air conditioning unit malfunctioned in the living room window
of an apartment unit, displacing five families.

Source: http://www.wbrc.com/story/32158012/ac-unit-causes-apartment-fire-in-
midtown

June 7, KDFW 4 Dallas — (Texas) Arlington apartment fire displaces 18 residents.
A 2-alarm fire displaced 18 residents and damaged 4 apartment units from an
Arlington, Texas apartment complex June 7 after the fire began on the ground floor
patio and spread to other units. No injuries were reported and officials were
investigating the cause of the fire.

Source: http://www.fox4news.com/news/155332841-story

June 6, WLEX 18 Lexington — (Kentucky) Danville restaurant damaged in overnight
fire. The Guadalajara restaurant in Danville, Kentucky, was shut down June 6 until
further notice following an overnight fire that damaged the front of the building. The
cause of the fire was unknown and no injuries were reported.

Source: http://www.lex18.com/story/32150976/danville-restaurant-damaged-in-

overnight-fire

June 6, Lexington Herald-Leader — (Kentucky) 2 charged after robberies of
restaurants, Shell in south, east Lexington. Two men were arrested and charged June
6 after the duo, armed with handguns and the same blue bandana, robbed three
businesses including two Waffle House restaurants and one Shell Gas Station in
Lexington, Kentucky.

Source: http://www.kentucky.com/news/local/crime/article82007667.html

June 5, WSAV 3 Savannah — (Georgia) Early morning fire in Glennville destroys
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local businesses, temporarily closes Barnard Street area. A June 5 fire in
Glennville, Georgia, heavily damaged at least four businesses including an auction
company, a boutique, a pharmacy, and a clothing store. The cause of the fire is under
investigation and no injuries were reported.

Source: http://wsav.com/2016/06/05/early-morning-fire-in-glennville-destroys-local-
businesses/

Dams Sector

Nothing to report
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To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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