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Top Stories

Eight financial services firms paid $190 million to settle claims June 2 that they violated
Federal and State securities laws after they misled 5 U.S. banks into buying risky
residential mortgage-backed securities (RMBS). — Reuters (See item 5)

Officials in Collier County, Florida, announced June 5 that they will dig up and replace
more than 10,000 feet of aging, asbestos containing water pipes as part of a $1.4 million
project. — Naples Daily News (See item 21)

The City of Cisco in Texas was placed under a boil water advisory June 3 after the Cisco
water treatment plant flooded the week of May 30, prompting officials to pump 300,000
gallons of partially treated water into the city’s water towers for daily use. — Abilene
Reporter-News (See item 23)

The hacker GhostShell, reportedly leaked 36 million user records from 110 MongoDB
servers online after the hacker found 5.6 gigabytes of data on the hacked server’s Internet
Protocol (IP). — Softpedia (See item 33)
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Enerqy Sector

1. June 6, WITI 6 Milwaukee — (Wisconsin) We Energies crews work through the
night, restore power to more than 40,000 customers. We Energies crews worked
June 6 to restore power to 3,119 customers in southeastern Wisconsin who remained
without service following severe thunderstorms that knocked out power to more than
40,000 customers June 5.

Source: http://fox6now.com/2016/06/05/strong-to-severe-storms-knock-out-power-to-
20000-we-energies-customers/

2. June 3, WWMT 3 Grand Rapids — (Michigan) Fuel pipeline spill in Van Buren
County. Wolverine Pipe Line Company reported June 3 that it shut off its pipeline after
approximately 8,000 gallons of diesel fuel spilled on farm land near County Road 380
and 62nd Street in Van Buren County when an excavator on a private farmer’s tractor
hit the pipe. Crews reported to the scene to repair the pipeline and cleanup work will
begin once repairs are completed.

Source: http://wwmt.com/news/local/oil-pipeline-spill-in-van-buren-county

For another story, see item 6

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

3. June 5, Reading Eagle — (Pennsylvania) Limerick nuclear plant returns to full
power; official says. Exelon Corp. officials reported June 5 that Unit 2 at the Limerick
Generating Station in Montgomery County was restored to full power following a June
1 outage caused by an electrical component malfunction in the reactor’s recirculating
water pumps.

Source: http://www.readingeagle.com/news/article/limerick-generating-station-returns-

to-full-power

Critical Manufacturing Sector

4. June 3, TheCarConnection.com — (National) 2013-2014 Nissan Pathfinder recalled
for brake light problem. Nissan Motor Company Ltd., issued a recall June 3 for
79,853 of its model years 2013 — 2014 Pathfinder crossover vehicles sold in the U.S.
due to a faulty brake light switch that may have been improperly installed, which can
cause the electrical relay to get stuck in the “On” position, thereby leaving the brake
lights permanently illuminated and preventing other drivers from knowing when the
vehicle is truly braking. Officials stated that the flaw may also interfere with the
vehicle’s brake-shift interlock system and allow the driver to shift the vehicle out of
“Park” without pressing the brake pedal, which can cause the vehicle to move
unexpectedly.

Source: http://www.thecarconnection.com/news/1104291 2013-2014-nissan-
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Defense Industrial Base Sector

Nothing to report

Financial Services Sector

5. June 2, Reuters — (International) FDIC, banks in $190 million settlement over risky
Countrywide debt. The U.S. Federal Deposit Insurance Corporation (FDIC)
announced June 2 that 8 financial services firms paid the FDIC $190 million to settle
claims that they violated Federal and State securities laws after they misled 5 U.S.
banks into buying risky residential mortgage-backed securities (RMBS) from the
former Countrywide Financial Corp., by making material misrepresentations in the
offering documents for 21 Countrywide RMBS the financial firms underwrote from
2005 - 2007. The settlement funds will be distributed among the five banks, which
failed in 2008 and 2009 in part as a result of the risky mortgage securities.

Source: http://www.reuters.com/article/us-usa-banks-fdic-idUSKCNOYO2I1U

Transportation Systems Sector

6. June 6, KAJO 1270 AM/99.7 FM Grants Pass — (Oregon) Motor vehicle crash closes
Williams Highway and knocks out power to thousands. Williams Highway near
Grants Pass, Oregon, was closed for more than 8 hours June 5 — June 6 while officials
investigated the scene of a single-vehicle crash that brought down power lines and
caused approximately 4,000 residents to lose power for several hours. Crews worked to
restore service.

Source:
http://www.kajo.com/news/local/stories.php?subaction=showfull &id=1465196606&uc
at=2

7. June 5, Palm Beach Post — (Florida) Hit-and-run crash in Martin shuts down 1-95,
kills Lake Park man. Northbound lanes of Interstate 95 in Martin County were shut
down for nearly 5 hours June 5 while southbound lanes were closed for more than 6
hours due to a hit-and-run accident that left a Lake Park man dead.

Source: http://www.palmbeachpost.com/news/news/traffic/fatal-crash-shuts-down-i-95-
in-martin-county/nrZzr/

8. June 3, WVEC 13 Hampton — (Virginia) Driver in serious condition after collision
with tree trimming truck. A two-vehicle crash shut down the southbound lanes of
George Washington Highway in Portsmouth, Virginia, for approximately 4 hours June
3 while crews cleared the wreckage from the accident and transported one person to an
area hospital with life-threatening injuries.

Source: http://www.13newsnow.com/traffic/traffic-alert-crash-shuts-down-george-
washington-highway-in-portsmouth/230208268
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For additional stories, see items 2 and 28

Food and Agriculture Sector

9.

10.

11.

12.

13.

June 5, Associated Press — (Pennsylvania) 12 crews battled pretzel factory fire. A
June 4 fire at Pretzels Inc., in Cecil Township, Pennsylvania, prompted the evacuation
of about 20 workers while 12 fire departments worked for 6 hours extinguishing the
blaze. Officials are investigating the cause of the fire and no injuries were reported.
Source: https://www.indianagazette.com/news/police-courts/12-crews-battled-pretzel-
factory-fire, 24342070/

June 4, U.S. Food and Drug Administration — (National) First Source expanded recall
of “various products containing sunflower kernels received from our supplier
Sunopta” because of possible health risk. First Source issued a recall June 3 for 26 of
its products containing sunflower kernels due to potential Listeria monocytogenes
contamination after the company’s sunflower kernel supplier, SunOpta Inc., notified
the firm that the seeds it provided tested positive for Listeria. Two illnesses potentially
linked to the products have been reported and the products were distributed to retail
stores in 12 States.

Source: http://www.fda.gov/Safety/Recalls/ucm505081.htm

June 4, U.S. Food and Drug Administration — (International) Hostess Brands, LLC
issues recall on possible undeclared peanut residue in certain snack cake and
donut products. Hostess Brands, LLC issued a voluntary recall June 3 for 710,000
cases of select snack cake and donut products sold in 35 variations after the company’s
flour ingredient supplier, Grain Craft, issued a recall for certain lots of its flour used in
the products due to undeclared peanut residue. There have been two reports of allergic
reactions in connection with the products which were distributed nationwide and in
Mexico.

Source: http://www.fda.gov/Safety/Recalls/ucm505065.htm

June 4, U.S. Food and Drug Administration — (International) MaraNatha brand
voluntarily recalls certain lots of sunflower seed butter because of possible health
risk. MaraNatha issued a voluntary recall June 4 for select lots of its MaraNatha All
Natural Sunflower Seed Butter products due to a potential Listeria monocytogenes
contamination after the company’s sunflower seed supplier, SunOpta Inc., notified the
firm that the seeds it provided tested positive for Listeria. No illnesses have been
reported and the products were distributed nationwide, in Mexico, and via the Internet.
Source: http://www.fda.gov/Safety/Recalls/ucm505091.htm

June 4, U.S. Food and Drug Administration — (International) Nature’s One voluntary
recalls ‘PediaSmart Dairy Vanilla’ because of possible under-delivery of nutrition
using included scoop. Nature’s One, Inc., issued a voluntary recall June 4 for 3 lots of
its PediaSmart Dairy Vanilla complete nutrition beverage powder products sold in
12.7-ounce cans after the company received consumer complaints stating that certain
cans contain a 20 cubic centimeter (cc) scoop to measure the product, instead of the 32
cc scoop required for an entire serving size. The products were distributed to 48 States,
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15.

16.

17.
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Washington, D.C., and Canada.
Source: http://www.fda.gov/Safety/Recalls/lucm505087.htm

June 3, U.S. Food and Drug Administration — (National) Nu Life Market voluntarily
recalls Sun Life Sunflower Spread because of possible health risk. Nu Life Market
LLC issued a voluntary recall June 2 for approximately 300 jars of its Sun Life brand
Sunflower Spread products sold in 4 variations due to a potential Listeria
monocytogenes contamination after the company’s sunflower seed supplier, SunOpta
Inc., notified the firm that the seeds it provided may be contaminated with Listeria. No
illnesses have been reported and the products were distributed in retail stores in Kansas
and via the Internet.

Source: http://www.fda.gov/Safety/Recalls/ucm504978.htm

June 3, U.S. Food and Drug Administration — (National) Hickory Harvest expands
recall of certain sunflower kernel products because of possible Listeria
monocytogenes. Hickory Harvest Foods expanded a previous recall June 3 which
includes an additional 16 products containing sunflower seeds due to potential Listeria
monocytogenes contamination after the company’s sunflower kernel supplier, SunOpta
Inc., notified the firm that the seeds it provided may be contaminated with Listeria. No
ilinesses have been reported and the products were distributed to several States.
Source: http://www.fda.gov/Safety/Recalls/ucm505016.htm

June 3, U.S. Food and Drug Administration — (International) ACH Food Companies,
Inc., issues voluntary recall of salad toppings due to possible health risk related to
sunflower seeds. ACH Food Companies, Inc., issued a voluntary recall June 2 for its
Durkee Salad Topping, Food Club branded Salad Topping, and Hy-Vee Garden Style
Salad Topping products after the company’s sunflower seed supplier, SunOpta Inc.,
recalled the seeds it provided the firm due to potential Listera monocytogenes
contamination. No illnesses have been reported and the products were distributed to
retail stores nationwide and in the Dominican Republic.

Source: http://www.fda.gov/Safety/Recalls/ucm505024.htm

June 3, U.S. Food and Drug Administration — (Colorado) Chelsea Food Services
issues allergy alert on undeclared egg in product. Chelsea Food Services issued a
recall June 3 for its Jarlsberg Cheese Spread products due to mislabeling and
undeclared eggs after it was discovered the cheese spread product, which contains egg,
was mislabeled as Cookies and Cream Dessert following a temporary breakdown in the
labeling processes. No illnesses have been reported and the products were distributed to
King Soopers and City Market Stores in Colorado.

Source: http://www.fda.gov/Safety/Recalls/ucm505034.htm

June 3, U.S. Food and Drug Administration — (International) Kashi Company
voluntarily recalls two varieties of snack bars and two varieties of Bear Naked
Granola due to potential health risk after sunflower seed supplier increases scope
of impacted products. Kashi Company expanded a previous recall June 3 to include
its Kashi brand snack bars products sold in two variations and its Bear Naked granola
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products sold in two variations due to potential Listeria monocytogenes contamination
after the company’s sunflower seed supplier, SunOpta Inc., provided the firm with
seeds that may be contaminated with Listeria. There have been no confirmed reports of
adverse reactions and the products were distributed throughout the U.S., in Puerto Rico,
and in Canada.

Source: http://www.fda.gov/Safety/Recalls/ucm505058.htm

June 3, U.S. Food and Drug Administration — (National) Brown & Haley expands
voluntary recall of Mountain Thins “Trail Mix” flavor because of possible health
risk. Brown & Haley expanded a previous recall June 3 to include one lot of its
Mountain Thins “Trail Mix’ flavor products after the company’s sunflower seed
supplier, SunOpta Inc., expanded a recall for sunflower seeds used in the trail mix
products due to a potential Listeria monocytogenes contamination. No illnesses have
been reported and the products were distributed to select retail stores nationwide.
Source: http://www.fda.gov/Safety/Recalls/ucm505067.htm

Water and Wastewater Systems Sector

20.

21.

22,

23.

June 6, WXII 12 Winston-Salem; Associated Press — (North Carolina) 35,000 gallons
of sewage spill in Greensboro. Greensboro officials announced June 6 that
approximately 35,000 gallons of sewage spilled into Rock Creek, a tributary of the
Cape Fear River Basin, over a period of 6 hours June 4 due to a pipe failure. The pipe
was repaired and crews worked to clean the affected areas.

Source: http://www.wxii12.com/news/35-000-gallons-of-sewage-spill-in-
Greensboro/39919904

June 5, Naples Daily News — (Florida) Collier water utility’s $1.4M project to
include 10K feet of asbestos pipes in East Naples. Water officials in Collier County,
Florida, announced June 5 that they will dig up and replace more than 10,000 feet of
aging, asbestos containing water pipes by 2017 as part of a $1.4 million project to
remove 75 percent of the county’s asbestos containing pipes. The project is scheduled
to take up to 10 years, and is estimated to cost between $30 million and $50 million.
Source: http://www.naplesnews.com/news/local/collier-water-utilitys-14m-project-to-
include-10k-feet-of-ashestos-pipes-in-east-naples-3465a20c-0e4-381900131.html

June 5, KHOU 11 Houston — (Texas) 200k gallons wastewater spills in NW Austin
overnight. Severe storms caused approximately 200,000 gallon of wastewater to spill
from the Lake Creek Lift Station into Lake Creek in northwest Austin for nearly 4
hours June 3 — June 4. Crews contained the spill and alerted the Texas Commission on
Environmental Quality that the overflow did not affect Austin’s drinking water.
Source: http://www.khou.com/news/local/texas/06042016-nw-austin-wastewater-
overflow/232413236

June 5, Abilene Reporter-News — (Texas) Cisco working to restore water. The City of
Cisco was placed under a boil water advisory June 3 after the Cisco water treatment
plant flooded the week of May 30, prompting officials to pump 300,000 gallons of
partially treated water into the city’s water towers for daily use until a portable water
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treatment trailer arrived. Crews worked to clean up Lake Cisco, Lake Brownwood,
Pecan Bayou, and all streets affected by the spill.

Source: http://www.reporternews.com/news/big-country/cisco-working-to-restore-
water-348fbc17-d966-06d9-e053-0100007f5b42-381915691.html

Healthcare and Public Health Sector

24,

25.

June 3, KRQE 13 Albuquerque — (New Mexico) UNM notifying patients of data
breach. University of New Mexico Hospital in Albuquerque announced June 3 that
patient names, provider names, and medical services’ information for more than 2,800
patients may have been mailed to the wrong address due to a technical error with the
hospital’s billing systems.

Source: http://krge.com/2016/06/03/unm-hospital-notifying-patients-of-data-breach/

June 3, Toledo Blade — (Michigan) ProMedica hospitals admit breach of medical
records. ProMedica reported June 3 that private medical records of 3,472 patients from
the health system’s Bixby and Herrick hospitals in Michigan were inappropriately
breached by seven employees. The health system does not believe that any information
was retained for outside use and the incident remains under investigation.

Source: http://www.toledoblade.com/Medical/2016/06/03/Medical-records-of-3-472-
patients-from-ProMedica-Bixby-and-Herrick-hospitals-in-Michigan-were-
inappropriately-breached-by-seven-ProMedica-employees.html

Government Facilities Sector

26.

27.

28.

June 5, KNTV 11 San Jose; San Francisco Bay City News — (California) Coleman Fire
in Monterey County spreads to 3,500 acres. Crews reached 10 percent containment
June 5 of the Coleman Fire which has burned more than 3,500 acres in Monterey
County. The fire threatens over 120 homes and mandatory evacuations were ordered
for people living near Reliz Canyon, Monroe Canyon, Pine Canyon, and EIm Roads.
Source: http://www.nbcbayarea.com/news/local/Coleman-Fire-in-Monterey-County-
Spreads-t0-3500-Acres-381904021.html

June 4, KNXV 15 Phoenix — (Arizona) Mule Ridge Fire continues to grow in
Coronado National Forest. Fire crews reached 20 percent containment June 4 of the
8,500-acre Mule Ridge Fire burning in oak grassland on the north end of the Pajarito
Wilderness in southern Arizona.

Source: http://www.abcl5.com/news/region-central-southern-az/other/mule-ridge-fire-
continues-to-grow-in-coronado-national-forest

June 4, Arizona Republic — (Arizona) Highway closures continue as Juniper
Wildfire burns on in Arizona. Crews reached 20 percent containment June 4 of the
nearly 18,000-acre Juniper Wildfire burning in the Tonto National Forest in Arizona,
which has forced the indefinite closure of a 13-mile stretch of State Route 288.
Source: http://www.azcentral.com/story/news/local/arizona/2016/06/04/highway-
closures-continue-juniper-fire/85426868/
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June 3, Associated Press — (Washington) 21 students hurt in 2-school bus crash in
Washington state. An accident involving 2 Lakeridge Elementary School buses left 21
students and a bus driver injured when one school bus rear-ended another in Renton,
Washington, June 3.

Source: http://www.foxnews.com/us/2016/06/03/21-students-hurt-in-2-school-bus-
crash-in-washington-state.html

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

30.

31.

32.

33.

June 6, The Register — (International) CryptXXX ransomware improves security,
GUI slurps Cisco creds. Security researchers from Proofpoint reported that the
developers behind the CryptXXX malware released new variations of the malware that
can encrypt network shares and steal account logins by using a StillerX to steal account
credentials from various software programs including Cisco Virtual Private Networks
(VPNSs), Microsoft Credential Manager, and online poker platforms after researchers
found the new variant had updates to its encryption, network share scanning, cosmetic
updates, and updates to lock screen behavior.

Source: http://www.theregister.co.uk/2016/06/06/cryptxxx_proofpoint/

June 6, SecurityWeek — (International) High severity DoS vulnerability patched in
NTP. NTP project released a new version of its Network Time Protocol daemon (ntpd)
patching five vulnerabilities including a high severity denial-of-service (DoS) flaw that
an off-path attacker can leverage to cause a preemptable client association to be
demobilized. Other patched flaws included bad authentication demobilizes ephemeral
associations, processing spoofed server packets, autokey association reset, and a
broadcast interleave issue.

Source: http://www.securityweek.com/high-severity-dos-vulnerability-patched-ntp

June 6, Softpedia — (International) New Cerber ransomware variants morph every
15 seconds. Security researchers from Invincea reported that the developers behind the
Cerber ransomware were using a technique called “malware factory” to change the
ransomware’s mode of operation to bypass basic scanning techniques and infect
computers even with antivirus products by sending out different file hashes every 15
seconds from its command and control (C&C) server.

Source: http://news.softpedia.com/news/new-cerber-ransomware-variants-morph-
every-15-seconds-504896.shtml

June 4, Softpedia — (International) GhostShell leaks around 36 million records from
110 MongoDB servers. The Romanian hacker, GhostShell reportedly leaked 36
million user records from 110 MongoDB servers online after the hacker found 5.6
gigabytes of data on the hacked server’s Internet Protocol (IP), which contain real
names, usernames, email addresses, passwords, general social media data, and details
about the user’s smartphone model, among other personal information. The hacker


http://www.foxnews.com/us/2016/06/03/21-students-hurt-in-2-school-bus-crash-in-washington-state.html
http://www.foxnews.com/us/2016/06/03/21-students-hurt-in-2-school-bus-crash-in-washington-state.html
http://www.theregister.co.uk/2016/06/06/cryptxxx_proofpoint/
http://www.securityweek.com/high-severity-dos-vulnerability-patched-ntp
http://news.softpedia.com/news/new-cerber-ransomware-variants-morph-every-15-seconds-504896.shtml
http://news.softpedia.com/news/new-cerber-ransomware-variants-morph-every-15-seconds-504896.shtml

revealed that the hack was part of a campaign to raise awareness on the importance of
cyber security practices.

Source: http://news.softpedia.com/news/ghostshell-leaks-around-36-million-records-
from-110-mongodb-servers-504856.shtml

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

34. June 4, WCMH 4 Columbus — (National) Cricket Wireless says service restored for

all customers after nationwide outage. Cricket Wireless reported that its services
were restored after an unknown amount of customers experienced a nationwide outage
for approximately 18 hours June 3 — June 4.

Source: http://nbc4i.com/2016/06/03/cricket-wireless-customers-reporting-nationwide-

outage/

Commercial Facilities Sector

35.

36.

37.

38.

June 6, WKYC 3 Cleveland — (Ohio) Cedar Point closed Monday after storm
damage. Cedar Point and Soak City amusement park was closed June 6 following
severe thunderstorms that damaged power lines and poles in Sandusky, causing a
power outage. The park is scheduled to reopen June 7 once power is restored.
Source: http://www.wkyc.com/weather/severe-storms-roll-through-northeast-
0hi0/232766818

June 6, WHO 13 Des Moines — (lowa) Fire crews save apartment residents from
balconies during large blaze. Up to 80 residents were displaced from the Oak Ridge
apartments in Ames, lowa, June 6 due to a fire that damaged 33 apartment units and
caused firefighters to remain on site for several hours containing the incident. The
cause of the fire is under investigation.

Source: http://whotv.com/2016/06/06/crews-battling-large-apartment-fire-in-ames/

June 6, WXIX 19 Newport — (Ohio) $100k damage in apartment fire that displaced
39. A 3-alarm fire June 6 caused $100,000 in damages, injured 4 people, and displaced
39 residents from the Kemper Lane Apartments in Walnut Hills. Seventy firefighters
contained the incident and the cause of the fire is under investigation.

Source: http://www.fox19.com/story/32150710/4-taken-to-hospital-at-least-25-
displaced-in-apartment-fire

June 2, Cleveland Plain Dealer — (Ohio) Former Cleveland nonprofit official,
contractors charged in scheme involving kickbacks, faulty lead abatement work.
A former official from the Cleveland Housing Network and two contractors who
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owned Modern Construction Group LLC and Top Notch Construction were charged
June 2 for their involvement in a scheme involving cash bribes, kickbacks, and faulty
lead abatements practices at several homes after the former official solicited more than
$30,000 in bribes and home renovation work from the two contractors from 2009 —
2014. The former official also submitted false invoices and deposited checks totaling
$15,280 into his personal account, and supplied the two contractors with Cleveland
Housing Network’s internal cost to gain leverage when bidding on contracts, among
other violations.

Source: http://www.cleveland.com/court-
justice/index.ssf/2016/06/former_cleveland_nonprofit_off.html

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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