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Top Stories

The U.S. Securities and Exchange Commission announced June 2 charges against a North
Carolina-based investment advisor for allegedly defrauding at least 85 investors out of
approximately $11.5 million. — U.S. Securities and Exchange Commission (See item 3)

The U.S. Securities and Exchange Commission announced June 2 charges against a New
York City-based trader for allegedly defrauding over 30 investors out of $14 million since
2012. — U.S. Securities and Exchange Commission (See item 4)

The U.S. Army announced that at least five soldiers were killed and three soldiers were
injured June 2, after their Light Medium Tactical VVehicle got stuck and overturned in Owl
Creek at Fort Hood in Texas during a training exercise. — USA Today; KVUE 24 Austin

(See item 16)

Officials reported June 2 that two men pleaded guilty in New Jersey for their involvement
in a hacking and spamming scheme that generated more than $2 million in illegal profits
after the duo stole the personal information of 60 million people. — Reuters (See item 22)
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Enerqy Sector

1. June 1, U.S. Environmental Protection Agency — (Rhode Island) Clean Air Act
settlement reduces air emissions and improves chemical safety at Rhode Island
biodiesel plant. Newport Biodiesel, Inc., will pay $396,000 as part of a June 1
settlement with the U.S. Environmental Protection Agency and the U.S. Department of
Justice addressing various Clean Air Act violations and oil spill planning and chemical
reporting requirement violations at the company’s biodiesel manufacturing plant in
Newport, Rhode Island, where the company had no control system for its methanol
emissions. Newport Biodiesel corrected the violations and installed new air pollution
control and safety equipment at the plant.

Source: https://www.epa.gov/newsreleases/clean-air-act-settlement-reduces-air-
emissions-and-improves-chemical-safety-rhode

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

2. June 2, U.S. Department of Labor — (Mississippi) OSHA cites boat manufacturer for
fire, explosion and electric shock hazards. The Occupational Safety and Health
Administration (OSHA) cited Nautic Star LLC with 15 serious and 8 other-than-serious
safety and health violations June 2 after an investigation at the Amory, Mississippi
facility as part of OSHA’s Regional Emphasis Program for Programmed Maritime
Inspections revealed that the employer failed to provide hazard communication
training, failed to provide energy-control training, and failed to cover barrels containing
flammable liquids, among other violations. Proposed penalties total $66,105.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32508

Defense Industrial Base Sector

See item 21

Financial Services Sector

3. June 2, U.S. Securities and Exchange Commission — (North Carolina) SEC: Adviser
steered investor money to his own companies. The U.S. Securities and Exchange
Commission announced June 2 charges against a North Carolina-based investment
advisor for allegedly defrauding at least 85 investors out of approximately $11.5
million after he sold interests in two unregistered pooled investment vehicles, DCG
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Commercial Fund | LLC and DCG Real Estate Assets LLC, siphoned the investment
funds into deals with companies he owned and operated, and improperly received over
$1.5 million from the investor funds’ bank accounts in management fees. Officials
stated that the adviser continued the scheme by making false or misleading statements
to investors regarding their investments, and failed to inform investors of their losses as
his companies failed to pay the loans in full, among other illicit actions.

Source: https://www.sec.gov/news/pressrelease/2016-104.html

4. June 2, U.S. Securities and Exchange Commission — (New York) SEC: forex trader
misrepresented track record and hid massive losses. The U.S. Securities and
Exchange Commission announced June 2 charges against a New York City-based
trader for allegedly defrauding over 30 investors out of $14 million since 2012 by
misrepresenting her investment track record, the profitability of her investments, and
her use of investor funds after she purported to have profitable foreign currency (forex)
trading strategies and sent investors fraudulent account statements showing fictitious
profits. New York officials filed parallel criminal charges June 2 against the trader for
the scheme which caused over $16 million in losses.

Source: https://www.sec.gov/news/pressrelease/2016-106.html

For additional stories, see items 21 and 22

Transportation Systems Sector

5. June 3, WJW 8 Cleveland — (Ohio) One person killed, several injured in fiery 1-90
crash. One person was killed and several others were injured in a multi-vehicle crash
that shutdown the westbound lanes of Interstate 90 in Cleveland for several hours
overnight June 2 — June 3.

Source: http://fox8.com/2016/06/02/i-90-westbound-closed-at-mlk-after-multiple-
vehicle-crash/

6. June 3, Helena Independent Record — (Montana) 30,000 pounds of grease snarls
traffic near Flescher Pass. Lincoln Road/Montana Highway 279 near Flescher Pass
was closed for several hours June 2 after a semi-truck overturned, spilling
approximately 30,000 pounds of food-grade grease and about 200 gallons of diesel fuel
onto the roadway. Crews cleared the scene and the driver was transported to an area
hospital after sustaining severe injuries.

Source: http://helenair.com/news/local/updated-pounds-of-grease-snarls-traffic-near-
flescher-pass/article _3b835025-37e3-57a1-9085-b39d3d72ac0a.html

7. June 2, Orlando Sentinel — (Florida) 3 officers treated, 2 dead after hazmat situation
on Florida’s Turnpike. Florida’s Turnpike in Osceola County was closed for about 4
hours June 2 while officials investigated the scene after three law enforcement officers
were hospitalized following exposure to an unknown substance inside of a crashed
vehicle containing two individuals who had died. The incident remains under
investigation.

Source: http://www.orlandosentinel.com/news/breaking-news/os-accident-hazmat-
turnpike-closed-20160602-story.html
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8.

June 2, WHIO 7 Dayton — (Ohio) Columbus man killed in state Route 4 crash.
Southbound lanes of State Route 4 in Fairborn, Ohio, were closed for approximately 3
hours June 2 while officials investigated the scene of a fatal two-vehicle crash that left
one person dead and sent six others to area hospitals with non-life threatening injuries.
Source: http://www.whio.com/news/news/local/crash-reported-on-ohio-4-in-
fairborn/nrYwt/

Food and Agriculture Sector

9.

10.

11.

12.

June 2, U.S. Food and Drug Administration — (National) Meadow Gold Dairy in
Boise conducts voluntary recall of whipping cream and half and half because of
possible health risk. Meadow Gold Dairy issued a voluntary recall June 1 for 10,000
units of its Meadow Gold brand Old Style Whipping Cream products and Meadow
Gold Dairy Pure brand Whipping Cream and Half and Half products sold in five
variations due to incomplete pasteurization discovered during a routine records review.
The company has ceased distribution of the affected products and no illnesses have
been reported in connection with the products which were sold through retail outlets
and food service settings in Idaho, Oregon, Wyoming, and Utah.

Source: http://www.fda.gov/Safety/Recalls/ucm504616.htm

June 2, U.S. Food and Drug Administration — (National) Additional Quaker Quinoa
Granola Bars recalled as a result of expanded sunflower kernel contamination by
SunOpta. The Quaker Oats Company issued a voluntary recall June 2 for all of its
Quaker Quinoa Granola Bars Chocolate Nut Medley products and its Quaker Quinoa
Granola Bars Yogurt, Fruit & Nut products due to a possible Listeria monocytogenes
contamination after the company’s sunflower kernel supplier, SunOpta Inc., discovered
further Listeria contamination in the kernels it provided. The products were distributed
nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm504754.htm

June 2, U.S. Food and Drug Administration — (International) Further expanded recall
period of certain sunflower kernel products due to possible contamination by
Listeria monocytogenes. SunOpta Inc., expanded a previous recall June 1 for select
sunflower kernel products sold in eight variations due to a potential Listeria
monocytogenes contamination. There have been no confirmed reports of adverse
reactions and the products were shipped to distribution centers in 25 States and Canada.
Source: http://www.fda.gov/Safety/Recalls/ucm504808.htm

June 2, U.S. Food and Drug Administration — (Indiana; Kentucky; Ohio) Urgent recall
of Jungle Jim’s Roast No Salt Sunflower Seeds, Windy Acres Fruity Trail Mix &
Windy Acres No Salt Sunflower Seeds due to potential presence of Listeria
monocytogenes. Windy Acres Candy & Nut Company issued a voluntary recall June 2
for its Jungle Jim’s Roast No Salt Sunflower Seeds products, Windy Acres Fruity Trail
Mix products, and Windy Acres No Salt Sunflower Seeds products under advisement
from its supplier, SunOpta Inc., due to a potential Listeria monocytogenes
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13.

contamination. No illnesses have been reported and the products were distributed to
Indiana, Kentucky, and Ohio.
Source: http://www.fda.gov/Safety/Recalls/ucm504811.htm

June 2, U.S. Food and Drug Administration — (National) Clif Bar & Company issues
voluntary recall of three flavors: Clif Bar Nuts & Seeds energy bars, Clif Bar
Sierra Trail Mix energy bars, and Clif Mojo Mountain Mix trail mix bars due to
possible health risk. Clif Bar & Company issued a voluntary recall June 2 for its Clif
Bar Nuts & Seeds energy bars, Clif Bar Sierra Trail Mix energy bars, and Clif Mojo
Mountain Mix trail mix bars products due to a potential Listeria monocytogenes
contamination after the company’s sunflower kernel supplier, SunOpta Inc., provided
the firm with kernels that may be contaminated with Listeria. The products were
distributed nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm504833.htm

Water and Wastewater Systems Sector

14.

June 2, Decatur Daily — (Alabama) West Morgan-East Lawrence water system
warns customers not to drink the water. The general manager of the West Morgan-
East Lawrence Water and Sewer Authority advised 10,000 customers June 2 to avoid
drinking or cooking with water from the system because it contains unsafe levels of
perfluorooctanoic acid (PFOA) and perfluorooctane sulfonic (PFOS). The authority
will build a $4 million temporary system by September to filter the chemicals out of the
water, and is planning to build a permanent system by 2019.

Source: http://www.decaturdaily.com/news/west-morgan-east-lawrence-water-system-
warns-customers-not-to/article_1bccf173-15e3-5¢99-blce-
642d8bd0e0al.html#comments

Healthcare and Public Health Sector

15.

June 1, WJFK 106.7 FM Manassas — (Indiana; Virginia) Laptop stolen from
Redskins trainer contained confidential player medical records. The Washington
Redskins and National Football League (NFL) confirmed June 1 that a thief broke into
an athletic trainer’s car in Indianapolis April 15 and stole a password-protected laptop
containing medical records for thousands of NFL draft picks and some current players.
The Redskins stated that no Social Security numbers or Protected Health Information
was stolen and that it will encrypt all laptops issued to team trainers and front-office
personnel.

Source: http://washington.cbslocal.com/2016/06/01/stolen-redskins-laptop-contained-
confidential-medical-records/

Government Facilities Sector

16.

June 3, USA Today; KVUE 24 Austin — (Texas) 5 Fort Hood soldiers dead, 4 missing
after Army truck overturns in flooding. The U.S. Army announced that at least five
soldiers were Killed, three soldiers were injured, and four other soldiers remained
unaccounted for June 2 after their Light Medium Tactical Vehicle got stuck and
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17.

18.

overturned in Owl Creek at Fort Hood in Texas during a training exercise.
Source: http://www.usatoday.com/story/news/2016/06/02/3-fort-hood-soldiers-dead-6-
missing-after-army-truck-overturns-flooding/85317150/

June 2, KFSN 30 Fresno — (California) Crews fight the Chimney Fire near
Inyokern. Crews reached 10 percent containment June 2 of the 1,000-acre Chimney
Fire burning near the Tulare and Kern County line.

Source: http://abc30.com/news/crews-fight-the-chimney-fire-near-inyokern/1368099/

June 2, Associated Press — (Tennessee; Colorado) 2 military jets crash in Colorado,
Tennessee; 1 pilot killed. Two military jets crashed in separate incidents June 2
including a Blue Angels F/A-18 fighter jet that crashed near Nashville, killing the pilot.
The second incident occurred in Colorado following a flyover for the U.S. Air Force
Academy graduation where a member of the U.S. Air Force Thunderbirds safely
ejected before the F-16 fighter jet crashed.

Source: http://abc7.com/news/2-military-jets-crash-in-colorado-tennessee/1368885/

For another story, see item 21

Emergency Services Sector

Nothing to report

Information Technoloqy Sector

19.

20.

21.

June 3, Softpedia — (International) One in ten NFS servers worldwide is
misconfigured, exposes sensitive files. Fortinet researchers found that tens of
thousands of inattentive system administrators are using older versions of the Network
File System (NFS) protocol, such as insecure NFSv3, which can expose private or
sensitive files to the Internet including server logs, server backups, the source code of
various Web sites, and server image files. Researchers recommended companies to
switch to NFSv4 protocol which has been modified to use Kerberos to provide a basic
level of authentication.

Source: http://news.softpedia.com/news/one-in-ten-nfs-servers-worldwide-is-
misconfigured-exposes-sensitive-files-504830.shtml

June 3, Softpedia — (International) WordPress sites under attack from new zero-day
in WP mobile detector plugin. Security researchers from Plugin Vulnerabilities
discovered that hackers were exploiting an arbitrary file upload vulnerability in WP
Mobile Detector plugin, which handles image uploads, to upload Hypertext
Preprocessor (PHP)-based backdoors on WordPress Web sites after finding that the
plugin lacks basic input filtering, allowing attackers to pass a malicious file to upload it
to the plugin’s /cache directory.

Source: http://news.softpedia.com/news/wordpress-sites-under-attack-from-new-zero-
day-in-wp-mobile-detector-plugin-504818.shtml

June 2, Softpedia — (International) Researchers find 5,275 login credentials for top
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100 companies on the Dark Web. A U.K.-based security firm, Anomali reported that
over 5,000 login credentials including email addresses, cleartext passwords, and
usernames were posted online via the Dark Web, potentially allowing hackers to use
the stolen information to access various sections of an Information Technology (IT)
network owned by the top 100 international companies. The firm stated that the
credentials were primarily from the oil and gas industry, pharmaceuticals, consumer
goods, banking, telecommunications, and military sectors.

Source: http://news.softpedia.com/news/researchers-find-5-275-login-credentials-for-
top-100-companies-on-the-dark-web-504798.shtml

22. June 2, Reuters — (National) Two men plead guilty in U.S. to hacking, spamming
scheme. Officials reported June 2 that two men pleaded guilty in New Jersey for their
involvement in a hacking and spamming scheme that generated more than $2 million in
illegal profits after the duo and a co-conspirator targeted and stole the personal
information of 60 million people, hacked into corporate email accounts, seized control
of corporate mail servers, and created their own software to exploit vulnerabilities in
numerous corporate Web sites via specially crafted code in computer programs, which
hid the origin of the spam and bypassed spam filters.

Source: http://www.reuters.com/article/us-usa-cyber-pleas-idUSKCNOYO2TQ

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

See items 21 and 22

Commercial Facilities Sector

23. June 3, KMSP 9 Minneapolis — (Minnesota) 100 firefighters at Robbinsdale, Minn.
apartment fire, 3 injured. A 5-alarm fire June 3 at the Beach South at the Lake
apartments in Robbinsdale, Minnesota, displaced 12 residents and injured 3 firefighters
after the blaze reportedly began due to improper disposal of smoking materials. The
exact cause of the fire remains under investigation.

Source: http://www.fox9.com/news/152105408-story

For additional stories, see items 21 and 22

Dams Sector

Nothing to report
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Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hqg.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer

The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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