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Top Stories

Seven automakers announced an expanded recall June 2 for nearly 4.4 million model years
2004 — 2011 vehicles sold in the U.S. due to defective Takata Corp., passenger-side air bag
inflators linked to 11 deaths and over 100 injuries globally. — Associated Press (See item 4)

Pasadena Public Health Department officials reported June 1 that 11 of the 16 patients
infected by dangerous bacteria from duodenoscopes at Huntington Hospital have died. —
Los Angeles Times (See item 15)

Federal authorities announced June 1 that a Federal defendant and former Swedish Medical
Center of Colorado employee is HIV positive, and urged approximately 3,000 patients who
were potentially impacted to undergo testing for blood-borne pathogens. - KMGH 7
Denver (See item 16)

The University of California, Los Angeles campus was locked down and classes were
cancelled June 1 in response to a murder-suicide involving a professor inside the
university’s engineering complex. — Los Angeles Times (See item 17)
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Enerqy Sector

1. June 1, Lexington Herald-Leader — (Kentucky) Foreman at Bell mine pleads guilty to
safety offense that led to death. A former supervisor at the Commonwealth Mining
LLC Tinsley Branch HWM 61 mine near Pineville, Kentucky, pleaded guilty June 1 to
violating a mandatory safety standard in October 2014 by authorizing an employee to
crawl into an auger hole that had no support for the roof. The roof fell and crushed the
employee, leading to his death and prompting an investigation.

Source: http://www.kentucky.com/news/state/article81218052.html

For another story, see item 22

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

2. June 2, WQAD 8 Moline — (lllinois) Exelon shutting down Clinton and Cordova
nuclear plants. Exelon Corp. officials stated June 2 that it will close two of its
Cordova, Illinois nuclear plants including its Clinton Power Station June 2017 and the
Quad Cities Generating Station June 2018.

Source: http://wgad.com/2016/06/02/exelon-plans-to-shut-down-clinton-and-cordova-

nuclear-plants/

3. June 1, Easton Express-Times — (Pennsylvania) Pennsylvania nuclear power reactor
shut down after malfunction. Exelon Corp. officials reported June 1 that it took Unit
2 offline and temporarily shut down its Limerick Generating Station after an electrical
component malfunctioned in the reactor’s recirculating water pumps. Officials were
unsure when Unit 2 would return to normal operations, but repairs were currently being
conducted.
Source:
http://www.lehighvalleylive.com/news/index.ssf/2016/06/pennsylvania_nuclear_power

rea.html

Critical Manufacturing Sector

4. June 2, Associated Press — (International) 7 automakers add 4.4M vehicles to Takata
recall. Seven automakers announced an expanded recall June 2 for nearly 4.4 million
model years 2004 — 2011 vehicles sold in the U.S. due to defective Takata Corp.,
passenger-side air bag inflators equipped with ammonium nitrate, a chemical that may
deteriorate over time when exposed to variations in temperature and cause the airbags
to deploy with excessive force, spraying hot shrapnel into vehicle passenger
compartments. The defective inflators have been linked to at least 11 deaths and over
100 injuries globally.

Source:
http://www.mlive.com/auto/index.ssf/2016/06/7_automakers_add_44m_vehicles.html
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5. June 1, U.S. Department of Labor — (New York) OSHA fines leading rail equipment

manufacturer $105K for exposing workers to several cancer-causing chemicals,
other hazards. The Occupational Safety and Health Administration cited Alstom
Transportation Inc., with 17 serious violations after a complaint prompted an
investigation at Hornell, New York facility, which revealed that the company exposed
employees to cancer-causing chemicals beyond permissible exposure limits, failed to
provide employees exposed to lead and cadmium with required medical surveillance,
and failed to provide employees with changing and shower areas, among other
violations. Proposed penalties total $105,000.

Source:

https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32442

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

6. June 1, WVLT 8 Knoxville — (Tennessee) Couple arrested for allegedly

manufacturing 80 fake credit cards. Two Tennessee residents were arrested in
Kingston May 27 for allegedly manufacturing about 80 counterfeit credit and gift cards
after a routine traffic stop led authorities to the duo’s motel room, prompting a
subsequent search of the room which revealed a card reader, a machine used to punch
numbers on credit cards, and blank cards, among other illicit materials.

Source: http://www.local8now.com/content/news/Couple-arrested-for-allegedly-
manufacturing-80-fake-credit-cards-381588511.html

Transportation Systems Sector

7. June 2, KSNB 4 Superior — (Nebraska) Four hospitalized in three-car collision south

9.

of St. Paul. A three-car collision near St. Paul, Nebraska shut down Highway 281 for
nearly four hours June 1 and sent four people to the hospital with various injuries.
Source: http://www.nbcneb.com/content/news/Four-hospitalized-in-three-car-collision-
south-of-St-Paul-381595071.html

June 1, WXOW 19 La Crosse — (Wisconsin) Deadly Hwy. 53 crash being investigated
as street racing incident. A fatal crash shut down Highway 53 in Holmen, Wisconsin
for more than five hours and left one driver dead after losing control of his car and
crashing into an oncoming vehicle June 1.

Source: http://www.wxow.com/story/32118725/2016/06/01/crash-kills-one-on-us-hwy-
53

June 1, KHOU 11 Houston — (Texas) 32 injured in Metro bus crash. A June 1 Metro
bus crash in Houston injured 32 passengers and sent 28 passengers to the hospital, one
of which sustained critical injuries, after the bus crashed into a truck and a stop sign.
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Four other passengers were also injured, but declined to be transported to the hospital.
Source: http://www.khou.com/news/local/multiple-injuries-reported-in-metro-bus-
crash/226554024

10. June 1, WTTG 5 Washington, D.C.— (Virginia) Driver killed in crash with dump
truck in Gainesville. A two-vehicle crash involving a dump truck and another vehicle
left one driver dead and shut down Lee Highway and Lake Manassas Drive for several
hours June 1 while officials investigated the scene.

Source: http://www.fox5dc.com/news/local-news/151274976-story

Food and Agriculture Sector

11. June 1, U.S. Food and Drug Administration — (National) Frontera Foods issues
allergy alert for undeclared soy allergen in Original Taco Skillet Sauce with a
“best by” date of “13 Apr 17.” Frontera Foods expanded a previous recall June 1 to
include an additional 1,314 packages of its Frontera Texas Original Taco Skillet Sauce
products sold in 8-ounce packages due to mislabeling and undeclared soy after it was
discovered that the product’s label did not accurately reflect the ingredients. The
company has corrected the labeling error and no illnesses have been reported in
connection with the products which were distributed to select retail stores in seven
States.

Source: http://www.fda.gov/Safety/Recalls/ucm504508.htm

12. June 1, U.S. Department of Labor — (Georgia) Prompted by severe workplace injury,
OSHA investigation at Georgia nursery reveals deadly workplace hazards; nearly
$47K in fines proposed. The Occupational Safety and Health Administration cited
Evergreen Nursery Inc., with 18 serious safety violations May 31 after a March 18
incident where a forklift overturned and crushed an employee’s pelvis, prompting an
investigation at the Statham, Georgia facility which revealed that the company failed to
ensure workers operating powered industrial trucks wore seatbelts, failed to provide
employees with protective equipment, and failed to develop a written hazard
communication program for workers handling chemicals, among other violations.
Proposed penalties total $46,900.

Source:
https://www.osha.gov/pls/oshaweb/owadisp.show_document?p_table=NEWS RELEA
SES&p id=32445

Water and Wastewater Systems Sector

13. June 1, Meriden Record-Journal — (Connecticut) Swimming area at Wharton Brook
in Wallingford closed due to bacteria. Officials closed the swimming areas at
Wharton Brook State Park and Chatfield Hollow State indefinitely June 1 following a
study completed by the Connecticut Department of Energy and Evironmental
protection which found that the parks had indicators of bacteria in the swimming area.
Officials noted that the bacteria was not disease causing, but the samples were used to
evaluate the potential for contaminated water.

Source: http://www.myrecordjournal.com/news/wallingford/wallingfordnews/8908910-
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14. May 31, East Montgomery County Observer — (Texas) Wastewater discharged from
lift station due to San Jacinto River flooding. The San Jancinto River in Humble,
Texas flooded May 31 and caused approximately 480,000 gallons of untreated
wastewater to discharge from the Townsend Blvd. Lift Station, prompting officials to
issue a boil water advisory for all residents and businesses using private water supply
wells in a half-mile radius of the spill.

Source: http://www.yourhoustonnews.com/east_montgomery/news/wastewater-
discharged-from-lift-station-due-to-san-jacinto-river/article_db1590f7-35df-5dd4-88cd-
5b407d2e3d46.html

Healthcare and Public Health Sector

15. June 1, Los Angeles Times — (California) 11 deaths at Huntington Hospital among
patients infected by dirty scopes, city report says. Pasadena Public Health
Department officials reported June 1 that 11 of the 16 patients infected by dangerous
bacteria from duodenoscopes at Huntington Hospital have died. Health department
investigators found visible residues in the machines used to clean the scopes and
determined that the hospital was using canned compressed air from an office supply
store to dry the scopes, which is not recommended by the manufacturer.

Source: http://www.latimes.com/business/la-fi-huntington-hospital-scopes-20160601-
snap-story.html

16. June 1, KMGH 7 Denver — (Colorado) Surgical tech in needle-swap scandal at
Swedish Medical Center has HIV, officials confirm. Federal authorities reported
June 1 that a Federal defendant and former Swedish Medical Center of Colorado
employee is HIV positive, and urged approximately 3,000 patients who were
potentially impacted by the suspect’s conduct to undergo testing for blood-borne
pathogens. The defendant allegedly diverted syringes containing fentanyl from the
facility and replaced them with similar syringes containing another substance.
Source: http://www.thedenverchannel.com/news/local-news/surgical-tech-in-needle-
swap-scandal-at-swedish-medical-center-has-hiv-officials-confirm

Government Facilities Sector

17. June 1, Los Angeles Times — (California) Professor Killed in UCLA murder-suicide
was brilliant, kind and caring, colleagues say. The University of California, Los
Angeles campus was locked down and classes were cancelled June 1 as students took
cover in response to a murder-suicide involving a professor which took place in an
office inside the university’s engineering complex. An investigation is ongoing and
classes are scheduled to resume June 2.

Source: http://www.latimes.com/local/lanow/la-me-In-ucla-shooting-20160601-snap-

story.html
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Emergency Services Sector

See item 27

Information Technology Sector

18.

19.

20.

21.

22,

June 2, Help Net Security — (International) KeePass update check MitM flaw can
lead to malicious downloads. A security researcher reported that all versions of
KeePass, an open source password manager, were susceptible to a man-in-the-middle
(MitM) attack that could allow attackers to trick users into downloading malware
disguised as a software update as the product uses Hypertext Transfer Protocol (HTTP)
to request the current version information, allowing an attacker to modify the server
response. A KeePass developer stated the vulnerability will not be fixed as the cost of
switching to Hypertext Transfer Protocol Secure (HTTPS) make it a inviable solution.
Source: https://www.helpnetsecurity.com/2016/06/02/keepass-update-check-mitm-
flaw/

June 2, SecurityWeek — (International) Cisco fixes flaws in network analysis modules.
Cisco released patches addressing high and medium severity vulnerabilities in its Prime
Network Analysis Module products that could allow a remote, unauthenticated attacker
to cause a denial-of-service (DoS) condition by sending a specially crafted Internet
Protocol v6 (IPv6) packets on the network, as well as remotely execute arbitrary
commands on the underlying operating system via specially crafted Hypertext Transfer
Protocol (HTTP).

Source: http://www.securityweek.com/cisco-fixes-flaws-network-analysis-modules

June 1, Softpedia — (International) Google fixes 15 security bugs in Chrome, awards
$26,000 to researchers. Google released version 51.0.2704.79 for its Chrome Web
browser which fixes 15 security flaws including two high-level vulnerabilities that
could allow attackers to bypass the browser’s cross-origin code execution restrictions
and run malicious code via the Blink engine and its Extensions component. The new
Web browser version also patched some flaws that crashed the browser or scrambled
up its download file paths.

Source: http://news.softpedia.com/news/google-fixes-15-security-bugs-in-chrome-
awards-26-000-to-researchers-504764.shtml

June 1, Softpedia — (International) Microsoft patches Outlook.com to fix recent
spam flood. Microsoft released a patch for its Outlook and Hotmail products after the
company received reports of a massive spam flood that bypassed the products spam
filters, allowing hackers to inundate users with Viagra ads and Russian bride ads.
Source: http://news.softpedia.com/news/microsoft-patches-outlook-com-to-fix-recent-
spam-flood-504753.shtml

June 1, SecurityWeek — (International) ABB patches password flaws in substation
automation tool. ABB released software updates for one of its substation automation
products, PCM600 after a security researcher from Positive Technologies found several
vulnerabilities in industrial control systems (ICS) and found that the PCM600 product
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23.

was plagued with four password-related flaws. The flaw can be exploited via the hash,
which can be easily broken and allow an attacker to obtain the password.

Source: http://www.securityweek.com/abb-patches-password-flaws-substation-
automation-tool

June 1, SecurityWeek — (International) User data possible stolen in Scrum.org hack.
Scrum.org released a patch and warned its users that their usernames, email addresses,
encrypted passwords, password decryption keys, profile pictures, and certification
information may have been compromised after an investigation revealed that an
unknown user had created a new admin account on the mail server and modified the
settings. In addition, Scrum.org was notified that its software was plagued with a flaw
that could be exploited to conduct the same malicious activities.

Source: http://www.securityweek.com/user-data-possibly-stolen-scrumorg-hack

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

Nothing to report

Commercial Facilities Sector

24,

25.

26.

June 2, WPLG 10 Miami — (Florida) Coral Gables building evacuated because of
fire. A June 1 fire at the Gables Waterway Towers apartment complex in Coral Gables,
Florida, prompted an evacuation of the building and damaged 90 apartment units. The
American Red Cross is assisting the displaced residents and the cause of the fire
remains under investigation.

Source: http://www.local10.com/news/coral-gables-building-evacuated-due-to-fire

June 2, WCCO 4 Minneapolis — (Minnesota) New hope apartment building damaged
in overnight fire. Twenty-five people from a New Hope apartment building in
Minneapolis were displaced and nine apartment units were damaged June 2 due to an
early morning fire. Officials were investigating the cause of the fire and no injuries
were reported.

Source: http://minnesota.cbslocal.com/2016/06/02/new-hope-apartment-fire/

June 2, WPVI 6 Philadelphia — (Pennsylvania) Suspicious fire forces dozens from
Germantown apartments. Fire officials reported June 2 that they are investigating a
fire incident after 24 residents were displaced from the Hamill Mill Apartments in
Germantown, Pennsylvania June 1. The incident was believed to be intentionally set as
the event was the third time firefighters were deployed to the apartment building.
Source: http://6abc.com/news/suspicious-fire-forces-dozens-from-germantown-
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27. June 1, San Jose Mercury News — (California) San Jose: Fighters extinguish four-
alarm fire at auto parts store. A 4-alarm fire heavily damaged the O’Reilly Auto
Parts store in San Jose and prompted 60 firefighters and 26 fire trucks to contain the
incident. The cause of the fire remains under investigation.

Source: http://www.mercurynews.com/bay-area-news/ci_29966223/san-jose-fighters-
battling-three-alarm-fire-at

28. May 31, WTVT 13 Tampa Bay — (Florida) Two die after Sunset festival; mother
speaks out. Police were investigating May 31 the cause behind 2 deaths and 57
ilinesses after each individual attended the Sunset Music Festival at the Raymond
James Stadium in Tampa, Florida. Officials reportedly believe drugs may be a factor to
the death and illnesses of the attendees.

Source: http://www.fox13news.com/news/local-news/150380486-story

Dams Sector

Nothing to report
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