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Top Stories

A computer outage at the British Airways Terminal 7 in John F. Kennedy Airport in New
York caused several check-in delays due to Internet issues that prevented passengers from
completing online check-ins May 29. — Associated Press (See item 5)

Severe flooding May 27 in Texas and Kansas left six people dead, prompted the evacuation
of residents and approximately 2,600 inmates along the Brazos River, and led to the
closure of the Houston Ship Channel and a section of the Neches River for several hours. —
CNN (See item 18)

An Australian security researcher found that a hacker under the online name,
“peace_of _mind” posted the information of 50 million Tumblr accounts on a darknet Web
site for a small sum of money. — SecurityWeek (See item 20)

A Reddit spokesperson reported May 26 that as a precaution, the company advised 100,000
of its users to reset their passwords after a security researcher detecting an increase in
account hijackings. — Softpedia (See item 25)
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Enerqy Sector

See item 18

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

Nothing to report

Critical Manufacturing Sector

Nothing to report

Defense Industrial Base Sector

Nothing to report

Financial Services Sector

1. May 31, South Florida Sun-Sentinel — (Florida) Bank robber called ‘Ball Cap
Bandit’ hunted by FBI. Authorities offered a reward May 31 in exchange for
information regarding a man dubbed the “Ball Cap Bandit,” who is suspected of
robbing nine Chase Bank branches in Palm Beach County, Broward County, and
Martin County, and one PNC Bank branch in Martin County since December 2015.
Authorities stated that the suspect should be considered armed and dangerous.
Source: http://www.sun-sentinel.com/news/fl-ball-cap-bank-bandit-fbi-20160531-

story.html

Transportation Systems Sector

2. May 31, WTMJ 620 AM Milwaukee — (Wisconsin) Woman killed after being struck
by semi truck. A portion of Highway 11 in Racine County, Wisconsin was closed for
more than 3 hours May 31 after a woman was fatally hit by a truck while she attempted
to chase after her dog.

Source: http://www.wtmj.com/news/highway-11-closed-in-racine

3. May 31, NBC News; WESH 2 Daytona Beach — (Florida) Titusville Crash: 3 girls
killed, toddler ejected in wreck on 1-95 near Orlando. Northbound lanes of
Interstate 95 in Titusville, Florida were shut down for nearly 4 hours May 30 due to a
single vehicle crash that left 3 people dead and 8 people severely injured.

Source: http://www.nbcnews.com/news/us-news/multiple-people-killed-interstate-pile-
near-orlando-florida-n582831

4. May 31, WKOW 27 Madison — (Wisconsin) 2 dead after crash in Columbia Co.,
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roads back open. The Wisconsin Department of Transportation closed eastbound and
westbound lanes of Interstate 33 in Columbia County, Wisconsin for more than 3 hours
May 30 while officials investigated the scene of a 2-vehicle crash that sent 2 people to
the hospital and left 2 others dead.

Source: http://www.wkow.com/story/32098455/2016/05/30/highway-33-closed-near-
portage-due-to-crash

5. May 30, Associated Press — (New York) Computer glitch resolved at JFK Airport
after massive delays. A computer outage at the British Airways Terminal 7 in John F.
Kennedy Airport in New York caused several check-in delays due to Internet issues
that prevented passengers from completing online check-ins and forced thousands of
passengers to wait in line for several hours May 29 to check-in manually. Officials
resolved the issue and had all computers up and running May 30.

Source: http://www.greenwichtime.com/news/us/article/Computer-glitch-resolved-at-
JEK-Airport-after-7952782.php

6. May 29, Victor Valley News — (California) Three airlifted in vehicle vs. semi crash
on Highway 395. California transportation officials closed Highway 395 between
Joshua Street and Poplar Street for several hours May 29 while crews worked to clear
the wreckage from a 2-vehicle crash involving a semi-truck and another vehicle that
required 3 air ambulances to transport 3 patients to the hospital with various injuries.
Source: http://www.vvng.com/three-airlifted-in-vehicle-vs-semi-crash-on-highway-
395/

7. May 28, KOAT 7 Albuquerque — (New Mexico) 3 die in crash on U.S. 550. U.S.
Highway 550 in Albuquerque, New Mexico was closed for several hours May 27,
while officials investigated the scene of a fatal crash that left 3 people dead.
Source: http://www.koat.com/news/3-die-in-crash-on-us-550-road-remains-
closed/39759024

For another story, see item 15

Food and Agriculture Sector

8. May 30, LancasterOnline.com — (Pennsylvania) Hazmat responds to ammonia leak
at Tyson Foods in New Holland. HAZMAT crews responded to the Tyson Foods,
Inc., facility in New Holland, Pennsylvania, May 30 after ammonia leaked from the
facility’s refrigeration system. The plant was closed during the incident and authorities
controlled the leak by shutting off the ammonia supply while crews ventilated the
building.

Source: http://lancasteronline.com/news/local/hazmat-responds-to-ammonia-leak-at-
tyson-foods-in-new/article_53a0d05e-2660-11e6-933e-73076¢316030.html

9. May 28, U.S. Food and Drug Administration — (California) Whole Foods Market
store in California issues consumer advisory on kimchi products due to
undeclared food allergens. Whole Foods Market Inc., issued a consumer advisory
May 28 for its Spicy Kimchi, White Kimchi, Kimchi Fried Rice, and Kimchi
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Guacamole products due to mislabeling and undeclared fish, shellfish, and tree nuts
after an in-house employee discovered the labeling error. The products have been
removed from store shelves and no illnesses have been reported in connection with the
products that were sold at one Los Angeles area Whole Foods store.

Source: http://www.fda.gov/Safety/Recalls/ucm504009.htm

10. May 28, U.S. Department of Agriculture — (Missouri) Recall notification report 045-
2016 (pulled pork products). Burger’s Ozark County Cured issued a recall May 27 for
approximately 150 pounds of its “Burger’s Smokehouse Signature Sauce Seasoned
Pulled Pork with Barbecue Sauce” products sold in 1-pound packages due to
mislabeling after a customer notified the company that the product has an incorrect
back label that lists the product as beef brisket. There have been no confirmed reports
of adverse reactions and the products were distributed to retail locations in Missouri.
Source: http://www.fsis.usda.gov/wps/portal/fsis/topics/recalls-and-public-health-
alerts/recall-case-archive/archive/2016/rnr-045-2016

11. May 27, U.S. Food and Drug Administration — (National) Sid Wainer and Son recalls
Domaine de Provence La Cucina Tart Shells and Domaine de Provence Neutral 3”
Cone Tart Shells due to undeclared allergens. Sid Wainer & Son issued a voluntary
recall May 27 for its Domaine de Provence La Cucina Tart Shells products and its
Domaine de Provence Neutral 3” Cone Tart Shells products due to mislabeling and
undeclared coconut and egg after the company’s private manufacturer discovered that
an ingredient containing the allergens was added to the products and not declared on
the labels. No illnesses have been reported and the products were distributed to food
service establishments nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm504003.htm

12. May 27, U.S. Food and Drug Administration — (National) Sweet Earth Natural Foods
issues voluntary recall of mispackaged Big Sur Burritos that contain the Santa
Cruz Burrito: potential allergy concern for those with milk allergy. Sweet Earth
Natural Foods issued a voluntary recall May 27 for its Big Sur Burrito products sold in
7-ounce packages due to mislabeling and undeclared milk after it was discovered that a
small quantity of Santa Cruz Burritos were packaged in Big Sur Burrito pouches. There
have been no confirmed reports of adverse reactions and the products were distributed
nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm504006.htm

Water and Wastewater Systems Sector

13. May 27, KBTX 3 Bryan/College Station — (Texas) Wastewater spill reported in
College Station due to heavy rains. City officials worked May 27 to clean
approximately 171,200 gallons of water that spilled from a manhole cover at Bent Oak
Street and Emerald Forest Parkway in College Station, Texas, and flowed into Bee
Creek. Officials issued a boil water advisory for residents within a half-mile radius and
do not believe there will be any environmental issues due to heavy rainfall and runoffs.
Source: http://www.kbtx.com/content/news/Wastewater-spill-reported-in-College-
Station-due-to-heavy-rains-381146231.html
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For another story, see item 18

Healthcare and Public Health Sector

14.

May 30, Arizona Daily Star — (Arizona) Tucson ER info with 1,000 names is stolen
from car. Emergency Medicine Associates, an emergency room staffing agency that
provides service to Carondelet St. Mary’s and Carondelet St. Joseph’s emergency
rooms, announced that a Tucson doctor’s logbook was stolen from her car in March,
potentially compromising protected health information for more than 1,000 patients
who visited the two hospitals” emergency departments between October 2015 and
March 2016. Emergency Medicine Associates stated that it has reviewed and revised its
policies regarding logbooks, and provided additional training to physicians.

Source: http://tucson.com/news/local/tucson-er-info-with-names-is-stolen-from-
car/article_b1c730f4-d4eb-5c11-a827-ecb54fc12¢56.html

For another story, see item 17

Government Facilities Sector

15.

16.

May 30, Arizona Republic — (Arizona) Wildfire closes 13-mile stretch of State Route
288 in Gila County. Fire crews reached 10 percent containment May 30 of the 6,600-
acre Juniper Fire burning in Gila County, which prompted the closure of a 13-mile
stretch of State Route 288 for 12 hours May 30 — May 31. Officials also closed roads,
lands, and trails west of State Route 288.

Source: http://www.azcentral.com/story/news/local/arizona/2016/05/30/wildfire-closes-
sr-288-young-arizona/85177804/

May 30, KTUU 2 Anchorage — (Alaska) Some 100 firefighting personnel are being
deployed to the Medfra fire as cabin and allotment threatened. Crews worked to
contain the 1,650-acre Medfra Fire burning about 50 miles northeast of McGrath,
Alaska, May 30.

Source: http://www.ktuu.com/content/news/Some-100-firefighting-personnel-are-
being-deployed-to-the-Mefra-fire-as-cabin-and-allotment-threatened-381317621.html

Emergency Services Sector

17. May 31, Associated Press — (Arizona) Health officials now confirm 11 cases of

measles in Arizona. A spokesperson from Pinal County Health Services reported May
30 that seven inmates and four workers at the Eloy Detention Center were confirmed to
have contracted measles after an infected inmate was brought to the facility and spread
the disease to a worker. Patients were isolated, vaccinations were administered, and the
detention center temporarily stopped accepting new detainees or releasing inmates.
Source: http://www.msn.com/en-us/news/us/health-officials-now-confirm-11-cases-of-
measles-in-arizona/ar-BBtFeCM

18. May 31, CNN — (Texas; Kansas) Six dead after record-setting floods in Texas,
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19.

Kansas. Severe flooding caused by heavy rainfall May 27 in Texas and Kansas left six
people dead, prompted evacuation orders for residents along the Brazos River in Fort
Bend County, forced the evacuation and transfer of approximately 2,600 inmates from
two prisons along the river, and led to the closure of the Houston Ship Channel and a
section of the Neches River for several hours.

Source: http://www.cnn.com/2016/05/29/us/flooding-texas-kansas/index.html

May 30, KPIX 5 San Francisco — (California) Gun stolen from FBI agent in San
Francisco. San Francisco Police reported that a service pistol, identification badge, and
FBI credentials were stolen from an FBI agent’s vehicle in San Francisco May 29.
Source: http://sanfrancisco.cbslocal.com/2016/05/30/gun-stolen-from-fbi-agent-in-san-
francisco/

Information Technology Sector

20.

21.

22,

23.

May 31, SecurityWeek — (International) 65 million users affected by Tumblr breach.
Tumblr officials reported that as a precaution, they have reset all their customers’
passwords after an Australian security researcher found that a hacker under the online
name, “peace_of _mind” posted the information of 50 million Tumblr accounts on a
darknet Web site called, “The Real Deal” for a small sum of money. The same hacker
was also seen selling millions of records of LinkedIn, Fling.com, and Myspace users.
Source: http://www.securityweek.com/65-million-users-affected-tumblr-breach

May 30, Softpedia — (International) Tor browser 6.0 based on Firefox 45-ESR
released with updated security features. The Tor Project released version 6.0 for its
Web browser affected Linux, Mac, and Window products that will include Hyper Text
Markup Language 5 (HTMLJ5) support, code-signing for Mac operating system (OS) X,
and the removal of support for Secure Hash Algorithm 1 (SHA-1) certificates.

Source: http://news.softpedia.com/news/tor-browser-6-0-based-on-firefox-45-esr-
released-with-updated-security-features-504668.shtml

May 30, SecurityWeek — (International) Recently patched OpenSSL flaw still plagues
top sites. An OpenSSL vulnerability previously patched in early May was discovered
unpatched on 19 percent of Alexa Top 10,000 Web sites after a security researcher
from High-Tech Bridge conducted an automated, non-intrusive scan by searching for
the use of Advanced Encryption Standard (AES) Cipher Block Chaining (CBC) and by
using custom OpenSSL code designed to check for the vulnerability.

Source: http://www.securityweek.com/recently-patched-openssl-flaw-still-plagues-top-
sites

May 30, IDG News Service — (International) WordPress plug-in flaw puts over 1M
websites at risk. Security researchers from Sucuri discovered a cross-site scripting
(XSS) vulnerability that affects all Jetpack versions starting with 2.0 and released since
2012 after finding that the flaw was located in the Shortcode Embeds Jetpack module
and could allow an attacker to inject malicious JavaScript code into the comments of
external videos, images, documents, tweets, and other resources. The flaw can be
exploited to steal users’ authentication cookies, redirect victims to exploits, and inject

-6-
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search engine optimization (SEO) spam.
Source: http://www.computerworld.com/article/3076741/security/wordpress-plug-in-
flaw-puts-over-1m-websites-at-risk.html#tk.rss security

24. May 30, Softpedia — (International) Ancient Bayrob backdoor trojan resurfaces
after nine years with updated versions. Security researchers discovered that the
Bayrob trojan, which was dormant for nine years, started reappearing with new features
including cloning techniques that allows the trojan to launch multiple processes tasked
with its own malicious routine, encrypt exfiltrated information, and uses a custom
protocol over Transmission Control Protocol/ Internet Protocol (TCP/IP) to
communicate with its server.

Source: http://news.softpedia.com/news/ancient-bayrob-backdoor-trojan-resurfaces-
after-nine-years-with-updated-versions-504631.shtmi

25. May 27, Softpedia — (International) Reddit resets passwords for 100,000 users after
recent surge in hacked accounts. A Reddit spokesperson reported May 26 that as a
precaution, the company advised 100,000 of its users to reset their passwords after a
security researcher detecting an increase in account hijackings.

Source: http://news.softpedia.com/news/reddit-resets-passwords-for-100-000-users-
after-recent-surge-in-hacked-accounts-504584.shtml

For another story, see item 26

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

26. May 31, Help Net Security — (International) Check Point finds dangerous
vulnerabilities in LG mobile devices. Security researchers from Check Point
discovered two vulnerabilities in LG mobile devices that could allow an attacker to
install a malicious app and abuse the lack of bind permissions in an LG service, elevate
its privileges, and allow an attacker to control the device, as well as allow a remote
attacker to delete or modify Short Message Service (SMS) messages.

Source: https://www.helpnetsecurity.com/2016/05/31/vulnerabilities-lg-mobile-
devices/

Commercial Facilities Sector

27. May 30, WABC 7 New York City; Associated Press — (New York) Fire tears through
Harlem building; several rescued by firefighters. A May 30 fire at a Manhattan
building injured 6 people, displaced 50 people, and prompted more than 100
firefighters to contain the incident.
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Source: http://abc7ny.com/news/fire-tears-through-harlem-building;-6-injured-1-
seriously/1362733/

28. May 30, KSEE 24 Fresno — (California) Apartment fire displaces 33 people. Thirty-
three people were displaced from a Fresno apartment complex May 30 following a
three-alarm fire that damaged 10 apartment units. The total amount of damages were
unknown and the cause of the fire was reportedly believed to be related to cooking.
Source: http://www.yourcentralvalley.com/news/apartment-fire-displaces-33-people

29. May 27, Nashville Tennessean — (Tennessee) 2 Springfield businesses evacuated for
petroleum. A Springfield Fire official reported May 27 that two businesses were
evacuated for several hours after a petroleum building stopped up drains at the
Hollingsworth facility and caused flooding. No injuries were reported.

Source: http://www.tennessean.com/story/news/local/robertson/2016/05/27/2-
springfield-businesses-evacuated-petroleum-buildup/85048598/

Dams Sector

30. May 28, KTRK 13 Houston — (Texas) Evacuations underway for Simonton,
Northwood Pines. Authorities issued May 28 a mandatory evacuation for residents in
Simonton, Texas due to rising water levels at the Brazos River that has caused major
concern about the Livingston Dam.

Source: http://abc13.com/weather/voluntary-evacuations-underway-for-simonton-
northwood-pines-/1359909/

For another story, see item 18
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NO ACTIVE ALERTS
www.DHS.gov/alerts

Department of Homeland Security (DHS)
DHS Daily Open Source Infrastructure Report Contact Information

About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport

Contact Information

Content and Suggestions: Send mail to cikr.productfeedback@hg.dhs.gov or contact the DHS
Daily Report Team at (703) 942-8590

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow
instructions to Get e-mail updates when this information changes.

Removal from Distribution List: Send mail to support@govdelivery.com.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit
their Web page at www.us-cert.gov.

Department of Homeland Security Disclaimer
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright

restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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