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Top Stories

Indiana Michigan Power Co., reported that it is continuing to investigate and clean up an
April 8 spill at its Donald C. Cook Nuclear Plant in Bridgman, Michigan, after a
transformer failed and spilled about 25,000 gallons of oil. — Detroit Free Press (See item 1)

The U.S. Department of Justice reached a $5.06 billion settlement with Goldman Sachs
Group, Inc. April 11 related to the firm’s conduct in the sale, and issuance of residential
mortgage-backed securities from 2005 — 2007. — U.S. Department of Justice (See item 4)

The U.S. Department of Justice announced April 8 that it reached a $1.2 billion settlement
with Wells Fargo & Company after the bank admitted to falsely certifying that many of its
2001 — 2008 home loans qualified for Federal Housing Administration insurance. — Reuters
(See item 5)

An April 10 water main break in Milledgeville, Georgia, forced the closure of more than
150 businesses and temporarily halted all patient admittance at Oconee Regional Medical
Center. — Milledgeville Union Recorder (See item 12)
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Energy Sector

Nothing to report

Chemical Industry Sector

Nothing to report

Nuclear Reactors, Materials, and Waste Sector

1. April 11, Detroit Free Press — (Michigan) SW Michigan nuclear plant cleaning up
after oil spill. Indiana Michigan Power Co., reported that it is continuing to investigate
and clean up an April 8 spill at its Donald C. Cook Nuclear Plant in Bridgman,
Michigan, after a transformer failed and spilled about 25,000 gallons of oil inside the
facility, while about 2,000 gallons of the oil spilled outside the facility. No radioactive
threat was reported.

Source: http://www.freep.com/story/news/local/michigan/2016/04/11/cook-nuclear-
plant-oil-spill/82901742/

2. April 9, Reuters — (Louisiana) Entergy gets U.S. NRC approval to fix violations at
Waterford 3 reactor The U.S. Nuclear Regulatory Commission approved April 8
Entergy Corp’s request to implement several corrective actions following an
investigation at its Waterford Nuclear Generating Station in Louisiana which revealed
that its staff failed to perform fire inspections and falsified records. The company
agreed to review its fire watch programs and improve training sessions as part of its
corrective actions plan.

Source: http://in.reuters.com/article/utilities-operations-entergy-waterford-
idINL2N17B1KZ

Critical Manufacturing Sector

3. April 11, TheCarConnection.com — (National) 2004-2007 Honda Accord recalled for
Takata airbag mix-up. Honda Motor Co., Ltd., issued a recall April 11 for
approximately 11,602 of its model years 2004 — 2007 Honda Accord vehicles sold in
the U.S. after it was discovered that the Takata Corporation passenger-side airbag
modules designed for use in South America may have been inadvertently supplied for
use on North American vehicles. Officials stated these airbag modules do not meet U.S.
safety regulations.

Source: http://www.thecarconnection.com/news/1103352_2004-2007-honda-accord-
recalled-for-takata-airbag-mix-up

Defense Industrial Base Sector

Nothing to report
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Financial Services Sector

4. April 11, U.S. Department of Justice — (National) Goldman Sachs agrees to pay more
than $5 billion in connection with its sale of residential mortgage backed
securities. The U.S. Department of Justice announced April 11 that Goldman Sachs
Group, Inc., agreed to pay a total of $5.06 billion to settle charges related to the firm’s
conduct in the packaging, securitization, marketing, sale, and issuance of residential
mortgage-backed securities from 2005-2007 after the firm falsely assured prospective
investors that the securities it sold were backed by sound mortgages, thereby causing
billions of dollars in losses to financial institutions. As part of the settlement, Goldman
Sachs must pay a civil penalty, provide monetary relief to homeowners and distressed
borrowers, and pay a fine to settle claims with other Federal and State entities, among
other requirements.

Source: https://www.justice.gov/opa/pr/goldman-sachs-agrees-pay-more-5-billion-
connection-its-sale-residential-mortgage-backed

5. April 9, Reuters — (National) Wells Fargo admits deception in $1.2 billion U.S.
mortgage accord. The U .S. Department of Justice announced April 8 that it reached a
$1.2 billion settlement with Wells Fargo & Company and resolved claims with a
former vice president after the bank admitted to falsely certifying that many of its home
loans qualified for Federal Housing Administration insurance from 2001-2008, and
failing to file timely reports on several thousand loans with material defects from 2002-
2010. The agreement also resolved claims by Federal prosecutors in California that
Wells Fargo-owned American Mortgage Network, LLC allegedly issued false loan
certifications.

Source: http://www.reuters.com/article/us-wellsfargo-settlement-idUSKCNOX52HK

Transportation Systems Sector

6. April 12, WIBF 6 Augusta — (Georgia) Multi-car accident blocking traffic in south
Augusta. All lanes of Mike Padgett Highway in Augusta were closed for
approximately 3 hours April 12 while crews worked to clean up the wreckage from a
six-vehicle crash.

Source: http://wjbf.com/2016/04/12/multi-car-accident-blocking-traffic-in-south-

augusta/

7. April 11, Minneapolis Star Tribune — (Minnesota) Semi sideswipes median, spills
sausages on Minnesota freeway. A semi-truck hauling thousands of pounds of meat
crashed into a median on Interstate 494 in Eden Prairie, spilling its load onto the
highway and forcing the closure of the interstate for approximately 2 hours April 10.
No injuries were reported.

Source: http://www.duluthnewstribune.com/news/4006824-semi-sideswipes-median-
spills-sausages-minnesota-freeway
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Food and Agriculture Sector

8. April 12, U.S. Food and Drug Administration — (National) Super Herbs issues
voluntary nationwide recall of Super Herbs due to presence of undeclared
sibutramine, desmethylsibutramine, and/or phenolphthalein. Super Herbs issued a
voluntary recall April 11 for all bottles of its Super Herbs, light green and dark green
capsules due to the undeclared presence of sibutramine, desmethylsibutramine, and/or
phenolphthalein discovered during Federal laboratory testing. The products were
distributed via the company’s Web site nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm495546.htm

9. April 11, U.S. Food and Drug Administration — (National) Back to Nature issues
allergy alert for limited number of Classic Créme cookies due to undeclared milk.
Back to Nature Foods, LLC issued a voluntary recall April 11 for 2 lots of its Classic
Creme cookies products sold in 12-ounce packages marked due to mislabeling and
undeclared milk. The products were distributed to retail stores nationwide.

Source: http://www.fda.gov/Safety/Recalls/ucm495478.htm

10. April 11, U.S. Food and Drug Administration — (National) Whole Foods Market
recalls mislabeled Asparagus, Pea, and Ricotta salad due to undeclared allergen.
Whole Foods Market Inc., issued a recall April 11 for its Asparagus, Pea, and Ricotta
salad product sold in 10-ounce packages due to mislabeling and an undeclared egg
allergen after it was discovered that the salad contained miniature asparagus, sun dried
tomato, and Swiss frittatas. No illnesses have been reported and the products were sold
at Whole Foods Market Inc., locations in five States.

Source: http://www.fda.gov/Safety/Recalls/ucm495482.htm

For another story, see item 7

Water and Wastewater Systems Sector

11. April 11, Livingston County Daily Press & Argus — (Michigan) Power failure leads to
raw sewage spill. Crews worked to contain and clean up approximately 2,250 gallons
of untreated sewage that spilled into the Marion Genoa Drain April 11 after the Howell
Treatment Plant in Howell, Michigan lost power and shut down, forcing backed-up
sewage to spill from a manhole.

Source :
http://www.livingstondaily.com/story/news/local/community/howell/2016/04/11/howel
I-sewage-spill-outage/82904572/

12. April 11, Milledgeville Union Recorder — (Georgia) Water main break disrupts lives
of thousands. Milledgeville, Georgia was placed under a boil water advisory April 10
following an April 9 water main break in Fishing Creek that forced the closure of more
than 150 businesses and schools, 2 local colleges and the temporarily cessation of
patient admittance into the Oconee Regional Medical Center.

Source: http://www.unionrecorder.com/news/water-main-break-disrupts-lives-of-
thousands/article_2094f2b8-003f-11e6-9ea9-830cedc34dde.html
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Healthcare and Public Health Sector

13.

14.

15.

16.

April 11, Hartford Courant — (Massachusetts) Dialysis patients notified of possible
pathogen exposure at Springfield hospital. The Baystate Medical Center in
Springfield, Massachusetts, notified 575 dialysis patients April 11 that they may have
been exposed to pathogens following a State health inspection that found the hospital
failed to follow standard safety procedures and protocols. The medical center asserted
that the risk of infection was low and that patients should follow up with their doctors.
Source: http://www.courant.com/hc-mass-general-pathogens-20160411-story.html

April 11, WPTV 5 West Palm Beach — (Florida) Medical records breached at Florida
Department of Health in Palm Beach County. The Florida Department of Health in
Palm Beach County notified more than 1,000 patients April 11 that their personal and
medical information may have been stolen in a breach after the department was notified
of the breach by the U.S Internal Revenue Service and the FBI in February.

Source: http://www.wptv.com/news/region-c-palm-beach-county/medical-records-
breached-at-florida-department-of-health-in-palm-beach-county

April 11, U.S. Food and Drug Administration — (International) Voluntary recall of
Fetch 2 Aspiration Catheter. Boston Scientific Corporation issued a voluntary recall
March 22 for all models of its Fetch 2 Aspiration Catheter products after the company
received complaints of shaft breakage during procedures. The catheters were
distributed to healthcare facilities globally and all affected facilities were advised to
discontinue use of all Fetch 2 catheters.

Source: http://www.fda.gov/Safety/Recalls/ucm495411.htm

April 11, U.S. Food and Drug Administration — (National) Vascular Solutions, Inc.,
issues recall of Guardian Il hemostasis valves. Vascular Solutions, Inc., issued a
nationwide recall March 3 for specific lots of its Guardian Il hemostasis valve products
used in catheterization procedures due to an increased risk of air leakage. No injuries
have been reported in connection with the recall and officials advised healthcare
facilities to remove the affected products from their inventory and return them to
Vascular Systems.

Source: http://www.fda.gov/Safety/Recalls/ucm495295.htm

For another story, see item 12

Government Facilities Sector

17.

April 12, WMAQ 5 Chicago - (Illinois) Bomb threat cancels classes Tuesday at 9
NW Indiana schools. Police reported that bomb threats prompted the indefinite closure
of 9 Northwest Indiana schools April 12 after authorities received threatening phone
calls April 11. Police are investigating the incident.

Source: http://www.nbcchicago.com/news/local/Bomb-Threat-Cancels-Classes-
Tuesday-at-3-NW-Indiana-Schools-375373281.html
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18.

19.

April 12, WHDH 7 Boston — (Massachusetts) Police respond to bomb threats at
several Mass. schools. Bomb threats were reported at over a dozen schools in
Massachusetts April 11 prompting evacuations and lockdowns while police
investigated and deemed the campuses safe. None of the threats were determined to be
credible and an investigation is ongoing.

Source: http://www.whdh.com/story/31691043/police-respond-to-bomb-threats-at-
several-mass-schools

April 11, WDAM 7 Laurel — (Mississippi) Three school districts affected by data
breach. Officials announced April 11 that employees at school districts in Columbia,
Lamar, and Marion counties in Mississippi were impacted by a security breach that
targeted financial information. Lamar County officials reported that a third-party
company INNOVAK, which allows employees to access pay stubs and W2s through
the Internet, locked down its portal and implemented safety measures following the
breach.

Source: http://www.wdam.com/story/31693940/lamar-county-school-district-28-
employees-personal-information-exposed-in-data-breach

For another story, see item 12

Emergency Services Sector

20.

21.

22,

April 12, KFSM 5 Fort Smith — (Missouri; Arkansas; Texas) Missouri jail escapees
captured in Texas; vehicles stolen from NWA recovered. Officials captured two
inmates April 12 in Bowie County, Texas after they stole a vehicle and two dirt bikes
from a dealership in Springdale Arkansas following their escape from the McDonald
County Detention Center in Missouri overnight April 11. The sheriff’s office stated that
the inmates escaped through a wall in the shower area of the jail.

Source: http://5newsonline.com/2016/04/11/two-dangerous-inmates-escaped-from-
mcdonald-county-overnight/

April 11, KFVS 12 Cape Girardeau — (Kentucky) 2 Fulton Co. deputy jailers
arrested in connection with escaped inmate. Fulton County Detention Center in
Kentucky announced April 11 that two deputy jailers were arrested in connection to the
escape of an inmate from the detention center. Staff reported to police that the inmate
walked out of the sally port of the jail during work duty.

Source: http://www.kfvs12.com/story/31693466/wanted-escapee-from-fulton-co-ky-
detention-center

April 11, WDAF 4 Kansas City — (Kansas) Prison guard, 2 inmates, 3 others face
charges in Kansas prison contraband scheme. Kansas officials announced April 11
that a guard, 2 inmates, and 3 others were charged in connection to allegedly smuggling
methamphetamine, alcohol, synthetic marijuana, and cigarettes into the Leavenworth
Detention Center in Kansas City. Authorities allege that the scheme involved getting
the contraband into the prison and moving money from inmates to an outside co-
conspirator who provided the contraband to the guards to smuggle into the detention
center.
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Source: http://fox4kc.com/2016/04/11/prison-quard-2-inmates-3-others-face-charges-
in-alleged-prison-contraband-scheme/

For another story, see item 12

Information Technology Sector

23.

24,

25.

26.

217.

April 12, SecurityWeek — (International) Ramdo Click-Fraud malware continues to
evolve. Security researchers from Dell SecureWorks and Palo Alto Networks released
an analysis on the Ramdo click-fraud malware, also known as Redyms, which stated
that the Ramdo malware was capable of downloading and installing additional
malicious software on infected devices after it tricks users into selecting an online ad
from other infection systems. The report stated that while the malware was not very
sophisticated, its operators were actively working on implementing new features and
methods to avoid detection and prevent analysis.

Source: http://www.securityweek.com/ramdo-click-fraud-malware-continues-evolve

April 11, SecurityWeek — (International) WordPress.com pushes free HTTPS to all
hosted sites. WordPress reported that it will host all free Hypertext Transfer Protocol
Secure (HTTPS) traffic for all custom domains including blogs and Web sites which
will ensure users are provided with only secured, HTTPS traffic.

Source: http://www.securityweek.com/wordpresscom-pushes-free-https-all-hosted-sites

April 11, SecurityWeek — (International) Malware found in 10T cameras sold by
Amazon. The co-founder of Proctorio discovered that a set of security cameras sold
from Amazon.com, Inc., were infected with malware after finding that an iframe,
brenz_pl/rc/, was linked to a malicious Web site when connecting to a personal
computer that could potentially allow attackers remote control, remote access, and to
control components in a targets’ home.

Source: http://www.securityweek.com/malware-found-iot-cameras-sold-amazon

April 11, Softpedia — (International) “ID Ransomware” website helps identify
ransomware infections. An independent security researcher launched a new Web site
named ID Ransomware that will help ransomware victims recover their encrypted files
without paying the ransomware fee by allowing users to upload their encrypted files to
the Web site where a thorough analysis will be conducted to notify victims which
ransomware variant has locked their computers or files. Once the Web site detects the
ransomware type, users will receive a link to download a decrypter to unlock encrypted
files.

Source: http://news.softpedia.com/news/id-ransomware-website-helps-identify-
ransomware-infections-502814.shtml

April 11, Softpedia — (International) Jigsaw ransomware threatens to delete your
files, free decrypter available. Security researchers from @MalwareHunterTeam
discovered a new ransomware dubbed Jigsaw was infecting computers with an
unknown infection method and threatening victims to pay the ransomware fee by
targeting 226 different file types, encrypting each file with an Advanced Encryption
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Standard (AES) algorithm, and adding the .fun extension at the end of each file name.
Researchers advised victims to download the JigSawDecrypter to decrypt locked files.
Source: http://news.softpedia.com/news/jigsaw-ransomware-threatens-to-delete-your-
files-free-decrypter-available-502824.shtml

28. April 8, SecurityWeek — (International) Google improves safe browsing for Network
Admins. Google reported that it made improvements to its Safe Browsing Alerts for
Network Administrators service that will inform administrators about Universal
Resource Language (URL) related to malicious software, potentially unwanted
programs (PUPS), and social engineering, as well as inform users about compromised
pages on their networks that can allegedly harm users via drive-by downloads or
exploits.

Source: http://www.securityweek.com/google-improves-safe-browsing-network-
admins

For another story, see item 29

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or
visit their Web site: http://www.us-cert.gov

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and
Analysis Center) Web site: http://www.it-isac.org

Communications Sector

29. April 11, SecurityWeek — (International) Malware changes router DNS settings via
mobile devices. Security researchers from Trend Micro discovered a JavaScript
malware dubbed, JS_JITON can allow attackers to access a home router’s device and
change its Doman Name Server (DNS) settings as the malware’s code includes 1,4000
combinations of common credential and was seen distributed via compromised Web
sites from a mobile device. Researchers noted that only the ZTE modem exploit was
active and the malware is executed solely from a mobile device.

Source: http://www.securityweek.com/malware-changes-router-dns-settings-mobile-
devices

Commercial Facilities Sector

30. April 12, KFSN 30 Fresno — (California) Several injured in central Fresno
apartment fire. Nineteen residents from a Fresno apartment complex were displaced
April 12 following a fire that began in an apartment unit and spread to surrounding
units and several people were hurt one of which was taken to the hospital with
traumatic injuries. Seven of the 12 apartment units were damaged and officials were
investigating the cause of the blaze.

Source: http://abc30.com/news/several-injured-in-central-fresno-apartment-
fire/1287414/
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31. April 12, WKYT 27 Lexington — (Kentucky) Large fire destroys 2 businesses in
downtown Morehead. A Morehead commercial building housing three businesses
sustained extensive damage April 12 after the blaze began in the H20 Wireless &
Tobacco store and spread to adjacent stores. No injuries were reported and an
investigation is ongoing to determine the cause of the incident.

Source: http://www.wkyt.com/content/news/Fire-damages-multiple-Morehead-
businesses-375364001.html

32. April 11, WPXI 11 Pittsburgh — (Pennsylvania) Grease fire forces evacuation of
McDonald’s in Marshall Township. A McDonald’s restaurant in Marshall Township,
Pennsylvania was closed indefinitely April 11 following a grease fire that began in the
kitchen. No injuries were reported and the fire marshal was investigating the incident.
Source: http://www.wpxi.com/news/grease-fire-forces-evacuation-of-mcdonalds-in-
marshall-township/209929527

Dams Sector

Nothing to report
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About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday
through Friday] summary of open-source published information concerning significant critical
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.
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