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Top Stories 

• Oklahoma officials announced March 7 that about 18,000 barrels of wastewater injection 
fluid were unaccounted for following a spill at a Special Energy Corporation site in Grant 
County. – Enid News & Eagle (See item 1)  
 

• State Route 28 near Quincy, Washington was shut down for nearly 12 hours March 6 due 
to an overturned semi-truck that leaked approximately 2,000 gallons of gasoline. – Grant 
County iFiber One News (See item 10)  

 

• Federal authorities issued a public health alert March 7 informing the public of a Maxi 
Canada, Inc., recall for about 103,752 pounds of its Yummy brand Chicken Breast Nuggets 
due to contamination with metal pieces. – U.S. Department of Agriculture (See item 12)  

 

• Vulnerability Lab reported that Apple’s iOS versions 9.0, 9.1, and 9.2.1 contained several 
connected passcode bypass vulnerabilities affecting various iPhone and iPad products that 
allowed an attacker to access a device and compromise sensitive user data, emails, and 
phone settings. – SecurityWeek (See item 20)  
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Energy Sector 

1. March 7, Enid News & Eagle – (Oklahoma) Wastewater spills thousands of barrels 
in Grant County. The Oklahoma Corporation Commission announced March 7 that 
about 18,000 barrels of wastewater injection fluid remained unaccounted for following 
a spill at a Special Energy Corporation site in Grant County the week of February 29 
due to a malfunctioning underground valve. Officials reported that an unknown amount 
of the wastewater leaked into Polecat Creek and that the incident remains under 
investigation.   
Source: http://www.enidnews.com/news/wastewater-spills-thousands-of-barrels-in-
grant-county/article_0c702e34-e4aa-11e5-9479-4f4a3ba1caba.html 
 

2. March 7, Forum of Fargo-Moorhead – (North Dakota) Eroded berm allows saltwater 
to spill into pasture near Williston. North Dakota officials are monitoring a spill of 
114,786 gallons of saltwater that was discharged after an above-ground valve failed at a 
Zavanna, LLC oil well pad site near Williston March 6. Crews determined that an 
improperly maintained containment berm led to approximately 2,518 barrels of the 
saltwater to go off site and contaminate a portion of privately owned pasture land.  
Source: http://www.inforum.com/news/3981375-eroded-berm-allows-saltwater-spill-
pasture-near-williston  
 

Chemical Industry Sector 

 Nothing to report  
 
Nuclear Reactors, Materials, and Waste Sector 

3. March 7, Hudson Valley News Network – (New York) Indian Point Unit 2 shut down 
for planned refueling outage. Entergy officials reported March 7 that it shut down its 
Indian Point’s Unit 2 nuclear reactor in Buchanan, New York due to a planned 
refueling and maintenance outage. The shutdown will refresh and renew the plant over 
the next month to ensure the unit operates safely and reliably.     
Source: http://hudsonvalleynewsnetwork.com/2016/03/07/indian-point-unit-2-shut-
planned-refueling-outage/  

 
Critical Manufacturing Sector 

  Nothing to report 
 
Defense Industrial Base Sector 

Nothing to report 
 
Financial Services Sector 

4. March 7, U.S. Securities and Exchange Commission – (Rhode Island) SEC charges 
Rhode Island agency and Wells Fargo with fraud in 38 Studios bond offering. The 
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U.S. Securities and Exchange Commission charged Rhode Island Economic 
Development Corporation (RIEDC), two former executives, Wells Fargo Securities, 
and a former lead banker March 7 for defrauding investors in a $75 million municipal 
bond offering to finance 38 Studios, a startup video game company, after RIEDC 
allegedly loaned the startup only $50 million in bond proceeds and used the remaining 
proceeds to pay related bond offering expenses and establish other funds. RIEDC and 
Wells Fargo reportedly failed to disclose to investors that 38 Studios faced a funding 
shortage and could not produce the video game, causing the company to default on the 
loan, and failed to disclose that Wells Fargo had a side deal with 38 Studios which 
enabled the firm to receive additional compensation. 
Source: https://www.sec.gov/news/pressrelease/2016-37.html  

 
Transportation Systems Sector 

5. March 8, KTRK 13 Houston – (Texas) Highway 290 shut down following crash, 
naked woman on freeway. Officials shut down outbound lanes of Highway 290 in 
Houston for more than two hours March 7 while they investigated the scene of a three-
vehicle crash after a woman climbed on top of a semi-truck involved in the crash and 
began to remove her clothing.  
Source: http://abc13.com/traffic/naked-woman-shuts-down-highway-290/1234280/ 
 

6.  March 8, Waterloo-Cedar Falls Courier – (Iowa) Milk spills in Fayette Co. crash. 
Highway 18 in Fayette County, Iowa was closed for approximately 3 hours March 8 
while crews worked to clean up multiple gallons of milk that spilled from a crash 
involving an overturned semi-truck. The truck driver was taken to the hospital after 
sustaining multiple injuries. 
Source: http://wcfcourier.com/news/local/milk-spills-in-fayette-co-
crash/article_2b3dde63-8f47-5824-a8e4-47da14c4e31c.html 
 

7. March 7, KGO 7 San Francisco – (California) Passengers rescued out of creek after 
ace train derailed near Sunol. A train traveling from Silicon Valley to Stockton 
derailed in Sunol March 7 after hitting a fallen tree that fell onto the tracks. The 
incident injured 14 people and sent 9 to the hospital, 4 of which sustained serious 
injuries.  
Source: http://abc7news.com/news/passengers-rescued-out-of-creek-after-ace-train-
derailed-near-sunol/1235748/ 
 

8. March 7, KOBI 5 Medford – (Oregon) Fatal accident on Highway 97. Both lanes of 
Highway 97 near La Pine, Oregon, were closed for more than three hours March 6 
while crews worked to clear the wreckage from a two-vehicle accident that left one 
person dead and two others injured. Officials believe icy conditions may have 
contributed to the accident.  
Source: https://kobi5.com/news/fatal-accident-on-highway-97-23231/ 
 

9. March 7, New Hampshire Union Leader – (Massachusetts) Salem crash closes 
Interstate 93 for 2 hours. A two-vehicle crash involving a semi-truck that spilled a 
small amount of fuel and another vehicle shut down Interstate 93 in Salem, 
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Massachusetts for approximately two hours March 7 and sent both drivers to the 
hospital with injuries.  
Source: http://www.unionleader.com/Salem-crash-closes-Interstate-93-for-2-hours 
 

10. March 7, Grant County iFiber One News – (Washington) Tanker rolls on state Route 
28 Sunday, spills fuel. State Route 28 near Quincy, Washington was shut down for 
nearly 12 hours March 6 while crews worked to clear the wreckage from an overturned 
semi-truck that leaked approximately 2,000 gallons of gasoline.  
Source: http://www.ifiberone.com/news/tanker-rolls-on-state-route-sunday-spills-
fuel/article_44042c66-e49a-11e5-b652-77b1a6978022.html 

Food and Agriculture Sector 

11. March 8, Muskogee Phoenix – (Arkansas; Oklahoma) Arkansas food processing 
plant fined for wastewater spill linked to fish kill. Officials from the Arkansas 
Department of Environmental Quality announced March 8 that it fined Sager Creek 
Vegetable Company more than $75,000 after the company overloaded the Siloam 
Springs wastewater treatment plant, causing the plant to discharge untreated sewage 
into an Oklahoma scenic stream’s tributary, which depleted oxygen levels in Sager 
Creek and killed more than 30,700 fish along a 1.65-mile stretch.  
Source: http://www.muskogeephoenix.com/news/arkansas-food-processing-plant-
fined-for-wastewater-spill-linked-to/article_49c6a94b-7645-5445-a93d-
e966fa2bf265.html 
 

12. March 8, U.S. Department of Agriculture – (International) FSIS issues public health 
alert for imported chicken product foreign matter contamination. The Food Safety 
and Inspection Service (FSIS) issued a public health alert March 7 to notify the public 
of a Maxi Canada, Inc., recall for approximately 103,752 pounds of its Yummy brand 
Chicken Breast Nuggets products sold in the U.S. due to contamination with metal 
pieces after the Quebec, Canada-based company received a consumer complaint of a 
foreign object in the product. The products were imported into the U.S. from July 2015 
– March 2016.   
Source: http://www.fsis.usda.gov/wps/portal/fsis/newsroom/news-releases-statements-
transcripts/news-release-archives-by-year/archive/2016/pha-030716 
 

13. March 8, U.S. Environmental Protection Agency – (Washington) Washington seafood 
companies agree to cut ozone-depleting and greenhouse gas refrigerant releases. 
The U.S. Environmental Protection Agency (EPA) and the U.S. Department of Justice 
announced March 8 that Ocean Gold Seafoods Inc. and Ocean Cold LLC agreed to pay 
$495,000 in penalties for violations of the Federal Clean Air Act and Emergency 
Planning and Community Right-to-Know Act after the companies failed to repair 
refrigerant leaks, keep adequate records of refrigeration equipment maintenance, and 
failed to provide timely release reports to the EPA and emergency planners. The 
settlement requires the companies to reduce future ozone-depleting releases and 
refrigerant emissions by approximately 47 million pounds of carbon dioxide annually, 
train employees in refrigerant-related work requirements, and to provide periodic 
reports to the EPA, among other provisions.   
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Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/2E7C14E3DD7C5FB585257F7000565DD
3 
 

14. March 7, U.S. Food and Drug Administration – (Arizona; California; Colorado) 
Specialty Commodities, Inc. issues allergy alert on undeclared cashew allergen in 
dry roasted almonds. Specialty Commodities, Inc., issued a recall March 7 for a 
specific lot of its dry roasted almond products distributed in 25-pound cartons due to an 
undeclared presence of cashews which prompted an investigation that revealed the 
company’s manufacturer inadvertently mixed cashews with the dry roasted almonds. 
The products were distributed to six other food production companies for further 
processing in Arizona, California, and Colorado.  
Source: http://www.fda.gov/Safety/Recalls/ucm489492.htm  

 
For another story, see item 6  
 

Water and Wastewater Systems Sector 

 See item 1  
 
Healthcare and Public Health Sector 

 Nothing to report 
 
Government Facilities Sector 

15. March 8, Toledo Blade – (Ohio) Bomb threat closes Toledo Islamic Academy. An 
emailed bomb threat prompted the closure of the Toledo Islamic Academy in Sylvania 
March 7. Police reported to the school to investigate the threat.  
Source: http://www.toledoblade.com/Police-Fire/2016/03/07/Bomb-threat-closes-
Toledo-Islamic-Academy.html  
 

Emergency Services Sector 

16. March 4, Miami Herald – (Florida) Miami-Dade cops have private info hacked, 
released on website. Miami-Dade County and Federal authorities are investigating a 
potential information breach March 4 impacting over 1,000 police officers, lawyers, 
and judges in Miami-Dade County, over 2,000 in Broward County, and more than 
4,000 in Palm Beach County after the information was reportedly made public through 
a south Florida Web site in February.  
Source: http://www.miamiherald.com/news/local/community/miami-
dade/article64051022.html  
 

Information Technology Sector 

17. March 8, Help Net Security – (International) Google plugs 19 holes in newest 
Android security update. Google released 19 security issues for its Android Open 
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Source Project (AOSP) after its company’s security researchers found two remote code 
execution (RCE) vulnerabilities in Mediaserver that can be leveraged via a specially 
crafted file, as well as discovering a critical vulnerability in the Qualcomm 
performance component that can be leveraged to allow elevation of privileges flaw, 
enabling a local malicious application to execute arbitrary code in the kernel, among 
other vulnerabilities.  
Source: https://www.helpnetsecurity.com/2016/03/08/android-security-update/ 
 

18. March 8, SecurityWeek – (International) Facebook password reset flaw earns 
researchers $15,000. An independent researcher from India discovered a brute-force 
vulnerability in Facebook’s beta.facebook.com domain that could allow an attacker to 
change user account passwords by easily finding the six-digit code sent to customers 
requesting a password reset via email or text message. Facebook patched the 
vulnerability February 23.  
Source: http://www.securityweek.com/facebook-password-reset-flaw-earns-researcher-
15000 
 

19. March 7, Softpedia – (International) Intel fixes McAfee bug that allowed attackers to 
disable antivirus protection. Intel Security released version SB10151 for its McAfee 
Enterprise antivirus program after a security researcher from Mediaservice found 
attackers could bypass the administration password and unlock the safe registry keys in 
the McAfee VirusScan Enterprise engine due to the feature’s improper implementation.  
Source: http://news.softpedia.com/news/intel-fixes-mcafee-bug-that-allowed-attackers-
to-disable-antivirus-protection-501441.shtml 
 

20. March 7, SecurityWeek – (International) Multiple passcode bypass vulnerabilities 
discovered in iOS 9. Researchers from Vulnerability Lab reported that Apple’s iOS 
versions 9.0, 9.1, and 9.2.1 contain several connected passcode bypass vulnerabilities 
and affects iPhone 5, 5s, 6, and 6s, as well as iPad mini, iPad 1 and iPad 2 products. 
The vulnerability can allow an attacker to access a device and compromise sensitive 
user data, including address books, photos, short message service (SMS), multimedia 
messaging service (MMS), emails, and phone settings, among other data.  
Source: http://www.securityweek.com/multiple-passcode-bypass-vulnerabilities-
discovered-ios-9  

 
For another story, see item 4 
 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or 
visit their Web site: http://www.us-cert.gov 
 
Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and 
Analysis Center) Web site: http://www.it-isac.org  

 
Communications Sector 

 Nothing to report   
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Commercial Facilities Sector 

21. March 8, Cleveland Plain Dealer – (Ohio) Residents in Brunswick apartment fire 
that killed 4-year-old girl say flames engulfed building in seconds (video, photos). 
A Brunswick, Ohio fire at the Hickory Hills apartment building displaced 50 residents, 
injured 6 people, and killed 1 other March 7. The cause of the fire is unknown and 
officials are investigating the incident. 
Source: 
http://www.cleveland.com/brunswick/index.ssf/2016/03/residents_in_brunswick_apart
me.html  
 

22. March 8, NBC News – (Alabama) Brink’s worker stole $200,000 in quarters: FBI. 
The U.S. Department of Justice reported March 7 that a former money processing 
manager at Brink’s Company was charged with stealing $196,000 worth of quarters by 
replacing the coins with beads in ballistics bags belonging to the U.S. Federal Reserve 
Coin Inventory following an April 2014 audit which revealed four Federal bags 
contained beads and only $1,000 in quarters.  
Source: http://www.nbcnews.com/news/us-news/brink-s-worker-stole-200-000-
quarters-fbi-n533756  

 
Dams Sector 

 Nothing to report   
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Department of Homeland Security (DHS)  
DHS Daily Open Source Infrastructure Report Contact Information 

 
About the reports - The DHS Daily Open Source Infrastructure Report is a daily [Monday 
through Friday] summary of open-source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for 10 days on 
the Department of Homeland Security Web site: http://www.dhs.gov/IPDailyReport 

Contact Information 
Content and Suggestions: Send mail to cikr.productfeedback@hq.dhs.gov or contact the DHS 

Daily Report Team at (703) 942-8590  

Subscribe to the Distribution List: Visit the DHS Daily Open Source Infrastructure Report and follow 
instructions to Get e-mail updates when this information changes.  

Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@hq.dhs.gov or (202) 282-9201.  
To report cyber infrastructure incidents or to request information, please contact US-CERT at soc@us-cert.gov or visit 
their Web page at www.us-cert.gov. 

Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non-commercial publication intended to educate and inform 
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source 
material.  
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