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No hardware was entered in the project. 

No published software was entered in the project. The following assumptions and constraints apply to this document: 
[DO NOT TYPE in the gray column. Provide response in the second column.]
	Component's Address
	 


The Risk Assessment identifies risk to the system operation based on vulnerabilities (those areas that do not meet minimum requirements and for which adequate countermeasures have not been implemented). The RA also determines the likelihood of occurrence and suggests countermeasures to mitigate identified risks in an effort to provide an appropriate level-of-protection and to meet all minimum requirements imposed on the system. 

The system security policy requirements are being met at this time with the exception of those areas identified in this report. The countermeasures recommended in this report specify the additional security controls needed to meet policies and to effectively manage the security risk to the system and its operating environment. Ultimately, the Security Control Assessor and the Authorizing Official must determine whether the totality of the protection mechanisms approximate a sufficient level of security, and are adequate for the protection of this system and its resources/information. The Risk Assessment Results supplied critical information and should be carefully reviewed by the AO prior to making a final security authorization decision. The control categories for both technical and nontechnical control methods can be further classified as either preventive or detective. These two subcategories are explained as follows: 
· Preventive controls inhibit attempts to violate security policy and include such controls as access control enforcement, encryption, and authentication.
· Detective controls warn of violations or attempted violations of security policy and include such controls as audit trails, intrusion detection methods, and checksums
Table 6-1: Control Analysis
	
	Implemented
	Not Implemented

	Preventive
	[#]
	[#]

	Detective
	[#]
	[#]




Preventive controls provide greater risk mitigation than detective controls. Preventive controls properly implemented and operating as intended provide automatic risk mitigation without the need for additional manual procedures. Detective controls require additional procedures to ensure that risks, incidents, and vulnerabilities they uncover are properly mitigated or remediated. 
	Version
	Date
	Author
	Description

	
	
	
	

	
	
	
	


No system interfaces were entered in the project. Information was gathered by conducting: 
[ ] Interviews
[ ] On-Site Visit (may include interviews as well as observation of physical, environmental and operational security of the system
[ ] Analyses of known threats to the system by researching vendor and other websites
[ ] Document Reviews
[ ] Vulnerability scans / Automated Reporting Tools
[ ] Review of Requirements Traceability Matrix (RTM)
[ ] Other Among the [NUMBER OF VULNERABILITIES] vulnerabilities identified, [PERCENTAGE OF VULNERABILITIES CONSIDERED UNACCEPTABLE] are considered unacceptable because serious harm could result and affect the operation of the system. Immediate, mandatory countermeasures need to be implemented to mitigate the risk of these threats. Resources must be made available to reduce the risk to an acceptable level. 

[PERCENTAGE OF VULNERABILITIES CONSIDERED ACCEPTABLE] of the identified vulnerabilities are considered acceptable to the system because only minor problems may result from these risks. Recommended countermeasures have also been provided for implementation to reduce or eliminate the risk. 
Table 8-1: Risk Level of Acceptable/Unacceptable Vulnerabilities
	
	High
	Moderate
	Low

	Unacceptable
	[#]
	[#]
	[#]

	Acceptable
	[#]
	[#]
	[#]


Table: List of Observations
	Number
	Vulnerability
	Threat
	Likelihood
	Impact Level
	Identification Source
	Countermeasures
	Risk Level
	Recommended Remediation or Risk Acceptance

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	

	
	
	
	
	
	
	
	
	


Based on the observations listed in this assessment, [NUMBER OF LOW RISK VULNERABILITIES] were determined to have a Low risk rating; [NUMBER OF MODERATE RISK VULNERABILITIES] were determined to have a Moderate risk rating; [NUMBER OF HIGH RISK VULNERABILITIES] were determined to have a High risk rating. As a result the overall level of risk of operating the system is High. 
Table 3-1: Participants
	Name
	Organization
	Role
	Phone
	Email


The following table includes information on the types of users that can access the system and the appropriate minimum level of clearance needed for all User Types. 
Table 2-2: Personnel Clearance Requirements
	User Type
	Mimimum Clearance Level

	Master Administrator
	Confidential

	Administrator
	Confidential

	Security Administrator
	Confidential

	Audit/Executive
	Confidential

	User
	Confidential


The primary function(s) of the system is/are: 
Table 2-1: Facility Locations
	System Site
	Facility Location

	Main Location
	, 
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