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1.0 [bookmark: _Toc341965939][bookmark: _Toc256000000]	Introduction
A Risk Assessment (RA) is a formal analysis of an information system used to identify potential vulnerabilities to the system, determine the extent of the potential threat and the risk to the system throughout its life cycle. Additionally, a RA is used to determine if existing countermeasures and safeguards adequately reduce the probability of loss to an acceptable level and help validate the need for additional cost-effective countermeasures. The Department of Homeland Security (DHS) 4300A Sensitive Systems Handbook requires that a RA be conducted to provide information to support the decision to formally authorize the systems under the Authorizing Official’s (AO's) responsibility to operate. This document follows the guidance provided in the DHS 4300A. For further understanding of risk management, refer to National Institute of Standards and Technology (NIST) Special Publication (SP) 800-30, Guide for Conducting Risk Assessment. 

Managing system risk is an ongoing activity. The Information System Security Officer (ISSO) should produce a new RA periodically in the performance of their duties. A new RA should be created: 

· A minimum of every three years; 
· When any new or additional vulnerabilities are identified; 
· When any major change is made to the assets affecting Test_2015-01-15-1052's overall security posture that may invalidate the original conditions of the authorization for this network or host system to operate; 
· When any major change is made to the operational configuration or data classification category; 
· When any change is made that appears to invalidate the original conditions of authorizing this system to operate; or 
· Immediately following a breach in security that invalidates the original security authorization.
 
[bookmark: _Toc341965940][bookmark: _Toc256000001]1.1	Purpose
This document addresses the known vulnerabilities and threats needed to provide due diligence in mitigating risk to an acceptable level. 

[bookmark: _Toc341965941][bookmark: _Toc256000002]1.2	Scope
This Risk Assessment was performed on the Test_2015-01-15-1052. The information contained in this document is specific to the security posture of the system and addresses all components/elements of the system, the system environment, connectivity, data processed, users, hardware, and any of the required/supporting documentation. 

A minimum set of acceptable security controls have been defined by DHS 4300A and related documents. Additional details are available in NIST SP 800-53, Recommended Security Controls for Federal Information Systems and Organizations. In addition to these minimum security controls, this Risk Assessment identifies any unique risks and mitigating controls identified for this system.

[bookmark: _Toc341965942][bookmark: _Toc256000003]1.3	Assumptions and Constraints

The following assumptions and constraints apply to this document:

[bookmark: _Toc341965943][bookmark: _Toc256000004]2.0	System Characterization
The following sections provide a summary of the system characterization that is defined in greater detail in the Section 1.0 of the Test_2015-01-15-1052 Security Plan (SP). The information contained in this section helps establish a common understanding of the scope used for the risk assessment effort. 

Characterizing an information system establishes the scope of the risk assessment effort, delineates the operational and authorization boundary, and provides information (e.g., hardware, software, system connectivity, and responsible division or support personnel) essential for determining risk. 
 
[bookmark: _Toc341965944][bookmark: _Toc256000005]2.1	System Functionality

The primary function(s) of the system is/are:
 
[bookmark: _Toc341965945][bookmark: _Toc256000006]2.2	System Location

Table 2-1: Facility Locations
	System Site
	Facility Location

	Main Location
	, 



[bookmark: _Toc341965946][bookmark: _Toc256000007]2.3	Personnel

The following table includes information on the types of users that can access the system and the appropriate minimum level of clearance needed for all User Types. 

Table 2-2: Personnel Clearance Requirements
	User Type
	Mimimum Clearance Level

	Master Administrator
	Confidential

	Administrator
	Confidential

	Security Administrator
	Confidential

	Audit/Executive
	Confidential

	User
	Confidential



[bookmark: _Toc341965947][bookmark: _Toc256000008]2.4	Accreditation Boundary

No hardware was entered in the project. 

No published software was entered in the project.
 
[bookmark: _Toc341965948][bookmark: _Toc256000009]2.5	Information Flow

No system interfaces were entered in the project.
 
[bookmark: _Toc341965949][bookmark: _Toc256000010]2.6	Security Categorization
Table 2-5: FIPS 199 Categorization Summary
	Security Objective
	Security Impact Level

	Confidentiality
	High

	Integrity
	High

	Availability
	High



[bookmark: _Toc341965950][bookmark: _Toc256000011]3.0	Risk Assessment Approach
The Risk Assessment process is a series of steps: 
	1. System Characterization 
	2. Threat Identification 
	3. Vulnerability Identification 
	4. Determine Susceptibility 
	5. Risk Definition 
	6. Security Control Analysis 
	7. Likelihood Determination 
	8. Impact Analysis 
	9. Risk Level Determination 
	10. Security Control Recommendations

[bookmark: _Toc341965951][bookmark: _Toc256000012]3.1	Participants

Table 3-1: Participants
	Name
	Organization
	Role
	Phone
	Email



[bookmark: _Toc341965952][bookmark: _Toc256000013]3.2	Risk Rating Scale
The following table describes the risk levels used in this RA report. This risk scale has three possible Risk Levels: Low, Moderate and High. The Risk Level represents the degree of risk to which an IT system, facility, or procedure might be exposed if a given vulnerability were exploited. The risk scale also presents actions that senior management, the mission owners, must take for each Risk Level. 
Table 3-2: Risk Rating Scale
	Risk Level
	Description

	Low
	The system's AO must determine whether corrective actions are still required or decide to accept the risk. 
Risk may be acceptable according to the system sensitivity and criticality. 
Risk is probably acceptable for short term until cost effective safeguards can be implemented. 

	Moderate 
	Probability of incident is elevated, with increased probability of unauthorized disclosure or Denial Of Service (DoS) of critical systems. 
Corrective actions are needed and a plan must be developed to incorporate these actions within a reasonable period of time. 
Risks are probably not acceptable according to the system sensitivity and criticality. 

	High 
	There is a strong need for corrective measures. 
An existing system may continue to operate, but a corrective action plan must be put in place as soon as possible. 
Probability of serious incident is likely. Risks not normally acceptable, according to the system sensitivity and criticality. 
Authorization status may be rescinded or not granted. 



[bookmark: _Toc341965953][bookmark: _Toc256000014]3.3	Information Gathering Techniques

Information was gathered by conducting: 
[ ] Interviews
[ ] On-Site Visit (may include interviews as well as observation of physical, environmental and operational security of the system
[ ] Analyses of known threats to the system by researching vendor and other websites
[ ] Document Reviews
[ ] Vulnerability scans / Automated Reporting Tools
[ ] Review of Requirements Traceability Matrix (RTM)
[ ] Other

[bookmark: _Toc341965954][bookmark: _Toc256000015]4.0	Threat Identification
The system contains assets (i.e., information technology (IT) components and data) which need to be protected. These assets may have vulnerabilities that can be exploited by various threats, resulting in a possible compromise of the integrity, confidentiality, or availability of the system. The impact of exploitation may result in an accidental or intentional denial of service, disclosure of sensitive information, unauthorized or unintentional modification of data or the loss or destruction of sensitive information. 

[bookmark: _Toc341965955][bookmark: _Toc256000016]4.1	List of Threats
Below is a List of Threats and associated actions and motivations for all threats.   Threats are identified for each of three sources: Natural, Human or Environmental. Please note that several threats may exist for each source. 
	Threat Group
	Threat Name
	Weight

	Environment Failure
	Humidity
	Medium

	Environment Failure
	Power
	Medium

	Environment Failure
	Sand/Dust
	Medium

	Environment Failure
	Temperature
	Medium

	Environment Failure
	Vibration/Shock
	Medium

	Human Intentional Authorized
	Administrative User
	Medium

	Human Intentional Authorized
	Maintenance User
	Medium

	Human Intentional Authorized
	User
	Medium

	Human Intentional Unauthorized
	Electronic Warfare
	Medium

	Human Intentional Unauthorized
	Hacker
	Medium

	Human Intentional Unauthorized
	Physical Combat
	Medium

	Human Intentional Unauthorized
	Saboteur
	Medium

	Human Intentional Unauthorized
	Terrorist
	Medium

	Human Intentional Unauthorized
	Thief
	Medium

	Human Intentional Unauthorized
	Vandal
	Medium

	Human Unintentional
	Administrative Error
	Medium

	Human Unintentional
	Maintenance Error
	Medium

	Human Unintentional
	Software Design Error
	Medium

	Human Unintentional
	System Design Error
	Medium

	Human Unintentional
	User Error
	Medium

	Natural Disaster
	Earthquake
	Medium

	Natural Disaster
	Fire
	Medium

	Natural Disaster
	Flood
	Medium

	Natural Disaster
	Hurricane
	Medium

	Natural Disaster
	Lightning
	Medium

	Natural Disaster
	Tornado
	Medium

	Natural Disaster
	Volcano
	Medium

	System Failure
	Communication
	Medium

	System Failure
	Hardware
	Medium

	System Failure
	Software
	Medium



 
[bookmark: _Toc341965956][bookmark: _Toc256000017]5.0	System Vulnerabilities
The system identified vulnerabilities to the system including vulnerabilities related to personnel security, environmental security, communications security and the specific hardware and software that are listed in Section 2.3 of this report and any known vulnerabilities that may be exploited by potential threats to the system if controls are not properly implemented. Details of identified vulnerabilities are recorded in section 7.4.

[bookmark: _Toc341965957][bookmark: _Toc256000018]6.0	Controls Analysis
The goal of this step is to analyze the controls that have been implemented, or are planned for implementation, by the organization to minimize or eliminate the likelihood (or probability) of a threat's exercising a system vulnerability. To derive an overall likelihood rating that indicates the probability that a potential vulnerability may be exercised within the construct of the associated threat environment the implementation of current or planned controls must be considered. For example, a vulnerability (e.g., system or procedural weakness) is not likely to be exercised or the likelihood is low if there is a low level of threat-source interest or capability or if there are effective security controls that can eliminate, or reduce the magnitude of, harm. 

Sections 6.1 and 6.2 discuss control methods, control categories, and the control analysis technique.

[bookmark: _Toc341965958][bookmark: _Toc256000019]6.1	Establishing Controls
DHS Information Assurance Compliance System (IACS) is used to develop the Requirements Traceability Matrix (RTM) of applicable controls.  The RTM checklist serves the purpose of analyzing controls in an efficient and systematic manner.  The checklist will be used to analyze the source, control name, method, category and status of required controls.  Refer to Table 6-1 below for further detail. 

[bookmark: _Toc341965959][bookmark: _Toc256000020]6.2	Control Methods
Security controls encompass the use of technical and nontechnical methods. Technical controls are safeguards that are incorporated into computer hardware, software, or firmware (e.g., access control mechanisms, identification and authentication mechanisms, encryption methods, intrusion detection software). Nontechnical controls are management and operational controls, such as security policies; operational procedures; and personnel, physical, and environmental security.

[bookmark: _Toc341965961][bookmark: _Toc256000021]7.0	Risk Assessment Results

WARNING! Section is not found.

[bookmark: _Toc341965962][bookmark: _Toc256000022]7.1	Likelihood Determination
The likelihood that a potential vulnerability could be exercised by a given threat-source can be described as high, medium, or low. Table 7-1 below describes these three likelihood levels. 

Table 7-1: Likelihood Definitions
	Likelihood
	Likelihood Definition

	High 
	The threat-source is highly motivated and sufficiently capable, and controls to prevent the vulnerability from being exercised are ineffective. 

	Medium 
	The threat-source is motivated and capable, but controls are in place that may impede successful exercise of the vulnerability. 

	Low 
	The threat-source lacks motivation or capability, or controls are in place to prevent, or at least significantly impede, the vulnerability from being exercised. 



[bookmark: _Toc341965963][bookmark: _Toc256000023]7.2	Impact Analysis
The adverse impact of a security event can be described in terms of loss or degradation of any, or a combination of any, of the following three security goals: integrity, availability, and confidentiality. Table 7-2 describes the qualitative categories of high, medium, and low impact. 

Table 7-2: Magnitude of Impact Definitions
	Magnitude of Impact
	Impact Definition

	High 
	Exercise of the vulnerability (1) may result in the highly costly loss of major tangible assets or resources; (2) may significantly violate, harm, or impede an organization's mission, reputation, or interest; or (3) may result in human death.

	Medium 
	Exercise of the vulnerability (1) may result in the costly loss of tangible assets or resources; (2) may violate, harm, or impede an organization's mission, reputation, or interest; or (3) may result in human injury. 

	Low 
	Exercise of the vulnerability (1) may result in the loss of some tangible assets or resources or (2) may noticeably affect an organization's mission, reputation, or interest. 



[bookmark: _Toc341965964][bookmark: _Toc256000024]7.3	Risk Determination
The determination of risk for a particular threat/vulnerability pair can be expressed as a function of: 
· The likelihood of a given threat-source's attempting to exercise a given vulnerability 
· The magnitude of the impact should a threat-source successfully exercise the vulnerability 
· The adequacy of planned or existing security controls for reducing or eliminating risk 

The product of Probability × Impact results in the Risk Level.

[bookmark: _Toc341965965][bookmark: _Toc256000025]7.4	Overall Level of Risk

Based on the observations listed in this assessment, [NUMBER OF LOW RISK VULNERABILITIES] were determined to have a Low risk rating; [NUMBER OF MODERATE RISK VULNERABILITIES] were determined to have a Moderate risk rating; [NUMBER OF HIGH RISK VULNERABILITIES] were determined to have a High risk rating. As a result the overall level of risk of operating the system is High.

[bookmark: _Toc341965966][bookmark: _Toc256000026]8.0	Conclusion

The Risk Assessment identifies risk to the system operation based on vulnerabilities (those areas that do not meet minimum requirements and for which adequate countermeasures have not been implemented). The RA also determines the likelihood of occurrence and suggests countermeasures to mitigate identified risks in an effort to provide an appropriate level-of-protection and to meet all minimum requirements imposed on the system. 

The system security policy requirements are being met at this time with the exception of those areas identified in this report. The countermeasures recommended in this report specify the additional security controls needed to meet policies and to effectively manage the security risk to the system and its operating environment. Ultimately, the Security Control Assessor and the Authorizing Official must determine whether the totality of the protection mechanisms approximate a sufficient level of security, and are adequate for the protection of this system and its resources/information. The Risk Assessment Results supplied critical information and should be carefully reviewed by the AO prior to making a final security authorization decision.

[bookmark: _Toc341965967][bookmark: _Toc256000027]8.1	Level of Acceptable Risk

Among the [NUMBER OF VULNERABILITIES] vulnerabilities identified, [PERCENTAGE OF VULNERABILITIES CONSIDERED UNACCEPTABLE] are considered unacceptable because serious harm could result and affect the operation of the system. Immediate, mandatory countermeasures need to be implemented to mitigate the risk of these threats. Resources must be made available to reduce the risk to an acceptable level. 

[PERCENTAGE OF VULNERABILITIES CONSIDERED ACCEPTABLE] of the identified vulnerabilities are considered acceptable to the system because only minor problems may result from these risks. Recommended countermeasures have also been provided for implementation to reduce or eliminate the risk. 

Table 8-1: Risk Level of Acceptable/Unacceptable Vulnerabilities
	
	High
	Moderate
	Low

	Unacceptable
	[#]
	[#]
	[#]

	Acceptable
	[#]
	[#]
	[#]



[bookmark: _Toc341965968][bookmark: _Toc256000028]8.2	Plan of Action and Milestones
Under the Federal Information Security Management Act of 2002 (FISMA), all information systems are required to have a Plan of Action and Milestones (POA&M) to address weaknesses identified by program reviews and evaluations. POA&Ms establish a framework to reduce vulnerabilities, provide recommended countermeasures, identify resources, and estimate associated costs. The recommendations listed in this report must be included in the Test_2015-01-15-1052 POA&M and implemented according to the DHS POA&M Guide requirements to reduce the level of risk associated with the system. 
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[bookmark: _Toc341965969][bookmark: _Toc256000029]Attachment 1 – List of Observations

Table: List of Observations
	Number
	Vulnerability
	Threat
	Likelihood
	Impact Level
	Identification Source
	Countermeasures
	Risk Level
	Recommended Remediation or Risk Acceptance
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