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[bookmark: _Toc342038392][bookmark: _Toc256000000]1. Introduction
[bookmark: _Toc342038393][bookmark: _Toc256000001]1.1	Purpose
This Test_2015-01-15-1052 Contingency Plan establishes procedures to recover the system following a disruption.  This system is not a CFO designated system.  The following objectives have been established for this plan:  
· In an emergency, the Department of Homeland Security Headquarters (DHS HQ) top priority and objective is to preserve the health and safety of its staff.
· Maximize the effectiveness of contingency operations through an established plan that consists of the following phases:  
· Notification/Activation phase to detect and assess damage and to activate the plan. 
· Recovery phase to restore temporary information system operations and recover damage done to the original system. 
· Reconstitution phase to restore information system processing capabilities to normal operations. 
· Identify the activities, resources, and procedures needed to carry out Test_2015-01-15-1052 processing requirements during prolonged interruptions to normal operations. 
· Assign responsibilities to designated Department of Homeland Security (DHS) personnel and provide guidance for recovering Test_2015-01-15-1052 during prolonged periods of interruption to normal operations. 
· Ensure coordination with other DHS staff who will participate in the contingency planning strategies. Ensure coordination with external points of contact and vendors who will participate in the contingency planning strategies.

[bookmark: _Toc342038394][bookmark: _Toc256000002]1.2	Applicability 

The Test_2015-01-15-1052 Contingency Plan applies to the functions, operations, and resources necessary to restore and resume Department of Homeland Security Headquarters (DHS HQ) Test_2015-01-15-1052 operations as it is installed at Main Location, , . The Test_2015-01-15-1052 Contingency Plan applies to DHS and all other persons associated with Test_2015-01-15-1052 as identified under Section 2.3, Responsibilities. 

The Test_2015-01-15-1052 Contingency Plan is supported by [PLAN NAME] which provides the [PURPOSE OF PLAN]. Procedures outlined in this plan are coordinated with and support the [PLAN NAME].

[bookmark: _Toc342038395][bookmark: _Toc256000003]1.3	Scope
[bookmark: _Toc342038396][bookmark: _Toc256000004]1.3.1	Planning Principles
Guidance, direction, and authority for information system contingency planning activities for all DHS Components are centralized in the DHS Office of the Chief Information Officer (CIO). This Contingency Plan was developed using the requirements outlined in DHS System Security Handbook (SSH) 4300A and in conjunction with NIST SP 800-34, which details planning principles that are universally applicable to all information systems. The rigor of the information system contingency planning, training, testing and capabilities is dependent upon the FIPS 199 defined potential impact level. The availability security objective alone shall be applied to the NIST SP 800-53 Contingency Plan controls defined for low, moderate, and high potential impact levels.


The applicability of the plan is predicated on two key principles: 
· The DHS facility in [CITY, STATE] is inaccessible; therefore, DHS is unable to perform Test_2015-01-15-1052 processing for the [DHS, DHS COMPONENT or DHS ORGANIZATION].
· A valid [PLAN OR CONTRACT] exists with an alternate site that designates that site in [CITY, STATE] as the alternate operating facility for Department of Homeland Security Headquarters (DHS HQ). [PLAN OR CONTRACT] contains provisions such that:
· DHS will use the alternate site building and resources to recover Test_2015-01-15-1052 functionality during an emergency situation that prevents access to the original facility.
· The designated computer system at the alternate site has been configured to begin processing Test_2015-01-15-1052 information. 
· The alternate site will be used to continue Test_2015-01-15-1052 recovery and processing throughout the period of disruption, until the return to normal operations. 

[bookmark: _Toc342038397][bookmark: _Toc256000005]1.3.2	Assumptions

Based on these principles, the following assumptions were used when developing the Contingency Plan: 
· The Test_2015-01-15-1052 is inoperable at the DHS computer center and cannot be recovered within [48] hours.
· Key Test_2015-01-15-1052 personnel have been identified and trained in their contingency planning roles; they are available to activate the Test_2015-01-15-1052 Contingency Plan.
· Preventive controls (e.g., generators, uninterruptible power supply (UPS), environmental controls, waterproof tarps, sprinkler systems, fire extinguishers, and fire department assistance are, or may not be fully operational at the time of the disaster. Existing preventive controls are documented and are provided as an attachment to this plan, [ATTACHMENT NAME].
· Test_2015-01-15-1052 hardware and software at the DHS original site are unavailable for at least [48] hours.
· Current backups of the application software and data are intact and available at the offsite storage facility.
· The equipment, connections, and capabilities required are available at the alternate site in [CITY, STATE]. Service agreements are maintained with Department of Homeland Security Headquarters (DHS HQ) hardware, software, and communications providers to support the emergency system recovery.
The Test_2015-01-15-1052 Contingency Plan does not apply to the following situations: 
· Overall recovery and continuity of business operations. The Business Resumption Plan (BRP) and Continuity of Operations (COOP) Plans are appended to this plan.
· Emergency evacuation of personnel. The Occupant Emergency Plan (OEP) is appended to this plan. As stated, this appended plan addresses occupant emergencies and is not the information system Contingency Plan.
· {Any additional constraints should be added to this list and appended to this plan}.

[bookmark: _Toc342038398][bookmark: _Toc256000006]1.4	References/Requirements

This Test_2015-01-15-1052 Contingency Plan complies with the DHS information system contingency planning policy as follows: 
The Component shall develop a contingency planning capability to meet the needs of critical supporting operations in the event of a disruption. The procedures for execution of such a capability shall be documented in a formal information system Contingency Plan and shall be reviewed, tested, and exercised at least annually and updated as necessary. Personnel responsible for target systems shall be trained to execute contingency procedures. The plan, recovery capabilities, and personnel shall be tested to identify weaknesses of the capability at least annually. All CFO designated systems requiring high availability shall be identified in the COOP plans and exercises. Systems that are part of the Critical DHS Assets Program shall have provisions to allow a Component CISO or Component CIO to approve new user accounts as part of a COOP scenario. Component shall ensure implementation of backup policy and procedures for each enterprise DHS information system. Components shall ensure the capability to re-image information system components from configuration controlled and integrity protected disk images representing a secure, operation state for the components. 


This Test_2015-01-15-1052 Contingency Plan complies with the following federal and departmental policies and guidance: 
· The Privacy Act of 1974.
· Presidential Decision Directive (PDD) 67, Enduring Constitutional Government and Continuity of Government Operations, October 1998.
· Federal Emergency Management Agency (FEMA), The Federal Response Plan (FRP), April 1999.
· Defense Authorization Act (Public Law 106-398), Title X, Subtitle G, "Government Information Security Reform," October 30, 2000.
· OMB Circular A-130, Appendix III, Security of Federal Automated Information Resources, November 2000.
· E-Government Act (Public Law 107-347), Title III, "Federal Information Security Management Act," December 2002.
· Homeland Security Presidential Directive/HSPD-7, Critical Infrastructure Identification, Prioritization, and Protection, December 17, 2003.
· Federal Preparedness Circular (FPC) 65, Federal Executive Branch Continuity of Operations, June 15, 2004.
· {Any other applicable federal or local policies should be added.}


[bookmark: _Toc342038399][bookmark: _Toc256000007]2. Concept of Operations
[bookmark: _Toc342038400][bookmark: _Toc256000008]2.1	System Description and Architecture 

1. {Provide a general description of system architecture and functionality.}
2. {Indicate the operating environment, physical location, general location of users, and partnerships with external organizations/systems.}
3. {Include information regarding backup procedures. The DHS recommended procedures are daily incremental backups and weekly full backups.}
4. {Include a list of preventive controls that deter, detect, and/or reduce impacts to the system.}
5. {Include information regarding any other technical considerations that are important for recovery purposes.}
6. {Provide a diagram of the architecture, including security controls and telecommunications connections.}

[bookmark: _Toc342038401][bookmark: _Toc256000009]2.2	Order of Succession

The DHS sets forth an order of succession, in coordination with the order set forth by the Department to ensure that decision-making authority for the Test_2015-01-15-1052 Contingency Plan is uninterrupted. The [FACILITY MANAGER or SECURITY OFFICER], DHS is responsible for ensuring the safety of personnel. The [SYSTEM OWNER, information system CONTINGENCY PLAN COORDINATOR and/or DELEGATED PERSONNEL] is responsible for execution of procedures documented within this Test_2015-01-15-1052 Contingency Plan. If the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is unable to function as the overall authority or chooses to delegate this responsibility to a successor, the person delegated responsibility by the system owner shall function as that authority. Documented orders of succession and/or delegations are attached to this plan for reference. 

{Continue description of succession as applicable.}

[bookmark: _Toc342038402][bookmark: _Toc256000010]2.3	Responsibilities

The following teams have been developed and trained to respond to a contingency event affecting the information system. 

The information system Contingency Plan establishes several teams assigned to participate in recovering Test_2015-01-15-1052 operations. The [TEAM NAME] is responsible for recovery of the Test_2015-01-15-1052 computer environment and all applications. Members of the [TEAM NAME] include personnel who are also responsible for the daily operations and maintenance of Test_2015-01-15-1052. The [TEAM LEADER TITLE] directs the [TEAM NAME]. 

{Continue to describe each team, with information/narrative similar to the above, their responsibilities, leadership, and coordination with other applicable teams during a recovery operation. Listed below are sample teams that may be considered for inclusion, and some sample descriptions for various teams and personnel that should be modified and included as needed.}


The relationships of the team leaders involved in system recovery and their member teams are illustrated in Figure [Number] below. 

{Insert hierarchical diagram of recovery teams. Show team names and leaders; do not include actual names of personnel.}


Senior Management Official/System Owner/Contingency Planning Coordinator 
This individual is a member of the Senior Management and has responsibility to the Executive Management for all facets of Contingency and Disaster Recovery planning, exercises, and actual recovery efforts. 
· Pre-event:
· Develop and document information system contingency plans.
· Provides restoration priorities and metrics.
· Addresses contingency roles, responsibilities, assigned individuals with contact information, and activities associated with restoring the system after a disruption, compromise, or failure.
· Review and approve the plan.
· Ensure the plan is maintained.
· Ensure training is conducted.
· Authorize periodic plan testing exercises.
· Support the Team Leader of the Contingency/Emergency Management Team and all other participants prior to and during scheduled and unscheduled exercises/tests of the plan.
· Distribute copies of plan to team members.
· Post-event:
· Issue a disaster declaration.
· Authorize travel and housing arrangements for team members.
· Authorize expenditures through the Administration Team.
· Manage and monitor the overall recovery process.
· Periodically advise Senior Staff, Customers, and Media & Press Relations personnel of the status.
· Support the Team Leader of the Contingency/Emergency Management Team and all other participants during debilitating conditions/situations.
· Approve new user accounts.


Contingency/Emergency Management Team 
{The functionality provided below may also be relevant to a team with the name of: Alternate Site Recovery Coordination Team.} 

The Contingency/Emergency Management Team is responsible for managing the total recovery effort, ensuring other teams and personnel perform all detailed checklist activities, providing a "Command Center" for coordination and overall communications, ensuring that activities are accomplished among all teams within planned time frames and assisting in resolving problems that arise. This team is activated by the Senior Management Official/CIO/System Owner/Contingency Planning Coordinator. All other teams report directly to the Contingency/Emergency Management Team. Specific duties are: 

Team Leader: 
· Pre-event:
· Maintain and update the plan as needed or scheduled but not less than annually.
· Distribute copies of plan to team members.
· Coordinate Testing as needed or scheduled but not less often than annually.
· Train team members.
· Coordinates contingency planning activities with incident handling activities.

· Post-event:
· Establish Command Center for recovery operations.
· Assist in damage assessment.
· Perform initial notification of disaster declaration to members of the Contingency/Emergency Management Team.
· Coordinate activities of the recovery teams.
· Notify alternate site of activation (pending or real).
· Notify Team Leaders for other Teams of disaster declaration.
· Authorize the Administration Team to make the necessary travel and hotel accommodations for recovery team members.
· Periodically report to Senior Management Official/CIO/System Owner/Contingency Planning Coordinator details and status of recovery efforts.
· Revises the contingency plan to address system/organizational changes or problems encountered during contingency plan implementation, execution, or testing.
· Communicates contingency plan changes key contingency personnel.


Team Members: 
· Pre-event:
· Assist the Team Leader as directed.
· Participate in contingency exercises.
· Understand role and responsibilities within the Contingency Plan and of the team.

· Post-event:
· Perform command center functions.
· Maintain a record of all communications using the provided log forms.


Damage Assessment Team 
The Damage Assessment Team (DAT) is responsible for assessing damage to the computer facilities as quickly as possible following an incident and reporting the level of damage to the Contingency/Emergency Management Team. This team also provides assistance as possible in the cleanup and repair of the facility. 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely to reduce possibilities for contingencies and disasters.
· Train employees in emergency preparedness.
· Participate in contingency exercises.
· Know the procedures to be followed.

· Post-event:
· Determine accessibility to facility, building, offices, and work areas/stations.
· Assess extent of damage to the system and computer center.
· Assess need and/or adequacy of physical security/guards.
· Estimate time to recover primary facility and system.
· Identify salvageable hardware.
· Apprise the Contingency/Emergency Management Team on the extent of damages, estimated recovery time, need for physical security, and details of salvageable equipment.
· Maintain a log/record of all salvageable equipment.
· Coordinate with vendors/suppliers in restoring, repairing or replacing equipment not under the purview of another contingency/disaster recovery plan.
· Support the cleanup of the data center following an incident.


Hardware Team 
{The functionality provided below may also be relevant to these teams with appropriate modifications: 
· Hardware Salvage Team
· Original Site Restoration/Salvage Coordination Team}
The Hardware team is responsible for site preparation, physical planning, and installation of data processing equipment to meet the required processing capability in the event of an incident. This includes responsibility for ordering and installing hardware and/or software necessary for both the alternate and permanent site 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely with the Contingency/Emergency Management Team to reduce possibilities for contingencies and disasters (See Preventive Measures in the Appendix).
· Train employees in emergency preparedness.
· Participate in contingency exercises.
· Know the procedures to be followed.
· Maintain current system configuration information in an off-site storage facility and in this plan.

· Post-event:
· Verify with alternative site the pending occupancy requirements.
· Inspect the alternative site for physical space requirements.
· Interface with Software, Communications and Operations Team members on space configuration of alternative site.
· Coordinate transportation of salvageable equipment to the alternative site.
· Notify the Administration Team of equipment required.
· Ensure installation of required temporary terminals/PCs connected to the alternative site hardware.
· Plan the hardware installation at the alternative site.
· Plan, coordinate transportation of and installation of hardware at the permanent site, when available.


Software Team 
{The functionality provided below may also be relevant to the following teams with appropriate modifications: 
· Systems Software Team
· Server Recovery Team (e.g., client server, web server)
· LAN/WAN Recovery Team
· Database Recovery Team
· Application Recovery Team(s)
· Telecommunications Team
· Test Team
· Network Operations Recovery Team
· Operating Systems Administration Team}
Requests Telecommunications Service Priority for all telecommunications services used for national security emergency preparedness in the event that the primary and/or alternate telecommunications services are provided by a common carrier.
The Software Team is responsible for the installation and configuration of all system and application software not installed by other administrators. 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely with the Contingency/Emergency Management Team to reduce possibilities for contingencies and disasters (See Preventive Measures in the Appendix).
· Train employees in emergency preparedness.
· Participate in contingency exercises.
· Know the procedures to be followed.
· Maintain current system software configuration information in an off-site storage facility and in this plan.
· Post-event:
· Arrange for delivery of off-site storage containers containing backup media.
· Receive, inventory and control access to the off-site storage containers and media.
· Restore system/application software data files not installed in conjunction with another plan's personnel.
· Test and verify operating system/application software functionality as required.
· Return backup media storage containers to the off-site storage facility.


Communications Team 
The Communications Team is responsible for establishing voice and data links to/from the alternative site. This includes connecting local and remote users/customers to the alternate site. 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely with the Contingency/Emergency Management Team to reduce possibilities for contingencies and disasters (See Preventive Measures in the Appendix).
· Train employees in emergency preparedness.
· Participate in contingency exercises.
· Know the procedures to be followed.
· Maintain current system software configuration information in an off-site storage facility and in this plan.
· Post-event:
· Coordinate with the Damage Assessment Team on assessment of communications equipment.
· Retrieve communications configuration for the off-site storage facility.
· Plan, coordinate and install the necessary communications equipment at the alternate site.
· Plan, coordinate and install the necessary cabling at the alternative site not covered by other plan's recovery personnel.


Physical/Personnel Security Team 
The Physical/Personnel Security Team is responsible for providing personnel identification and access limitations to the building and floors and acts as liaison with emergency personnel. This is crucial during the time of an incident because of the uncommonly large number of vendors, contractors and other visitors requiring access to the facility. 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely with the Contingency/Emergency Management Team to ensure physical security of existing system and facilities.
· Train employees in emergency preparedness.
· Participate in contingency exercises.
· Know the procedures to be followed.
· Post-event:
· Cordon off the facility including offices to restrict unauthorized access.
· Coordinate with the Building Management for authorized personnel access.
· Provide additional physical security/guards.
· Act as liaison with emergency personnel, such as fire and police departments.
· Schedule and provide for security in transportation of files, reports, and equipment.
· Provide assistance to officials in investigating the damaged facility/site.


Administration/Procurement Support Team 
{This team comprises those functions of the following teams which might be separately specified if necessary: 
· Transportation & Relocation Team
· Media Relations Team
· Legal Affairs Team}
The Administration/Procurement Support Team is responsible for providing secretarial, filing, procurement, travel, housing, off-site storage, and other administrative matters not performed by other team members. Included is limited authority to provide funds for emergency expenditures other than for capital equipment and salaries. This Team is also responsible for effecting all dissemination of information to the Department's Media Relations Officer, and working with the Department's Legal Representation staff on all related matters. 
· Pre-event:
· Understand role and responsibilities within this plan.
· Work closely with the Contingency/Emergency Management Team to ensure all administrative functions are achievable.
· Work closely with the Contingency/Emergency Management Team to ensure all potential means of transportation are understood and provided for.
· Train employees in emergency preparedness
· Participate in contingency exercises.
· Know the procedures to be followed.
· Ensure details of administering emergency funds expenditures are known.
· Assess need for alternative means of communication (other than normal telephone service) to all employees involved.
· Maintain current listings of prospective means and modes of transportation to the alternate site at the off-site storage location and in the appendix to this plan.
· Maintain contact information for the Department's Media Relations Officer, and the Department's Legal Representation staff. Information is stored at the off-site storage facility and is included in the appendix to this plan.
· Post-event:
· Prepare, coordinate, and obtain approval for all procurement requests.
· Coordinate deliveries.
· Process requests for payment of all invoices related to the incident.
· Arrange for travel and lodging of members involved in the incident.
· Provide for acquisition of telephone equipment and capabilities/services including voice, dial-up, and leased lines.
· Provide for alternative means of communications among the teams in the event that normal telephone services are unavailable.
· Arrange for temporary secretarial support for filing, and other administrative services required by the various teams.
· Coordinate with other teams to provide any specific transportation needs.
· Plan, coordinate and provide transportation to the alternate site, as necessary.
· Perform all tasks with the Department's Media Relations Officer, and working with the Department's Legal Representation staff on all related matters as directed by the Contingency/Emergency Management Team. 

[bookmark: _Toc342038403][bookmark: _Toc256000011]3. Notification and Activation Phase 
This phase addresses the initial actions taken to detect and assess damage inflicted by a disruption to Test_2015-01-15-1052 Based on the assessment of the event, the plan may be activated by the CIO or Contingency Planning Coordinator. 

In an emergency, the top priority for DHS is to preserve the health and safety of its staff before proceeding to the Notification and Activation procedures. 

Contact information for key personnel is located in the Appendix of this plan. The notification sequence is listed below:  
· The first responder is to notify the System Owner/Contingency Planning Coordinator. All known information must be relayed to the System Owner/Contingency Planning Coordinator. 
· The systems manager is to contact and inform the DAT Leader of the event. The System Owner/Contingency Planning Coordinator is to instruct the DAT Leader to begin assessment procedures. 
· The DAT Leader is to notify team members and direct them to complete the assessment procedures outlined below to determine the extent of damage and estimated recovery time. If damage assessment cannot be performed locally because of unsafe conditions, the DAT is to follow the outline below. 


Damage Assessment Procedures: 
{Detailed procedures should be outlined to include activities to determine the cause of the disruption; potential for additional disruption or damage; affected physical area and status of physical infrastructure; status of information system equipment functionality and inventory, including items that will need to be replaced; and estimated time to repair services to normal operations}. 
· Upon notification from the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR], the DAT is to ...
· The [DAT] is to ...


Alternate Assessment Procedures: 
· Upon notification from the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR], the [DAT LEADER] is to ...
· The [DAT] is to ...
· When damage assessment has been completed, the [DAT LEADER] is to notify the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] of the results.
· The [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to evaluate the results and determine whether the contingency plan is to be activated and if relocation is required.
· Based on assessment results, the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to notify civil emergency personnel (e.g., police, fire) assessment of the results, as appropriate. 


The information system Contingency Plan is to be activated if one or more of the following criteria are met: 
1. [ORGANIZATION NAME] cannot be accessed within the allowable outage time [TIME PERIOD] as determined by the System Owner.
2. {Other criteria, as appropriate}
If the plan is to be activated, the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to notify all Team Leaders and inform them of the details of the event and if relocation is required. 

Upon notification from the [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR], Team Leaders are to notify their respective teams. Team members are to be informed of all applicable information and prepare to respond and relocate if necessary. 

The [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to notify the off-site storage facility that a contingency event has been declared and to ship the necessary materials (as determined by damage assessment) to the alternate site. 

The [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to notify the Alternate site that a contingency event has been declared and to prepare the facility for the Organization's arrival. 

The [SYSTEM OWNER/CONTINGENCY PLAN COORDINATOR] is to notify remaining personnel (via notification procedures) on the general status of the incident.

[bookmark: _Toc342038404][bookmark: _Toc256000012]4. Recovery Phase

This section provides procedures for recovering services at the alternate site, whereas other efforts are directed to repair damage to the original system and capabilities. 

The following procedures are for recovering the Test_2015-01-15-1052 at the {alternate site}. Procedures are outlined per team required. Each procedure should be executed in the sequence it is presented to maintain efficient operations within the allowable outage time of {number of hours/days} as determined by the System Owner. 

Recovery Goal #1 {State the first recovery objective as determined by the System Owner, if available. For each team responsible for executing a function to meet this objective, state the team names and list their respective procedures.} 
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}


Recovery Goal #2 {State the second recovery objective as determined by the System Owner. For each team responsible for executing a function to meet this objective, state the team names and list their respective procedures.} 
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}


Recovery Goal #3 State the remaining recovery objectives (as determined by the System Owner). For each team responsible for executing a function to meet this objective, state the team names and list their respective procedures.}

[bookmark: _Toc342038405][bookmark: _Toc256000013]5. Reconstitution (Return to Normal Operations) Phase

This section discusses activities necessary for restoring Test_2015-01-15-1052 operations at the DHS original or new site. When the computer center at the original or new site has been restored, Test_2015-01-15-1052 operations at the {alternate site} must be transitioned back. The goal is to provide a seamless transition of operations from the [ALTERNATE SITE] to the computer center.

[bookmark: _Toc342038406][bookmark: _Toc256000014]5.1 Original or New Site Restoration

{Procedures should be outlined, per necessary team, to restore or replace the original site so that normal operations may be transferred. Information system equipment and telecommunications connections should be tested.} 
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}

[bookmark: _Toc342038407][bookmark: _Toc256000015]5.2 Concurrent Processing

{Procedures should be outlined, per necessary team, to operate the system in coordination with the system at the original or new site. These procedures should include testing the original or new system until it is functioning properly and the contingency system is shut down gracefully.} 
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}

[bookmark: _Toc342038408][bookmark: _Toc256000016]5.3	Plan Deactivation

{Procedures should be outlined, per necessary team, to clean the alternate site of any equipment or other materials belonging to the organization, with a focus on handling sensitive information. Materials, equipment, and backup media should be properly packaged, labeled, and shipped to the appropriate location(s). Team members should be instructed to return to the original or new site.} 
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}
· [TEAM NAME]
· {Describe Team Recovery Procedures.}

[bookmark: _Toc342038409][bookmark: _Toc256000017]6. Plan Appendices

[bookmark: _Toc342038410][bookmark: _Toc256000018]6.1	Personnel Contact Procedure and Team Contact Listings

{Note that a special "Residual/Other" Team Contact List should be prepared for individuals not already included in other teams. This special contact list will be used to keep the uninvolved personnel aware of status and activities that may require action on their part}. 

Notification Procedure: 

Notification Information: 

{In the team member contact list(s), names should be indented to indicate the organization of the calling tree (who calls who). Calling trees for a large group of personnel should be designed to limit the number of individuals that are called by a single individual to no more than 3 or 4. This will provide for expeditious communications with all team members. It will also minimize and provide for those situations where an individual must contact subordinates of those individuals that cannot be directly contacted.} 

Team: {Contingency Management Team} 
	Name
(Team Position)
	Phone Numbers
(Home/Cell/Office)
	Contacted
(Date and Time)
	Comments

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc342038411][bookmark: _Toc256000019]6.2	Vendor Contacts

{When needed - include multiple contacts for a single vendor in separate rows.} 

	Vendor Product / Service
	Contact Name / Address
	Phone Numbers (Home, Cell, Office, FAX, 24 hr)
	Contacted (Date/Time)
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc342038412][bookmark: _Toc256000020]6.3	Customer Contacts

{When needed - include multiple contacts for a single customer in separate rows.} 

	Customer Product / Service
	Contact Name / Address
	Phone Numbers (Home, Cell, Office, FAX, 24 hr)
	Contacted (Date/Time)
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc342038413][bookmark: _Toc256000021]6.4	Equipment and Specifications

	Manufacturer
	Model
	Specifications (Include all necessary information to adequately define the item)
	Quantity
	Comments

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	



[bookmark: _Toc342038414][bookmark: _Toc256000022]6.5	Vital Records (Electronic and Hard Copy)

{Include information on all vital records that are needed for contingency recovery and resumption activities and those that may be needed for continued operation.} 

	Record
	Description
	Owner
	User
	Classification
	Storage Location
	Need Access At

	
	
	
	
	
	
	

	
	
	
	
	
	
	

	
	
	
	
	
	
	



[bookmark: _Toc342038415][bookmark: _Toc256000023]6.6	Service Level Agreements and Memorandums of Understanding 

{Include all documentation that is related to recovery, resumption, and operation of this system/application for an immediate or even extended period of time.}

[bookmark: _Toc342038416][bookmark: _Toc256000024]6.7	Standard Operating Procedures (SOP)

{Include all relevant documentation.}

[bookmark: _Toc342038417][bookmark: _Toc256000025]6.8	Related Contingency Plans

{Include all related Contingency Plans for overarching and/or subordinate systems/applications.}

[bookmark: _Toc342038418][bookmark: _Toc256000026]6.9	Emergency Management Plan

{Include all related Emergency Management Plans for overarching and/or subordinate systems/applications.}

[bookmark: _Toc342038419][bookmark: _Toc256000027]6.10	Occupant Evacuation Plan  

{Include copies of the plans for the primary and alternate sites.}

[bookmark: _Toc342038420][bookmark: _Toc256000028]6.11	Continuity of Operations Plan

{Include copies of any Continuity of Operations Plans (COOP).}

[bookmark: _Toc342038421][bookmark: _Toc256000029]6.12	Primary & Alternate Site Locations, and Travel Directions/Maps

	Primary Location

	FACILITY NAME:

	STREET ADDRESS:
	FLOOR:

	CITY/STATE/ZIP:

	CONTACT PERSON: 
ALTERNATE CONTACT: 


	PHONE NO: 
24 HOUR NO: 
FAX NO: 
OTHER NO.:

	SECURITY CONSIDERATIONS:




	Alternate Location

	FACILITY NAME:

	STREET ADDRESS:
	FLOOR:

	CITY/STATE/ZIP:

	CONTACT PERSON: 
ALTERNATE CONTACT: 


	PHONE NO: 
24 HOUR NO: 
FAX NO: 
OTHER NO.:

	SECURITY CONSIDERATIONS:




Directions to Alternate Recovery Site(s): 
{Directions should be provided from the primary to the alternate site, and also from local landmark locations where possible.} 
	Name/Title
	Phone Number
	Comments

	
	
	

	
	
	

	
	
	



[bookmark: _Toc342038422][bookmark: _Toc256000030]6.13	System/Application Recovery Priority Classification

{Include a copy of signed documentation that prioritizes the recovery of Systems and/or Applications that are overarching or subordinate to the recovery of Test_2015-01-15-1052.} 
	System Name
	Priority
	Original Site/Location
	Recovery Site/Location

	
	
	
	

	
	
	
	

	
	
	
	



[bookmark: _Toc342038423][bookmark: _Toc256000031]6.14	Off-Site Storage

{Include Information for all off-site storage locations.} 
	Primary Location

	COMPANY/FACILITY NAME:

	STREET ADDRESS:
	FLOOR:

	CITY/STATE/ZIP:

	CONTACT PERSON: 
ALTERNATE CONTACT: 


	PHONE NO: 
24 HOUR NO: 
FAX NO: 
OTHER NO.:

	SECURITY CONSIDERATIONS:




{Include the names etc. of those individuals that may recall media and/or documents from the off-site storage location.} 
	Name
	Phone Numbers
(Home, Cell, Office
	Contacted
(Date & Time)
	Comments

	
	
	
	

	
	
	
	

	
	
	
	




{Include directions to off-site Storage as necessary.} 
Directions: 


[bookmark: _Toc342038424][bookmark: _Toc256000032]6.16	Orders of Succession and Delegations of Authority 

{Include copies of all signed Orders of Succession and Delegations of Authority that are relevant to this plan and the organizations. Include those for Senior Level Management.}

[bookmark: _Toc342038425][bookmark: _Toc256000033]7. Signature Page
Approval

This information system Contingency Plan was prepared in accordance with Federal guidance and aligns with the National Institute of Standards and Technology (NIST) Special Publication 800-34, Contingency Planning Guide for Federal Information Systems, Appendix A. It has been reviewed and meets the requirements for the general support system or major application contingency requirements and complies with internal policies.

Due to the content of this document, this Contingency Plan is marked with the appropriate security label: "For Official Use Only."

Submitted by: 	_______________________		Date:__________________ 


{TYPED NAME of CONTINGENCY PLANNING COORDINATOR or DESIGNATED SYSTEM OWNER} 

{TITLE OF SYSTEM OWNER}

I hereby approve this information system Contingency Plan, which is provided for the Test_2015-01-15-1052 system and describes how the continuity of this system will be performed in the event of an emergency or disaster that prevents normal operations.

Approved by: ____________________ 		Date: __________________

{Name of Chief Information Officer}
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